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About this document

Assumptions

This document assumes that you already have a solid knowledge of the following:

If you feel that your knowledge of C is not sufficient, we recommend The C Programming
Language by Kernighan and Ritchie (ISBN 0--13--1103628), which describes the standard in C

The software tools used for building your application (assembler, linker, C compiler).
The C programming language.

The target processor.

DOS command line.

programming and, in newer editions, also covers the ANSI C standard.

How to use this manual

This manual explains all the functions and macros that the product offers. It assumes you have

a working knowledge of the C language. Knowledge of assembly programming is not required.

Typographic conventions for syntax

This manual uses the following typographic conventions:

Style Used for
Body Body text.
Keywor d Text t.hat you entgr at the commgnd pnjompt or that appears on
the display (that is system functions, file- or pathnames).
Par anet er Parameters in API functions.
Sanpl e Sample code in program examples.

Sanpl e comrent

Comments in program examples.

Reference to chapters, sections, tables and figures or other

Reference

documents.
GUIElement Buttons, dialog boxes, menu names, menu commands.
Emphasis Very important sections.
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Chapter 1

Introduction

The emWeb Web server is an optional extension to emNet. The Web server can be used
with emNet or with a different TCP/IP stack. All functions that are required to add a Web
server task to your application are described in this chapter.
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1.1 emNet Web server

CHAPTER 1 emNet Web server

The emNet Web server is an optional extension which adds the HTTP protocol to the stack.
It combines a maximum of performance with a small memory footprint. The Web server
allows an embedded system to present Web pages with dynamically generated content.
It comes with all features typically required by embedded systems: multiple connections,
authentication, forms and low RAM usage. RAM usage has been kept to a minimum by

smart buffer handling.

The Web server implements the relevant parts of the following Request For Comments

(RFQC).
RFC# Description
[RFC 1945] HTTP - Hypertext Transfer Protocol -- HTTP/1.0
Direct download: ftp://ftp.rfc-editor.org/in-notes/rfc1945.txt
[RFC 2069] An Extension to HTTP : Digest Access Authentication
Direct download: ftp://ftp.rfc-editor.org/in-notes/rfc2069.txt
[RFC 2616] HTTP - Hypertext Transfer Protocol -- HTTP/1.1
Direct download: ftp://ftp.rfc-editor.org/in-notes/rfc2616.txt

The following table shows the contents of the emWeb root directory:

Directory

Content

.\ Appl i cation\

Contains the example applications to run the Web
server with emWeb .

Contains the Web server configuration file. Refer to

.\ Confi g\ Web server configuration on page 105 for detailed
information.

.\ Doc\ Contains the emWeb manual.

AR Contains the Web server sources.

.\ SEGGER\ Contains SEGGER helper functions.

.\ Shared\ | P\ Appl i cati on\

Contains shared application code used by emWeb
samples.

.\Shared\I P\ | P_FS\

Contains the sources for real file system abstraction
layers (emFile, Windows and Linux). Refer to File
system abstraction layer on page 237 for detailed
information.

.\ Shar ed\ | P\ WebPages\

Contains different sets of web pages as well as their
matching dynamic application content.

.\ W ndows\ | P\ WebSer ver\

Contains the source and a CMake file to build the
emWeb Web server on various operating systems.
Refer to Using the Web server sample on page 21
for detailed information.

. \W ndows\ | P\ UDPDi scover GU \

Contains the UDP Discover tool to find the target in
your network.
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1.2 Feature list

Low memory footprint.

Dynamic Web pages.

Templating supported (Nested CGIs).

Authentication supported (Basic and Digest).

Forms: POST and GET support.

Multiple connections supported.

JavaScript supported.

AJAX supported.

SSE supported.

REST supported.

r/o file system included.

HTML to C converter included.

Independent of the file system: any file system can be used.
Independent of the TCP/IP stack: any stack with sockets can be used.
Demo with authentication, various forms, dynamic pages included.
Project for executable on PC for Microsoft Visual Studio included.
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1.3 Requirements

TCP/IP stack

The emWeb Web server requires a TCP/IP stack. It is optimized for emNet, but any RFC-
compliant TCP/IP stack can be used. The shipment includes a Win32 simulation, which uses
the standard Winsock API and an implementation which uses the socket API of emNet.

Multi tasking

The Web server needs to run as a separate thread. Therefore, a multi tasking system is
required to use the emWeb Web server.
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HTTP backgrounds
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CHAPTER 2

It is a communication protocol originally designed to transfer information via hypertext
pages. The development of HTTP is coordinated by the IETF (Internet Engineering Task
Force) and the W3C (World Wide Web Consortium). The current protocol version is 1.1.

Transport layer

Network layer

Link layer
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2.1 HTTP communication basics

HTTP is a challenge and response protocol. A client initiates a TCP connection to the Web
server and sends a HTTP request. A HTTP request starts with a method token. [RFC 2616]
defines 8 method tokens. The method token indicates the method to be performed on the
requested resource. emWeb Web server supports all methods which are typically required
by an embedded Web server.

HTTP method Description
ceT The GET method means that it retrieves whatever information is
identified by the Request-URI.
HEAD The HEAD method means that it retrieves the header of the content
which is identified by the Request-URI.
POST The POST method submits data to be processed to the identified
resource. The data is included in the body of the request.

The following example shows parts of a HTTP session, where a client (for example,
192. 168. 1. 75) asks the emWeb Web server for the hypertext page exanpl e. ht M . The
request is followed by a blank line, so that the request ends with a double newline, each
in the form of a carriage return followed by a line feed.

GET /exanple.htm HITP/ 1.1
Host: 192.168.1.75

The first line of every response message is the Status-Line, consisting of the protocol version
followed by a numeric status code. The Status-Line is followed by the content-type, the
server, expiration and the transfer-encoding. The server response ends with an empty line,
followed by length of content that should be transferred. The length indicates the length
of the Web page in bytes.

HTTP/ 1.1 200 OK

Cont ent - Type: text/htmn

Server: enWéb

Expires: THU, 26 OCT 1995 00: 00: 00 GV
Tr ansf er- Encodi ng: chunked

A3

Thereafter, the Web server sends the requested hypertext page to the client. The zero at
the end of the Web page followed by an empty line signalizes that the transmission of the
requested Web page is complete.

<htm >
<head>
<title>emAeb exanples</title>
</ head>
<body>
<center>
<hl>Websi te: exanple. htnx/hl>
</center>
</ body>
</htm >
0
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CHAPTER 2 HTTP status codes

2.2 HTTP status codes

The first line of a HTTP response is the Status-Line. It consists of the used protocol version,
a status code and a short textual description of the Status-Code. The Status-Code element
is a 3-digit integer result code of the attempt to understand and satisfy the request.

The first digit of the Status-Code defines the class of response. The last two digits do not
have any categorization role. There are 5 values for the first digit:

1xx:
2XX:
3XX:
4xX:
5xx:

Informational - Request received, continuing process.

Success - The action was successfully received, understood, and accepted.
Redirection - Further action must be taken in order to complete the request.
Client Error - The request contains bad syntax or cannot be fulfilled.

Server Error - The server failed to fulfill an apparently valid request.

Refer to [RFC 2616] for a complete list of defined status-codes. emWeb Web server supports
a subset of the defined HTTP status codes. The following status codes are implemented:

Status code Description
200 OK. The request has succeeded.
401 Unauthorized. The request requires user authentication.
Not found. The server has not found anything matching the
404
Request-URI.
501 Not implemented. The server does not support the HTTP method.
Service unavailable. The server is currently unable to handle the
503 .
request due to a temporary overloading of the server.
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Using the Web server sample
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3.1 Overview

A typical emWeb application consists of two parts:

e The emWeb start code that is always specific to the system it is running on.
e Web pages and potentially dynamically generated content, ideally system independent.

Ready to use examples of emWeb start code using SEGGER’s RTOS embQOS and TCP/IP
stack emNet are available. An overview of the available embedded samples can be found
here: https://kb.segger.com/emNet_Samples#Webserver

Using a different RTOS or TCP/IP stack requires the samples to be adapted.

Start code for emWeb with Microsoft Windows, Linux and other Unix systems are available
as CMake files to allow easy porting to different operating systems. Please refer to Using
the Web server PC sample on page 31 for further instructions.
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3.2 Connection handling

Note: The following explanation does not apply to the “single task”-sample, since this
sample only uses one task.

The Web server itself does not handle multiple connections. The connection handling is part
of the example applications. The sample applications open a port which listens on port 80
until an incoming connection is detected in a parent task that accepts new connections (or
rejects them if no more connections can be accepted).

3.2.1 Task handling

For each accepted client connection, the parent task creates a child task running
| P_VWEBS _ProcessEx() in a separated context that will then process the request of the
connected client (for example a browser). This way the parent task is ready to handle
further incoming connections on port 80.

Therefore the sample uses n client connections + one for the parent task.

Some browsers may open multiple connections and do not even intend to close the
connection. They rather keep the connections open for further data that might be requested.
To give other clients a chance, a special handling is implemented in the Web server.

The emWeb Web server has two functions for processing a connection in a child task:

e | P_WEBS ProcessEx(), that allows a connection to stay open even after all data has
been sent from the target. The connection will stay open as long as the client does
not close it.

e | P_WEBS ProcesslLast Ex(), that will close the connection once the target has sent all
data requested. This is used by the Web server sample for the last free connection
available. This ensures that at least one connection will be available after it has been
served to accept further clients.

3.2.2 TCP Backlog handling

In addition to available connections that can be served directly, a feature called
“backlogging” can be used.

This means additional connections will be accepted (SYN/ACK is sent from target) but not
yet processed. They will be processed as soon as a free connection becomes available once
a child task has served the clients request and has been closed. Connections in backlog will
be kept active until the client side sends a reset due to a possible timeout in the client.

The sample applications can be used on the most targets without the need for changing
any of the configuration flags. The server processes up to 22 connections using the default
configuration.

Note: 22 connections means that the target can handle up to 22 clients in parallel, if every
client uses only one connection. Because a single Web browser often attempts to open
more than one connection to a Web server to request the files (.gif, .jpeg, etc.) which are
included in the requested Web page, the number of possible parallel connected clients is
less than the number of possible connections.

The 22 connections split into 20 connections that are available to be kept in the backlog of
a socket (which means that up to 20 connections wait to be fetched by the application with
an accept()) and up to 2 connections currently processed.

Every connection is handled in a separate task. Therefore, the Web server uses up to three
tasks in the default configuration, one task which listens on port 80 and accepts connections
and two tasks to process the accepted connections. To modify the number of connections,
only the macro MAX_CONNECTI ONS has to be modified.

The most of the supplied sample Web pages include dynamic content, refer to Dynamic
content on page 68 for detailed information about the implementation of dynamic
content.
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3.2.3 File system

The example applications use a read-only file system to make Web pages available. Refer
to File system abstraction layer on page 237 for detailed information about the read-only
file system.
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3.3 Running emWeb on target hardware

One of the provided emWeb Web server application samples should always be the first step
to check the proper function of the Web server with your target hardware.

Unless otherwise mentioned, all source files located in the following directories have to be
added to your project for the Web server to run successfully. You also need to add them
to your include paths.

Appl i cation\ (only one of the samples)
Confi g\

| P\

SEGGER\

To use the default sample web page set shipped, add all files located in these directories
and also add them to your include paths.

e Shared\I P\ Application\
e Shared\ | P\ WbPages\ _Def aul t\
e Shared\ | P\ WbPages\ Def aul t\ Gener at ed\

Other variations of web page sets can be found in the Shar ed\ | P\ WebPages\ folder. To use
one of them simply add a different folder and its contents to your project instead of the
default (do not forget to update your include paths) or exchange the complete content of
the folder Shar ed\ | P\ WebPages\ _Def aul t\ with one of the other folders.

It is recommended that you keep the provided folder structure.

3.3.1 Setting up a Web server sample

Procedure to follow

Setting up a Web server sample is an easy process that consists of the following steps:

e Step 1: Select a Web server application sample
e Step 2: Choose a sample website
e Step 3: Compile the project and start the Web server
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3.3.1.1 Step 1: Select a Web server application sample

The first step to run the Web server, is to select one of the shipped embedded start code
samples.

There are a few different Web server start code samples that come with emWeb. For more
information please refer to Overview on page 22. To keep it simple, in this example the
standard Web server start code sample | P_Webser ver _Sanpl e. ¢ will be used.

Exclude all application files from vyour project build, except for Min.c and
| P_Webser ver _Sanpl e. c. Your project could then look similar to the following picture:

4 =3 Application 49 files
4 '3 Excluded 47 files, modified options
> [ IP [ 19 files
. 305 23files
+ |2 WEE | 5files
] IP_Webserver_Sample.c
2] Main.c
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3.3.1.2 Step 2: Choose a sample website

The shipment contains various sets of web pages to choose from in the folder Shared
\'| P WebPages\ . Some of them may require additional software components. The current
default set of web pages that is subject to changes with future releases comes in the
_Def aul t\ subfolder.

Each of these sets of web pages consists of the following components:

ht M \ folder containing website files that can be used with a real filesystem.
Gener at ed\ folder containing converted C binary arrays of the files in ht i\ for
alternative use in a read-only filesystem.

e | P_FS ReadOnl y*. ¢ configuration for a read-only filesystem using the converted C
binary arrays in Gener at ed\ .

e \Wbserver_DynContent*. c providing DynContent (dynamic application content) used
by the web pages.

Shared code used by the DynContent of different web page sets may be located in the
Shar ed\ | P\ Appl i cati on\ folder to reduce code duplication. Please make sure to include
the .c files from here as well and also to add it as include folder to your project.

For the sake of simplicity, we will select the Def aul t web page set.

Using a read-only file system is the simplest way to test a website on an embedded target.
If you want to use a real file system there is also the emFile abstraction layer to use on
a target. How to set up the emFile file system is explained in Changing the file system
type on page 29.

For the read-only file system please include all .c and .h files from this folder and its
Gener at ed\ subfolder to your project. Please also configure the web page folder itself and
the subfolder Gener at ed\ as an include folder in your project.

If you want to modify the contents of the files in ht ml \, you need to generate new .c and .h
files using GenFi | es. py for the Webserver to use in the read-only file system.

If you want to add new files, please don’t forget to also add them to the | P_FS _ReadOnl y*. ¢
file in the #i ncl ude section as well as adding them to the | P_FS READ ONLY_FI LE _ENTRY
_aFi |l e array.

4 3 Shared 237 files
4 SJIP 1file
4 =3 Application  1file
- &2] Webserver REST Sample.c
4 =3 WebPages 236 files
4 23 Default 104 files
- [ Generated 102 files
- &2| IP_F5_ReadOnly _Legacy.c
4 g,:j Webserver_DynContent_Legacy.c

4 ‘3 Excluded 132 files, modified options
» [0 Design_2018 100 files
» [ Templating @ 32 files

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



28 CHAPTER 3 Running emWeb on target hardware

3.3.1.3 Step 3: Build the project and test it

Build the project, it should compile without errors and warnings. After you run your project,
you may test the Web server by entering the IP of your target into your browser.

embO5/IP Webserver demo X E“ﬂlu

(&) c @ @ 192.168.11.132 se | | Q Search In @ @

Simple dynamic web pages

* Form samples ("GET")

* Form samples ("POST")

« Virtual file sample

» Basic authentication sample (User: user | Pass: pass)
« IP Configuration

System info samples using reload

» Network statistics
+ embOSs statistics

System info samples using Server-Sent Events (SSE)
+ System time

» Network statistics
+ embOSs statistics

Current page hit count: 4
Page visits based on cookie: 4

’ \ Back to main
/ SEGGER SEGGER Microcontroller GmbH || www.segger.com (external link)
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3.4 Changing the file system type

By default, the Web server uses the supplied read-only file system that can be found with
each web page set.

If a real file system like emFile should be used to store the Web pages, you have to add a
real file system layer from the Shared\| P\ | P_FS\ folders to your project and modify the
function _WebSer ver Par ent Task() of the start code example to use this file system instead.

Excerpt from | P_Webser ver _Sanpl e. c:

/*********************************************************************

*

* _WebSer ver Par ent Task

*
2
static void _WebServer Parent Task(voi d) {
struct sockaddr Addr ;
struct sockaddr _in |nAddr;
U32 Ti neout;
| ong hSockLi st en;
| ong hSock;
int AddrLen;
int i;
int t;
int tO;
int r;
WEBS BUFFER_SI ZES Buf f er Si zes;

Ti meout = | DLE TI MEQUT;
| P_VWEBS_Set Fi | el nf oCal | back( & pf Get Fil el nfo);
I
/1l Assign file system
I
_PFS_API = & P_FS ReadOnly; // To use a a real filesystemlike enFile
/'l replace this |ine.
Il _pFS_API = &I P_FS FS; /] Use enfFile

The usage of the read-only file system is configured with the following line:
_pPFS_API = &l P_FS ReadOnl y;

To use emFile as file system for your Web server application, add the emFile abstraction
layer | P_FS_FS. ¢ to your project and change the line to:

_pFS_API = & P_FS FS;

Make sure to add all web page files from the ht M\ folder to the root directory of your
storage medium and insert the medium into your target.

In Shared\IPA\I P_FS\I P_FS enfFil e. ¢ you will find three configurable defines, which are

the following:

e MAX_PATH, maximum length of file paths. Default is 128.

e | P_FS VOLUMENAME, label of the volume to be used. Default is NULL. If set to NULL all
volumes configured in emFile will be visible.

e | P_FS ROOT_PATH, path to use as root directory for the file system. Default is NULL. If
set to NULL, no specific root folder is selected so the volume itself is the root directory.

Refer to File system abstraction layer on page 237 for detailed information about the
emFile and read-only file system abstraction layer.
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3.4.1 Long file name support

The FAT file system was not designed for long file name (LFN) support, limiting file names
to twelve characters (8.3).

Therefore when using the emFile abstraction layer and depending upon LFN support, it is
important to note that this has to be activated manually. Also note that this requires LFN
as an optional package for emFile.

To activate LFN support, simply add the following statement to the routine
_InitIfRequired(). You will find this routine in the emFile abstraction layer file
IP_FS enfile.c.

FS_FAT_Support LFN() ;
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3.5 Using the Web server PC sample

The emWeb shipment comes with prebuilt executables for easy evaluation of the different
web server page sets available in the shipment.

In addition, files necessary to rebuild the Web server using CMake with a wide selection of
compiler toolchains and IDEs (some of them freely available) are also part of the shipment.

Further information on how to (re-)build the Web server on PC can be found in the SEGGER
Knowledge Base article Building emNet PC tools with CMake.

Evaluating the Web server PC sample

Start one of the prebuilt executables in the extracted W ndows\ | P\ WebSer ver\ Pr eBui | t
folder of your emWeb shipment. This will run the Web server using the similar named web
page set that can be found in Shar ed\ | P\ WebPages\ in the shipment.

C\Work\emWeb\Windows\IP X + v

emWeb Webserver running on local port 8181
Compiled 11:57:42 on Apr 15 2026.

Using filesystem folder '../../../../Shared/IP/WebPages/_Default/html/'

=== REST Tree Structure ===

>Node: ROOT (Enabled: 1, Endpoint Handler: No, Segment Handler: No)

—->Node: api (Enabled: 1, Endpoint Handler: No, Segment Handler: No)

—-->Node: status_503 (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)

——>Node: status_custom (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)

-—>Node: mime_JSON (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
-—>Node: methods (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
——>Node: bin (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
——>Node: ua (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
->Node: users (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
-—>Node: * (Enabled: 1, Endpoint Handler: Yes, Segment Handler: Yes)
—-——>Node: name (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
-—->Node: address (Enabled: 1, Endpoint Handler: Yes, Segment Handler: No)
=== End of Tree ===

Please note that moving the executable might break the relative path to the web pages
folder in the shipment. You can however pass a different location to the HTML files as a
command line argument.
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Using the Web server PC sample

The server uses the IP address of the host PC on which it runs. Open a Web browser and
connect by entering the IP address of the host (127. 0. 0. 1) to connect to the Web server.
The port being used is 8181 to avoid conflicts with other services already running on your PC.

B emWeb demo X +

<« C @ http://127.0.0.1:8181

Simple dynamic web pages

« Form samples ("GET")

« Form samples ("POST")

« Virtual file sample

« Basic authentication sample (User: user | Pass: pass)
« Upload a file (Real file system required)

System info samples using reload

« Network statistics (embedded target only)
« embOS statistics (embedded target only)

System info samples using Server-Sent Fvents (SSFE)

« System time

« Network statistics (embedded target only)

« embOS statistics (embedded target only)
Generic AJAX samples

+ SEGGER middleware presentation
« Upload a file (Real file system required)

Generic combined SSE/AJAX samples

« Stock quotes sample

Current page hit count: 1
Page visits based on cookie: 1

N - a X

B ® a1 =

’ \ Back to main
/ SEGGER SEGGER Microcontroller GmbH || www.segger.com (external link)
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Since Version 3.60.0, the emWeb Web server implements a Templating System, which
allows for HTML files with nested CGIs.

When designing a website, reusable components like headers, footers, navigation bars, or
sidebars are invaluable for maintaining a consistent structure and avoiding redundant code.
This not only simplifies maintenance but also optimizes memory usage.

The templating system allows you to nest HTML files just like you would use a normal CGI,
eliminating the need to repeat common elements (e.g., headers, footers) across multiple
HTML files. These templates can also embed CGIs or other nested HTML content seamlessly.

<!DOCTYPE html=>
<html>
<head=
<title-Templated HTML Example=/title=
<!--#exec tmpl="style.html"--=
=/head=>
<body=
=div class="container”>
=div class="header"=
<h1=My Website</hl=
</div>
=div class="main"=
<!--ffexec tmpl="section.html"-->
<!--f#exec tmpl="section.html"--=

#exec tmpl = "style.html" l i

=style=
body {

font-family: Arial, sans-serif;

=/style=

#exec tmpl = "section.html” l

section.html

<div class="section"=
<!|--gexec tmpl="article.html"-->
<!|--gexec tmpl="article.html"-->
</div=

#exec tmpl = "article.html"

#exec tmpl = "footer.html”

=/div=
<!--ffexec tmpl="footer.html"-->
</div=
</body>
</html=
Generated website
with all templates
unrolled and CGls
executed
My Website

Article 1

Pamagraph 1

Paragraph 2

Article 2

Pasagraph 1

Prngraph 2

Article 3

Pasagraph 1

Prsagraph 2

Article 4

Pasagraph 1

Pasagraph 2

© 2024 Wy Websie
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=div class="footer"=
<p=&copy; 2024 My Website</p=
</div=

=div class="article"=

article.html

<h2>Article <!--#exec cgi="GetArticleID"--></h2>

<div class="paragraph"=Paragraph <!--#exec cgi="GetParagraphID"
<div class="paragraph"=Paragraph <!--#exec cgi="GetParagraphID"

</div>

--=</div=
--=<fdivs
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4.1 Configuration

This chapter describes the new defines that were added with the Templating support and
how to configure emWeb to make use of them.

To use Templating, it is necessary to set the define WEBS_ENABLE_TEMPLATI NG to “1”. You
can enable this in WVEBS_Conf . h. It is set to “"0” by default.

For an example implementation, please refer to Webserver_DynCont ent _Tenpl ati ng. c
(Shared/ | P/ Appl i cati on) and the FS_RO Tenpl ati ng folder (Shar ed/ | P/ | P_FS). You can
find additional information on how to do this in the following chapters Confi gurati on and
Exanpl e.

The previous chart gives an overview about how Templating can look like in practice. The
main HTML file contains the overall structure, but not all of the code. It loads content from

other htmls by using #exec tmpl="". Here we have two nesting levels, as section.tmpl also
uses Templating itself. In the end, the CGIs from article.tmpl are shown in the main HTML
file.

Define Description
WEBS_ENABLE_TEMPLATI NG Enables Templating Support.

Used to detect the beginning of a CGI string. Set to
“<I--#exec " by default.

Used to detect the end of a CGI string. Set to “'=->"
by default.

Used to detect a marker for a CGI (i.e. a function to
be executed). Set to “cgi=" by default.

Used to detect a marker for a Template (i.e.
another HTML). Set to “tmpl="" by default.

The maximum path size for a template path. Set to
64 by default.

The maximum recursion depth for Templating. Set
to 2 by default.

WEBS_MARKER START_STRI NG

WEBS_MARKER _END_STRI NG

VEBS_MARKER CGi

VEBS_MARKER TEMPLATE

WEBS_TEMPLATE_TEMP_PATH_SI ZE

WEBS_MAX_RECURSI ON_DEPTH

When using Templating, the emWeb Webserver needs to search the contents of an
HTML for a possible Templating use, identified by WEBS MARKER START STRI NG and
WEBS MARKER TEMPLATE.

This may be nested to a varying degree, as a HTML Template may refer to another HTML
Template, that to even another etc. The level to which this is possible is specified by
WEBS_MAX_RECURSI ON_DEPTH.

Increasing WEBS MAX RECURSI ON_DEPTH necessitates a larger RAM/memory usage, as
we will need an additional instance/allocation of WVEBS TEMP_BUFFER SI ZE, and one for
WEBS_TEMPLATE_TEMP_PATH_SI ZE as well.

This is done automatically in the | P_Webserver _Sanpl e. ¢ (see CH LD ALLOC Sl ZE), but
will need to be considered in your own application.

WEBS TEMPLATE _TEMP_PATH SI ZE may need to be increased if the path of the Template file
(through subfolders, a long filename etc.) exceeds the default limit.
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4.2 Example

The Templating System can be tested with the Webserver Sample shipped with every
emWeb Webserver version. All that is needed is setting the WEBS_ENABLE_TEMPLATI NG
define to 1, which automatically uses the Webser ver _DynCont ent _Tenpl ati ng. c file.

The Templating example website shows the use of Templating. The Navigation Bar on top
and the Footer are implemented this way.

Instead of the #exec cgi Syntax, Templating uses #exec tmpl:

<I'--#exec tnpl="navbar. htm-->

An entire HTML file could, for example, look like this:

<! DOCTYPE html >
<htm >
<head>
<div class="grid-container gc2">
<di v>
<fiel dset >
<! --#exec tnpl="article.htnf-->
<div>This line is witten after |oading the Tenplating Article.</div>
</fieldset>
</ di v>
<di v>
<fiel dset >
<div class="article">
<h2>Manual Articl e</h2>
<di v cl ass="par agraph">Par agraph <!--#exec cgi =" CGet Par agr aphl D"-->
</ di v>
<di v>This is another article, w thout use of Tenplating.</div>
<di v>Lorem i psum dol or sit amet, consetetur sadipscing elitr, sed diam
nonuny eirnod tenpor invidunt ut |abore et dolore magna ali quyam
erat, sed diamvoluptua. At vero eos et accusamet justo duo
dolores et ea rebum Stet clita kasd gubergren, no sea takimata
sanctus est Loremipsumdolor sit anet
</ di v>
</ di v>
</fieldset>
</ di v>
</ di v>
</ head>

This snippet shows how Templating might be used in an html.

The first part uses #exec tnpl to load the article.htm file contents in this place. In the
second part, this is done manually, for a comparison between the two approaches.

The snippet above is taken from the SEGGER Templating Example. For the full example, and

to see how it works in practice, please refer to the Webser ver _DynCont ent _Tenpl ati ng. c
Sample.
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Since Version 3.64.0, the emWeb Web server implements the REST (Representational State
Transfer) module. It provides a framework for building RESTful APIs within the emWeb web
server.

This REST implementation improves the previous REST handling with
| P_VWEBS_METHOD_AddHook( ), to make it easier and more intuitive to implement larger REST
structures and allows more advanced custom handling.

Usage scenarios

e Return fixed JSON content for a simple status endpoint.

e Handle requests like “/users/42” by using wildcard pattern “/users/*” to extract the
user ID.

e Support hierarchical resources like “/users/42/name” with segment callbacks validating
each level.

e Detect the HTTP method (GET, POST, PUT, DELETE) in callbacks and return different
content depending on the HTTP method.

e Parse/handle the entire http header at once (for iterating, customer-specific actions
etc).
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5.1 Explanation

REST Nodes

REST nodes represent endpoints in the API hierarchy. They can be:

e Endpoints: Final destinations that handle requests and generate responses.
e Segments: Intermediate path components that can validate or process request data
before reaching an endpoint.

REST Tree

The REST Module is capable of automatically splitting a given URL into segments and
registering each one as a REST node inside an internal tree structure. When a URI is
registered, the last segment is registered as the endpoint, all previous segments of the URI
are registered as segments.

E.g. for a registered URI ‘/api/sensors/temperature” the endpoint would be
“temperature”, the segments would be “api” and “sensors”. Only the endpoint can be
accessed by an external client. For example, assuming all callbacks are set for the URI,
a GET HTTP request to “/api/sensors/temperature” would result in the segment callback
being called for “api”, the segment callback being called for “sensors” and the endpoint
callback being called for “temperature”. A GET HTTP request to “/api/sensors” or “/api” on
the other hand would result in a 404 error as neither of these are registered as endpoints.

[ REST Tree root J

child node

v

( api (REST segment) ]

child node

v

[ sensors (REST segment) J

child node

v

temperature (REST
endpoint)

Wildcards

Segments support wildcard patterns to match dynamic path components like user IDs.
For example for a registered path "“/users/*”, the "users” portion will be registered as a
segment, the "*” will be registered as an endpoint. Therefore if a client issues a HTTP
request to “Yusers/42”, “/users/1”, “/users/john”, etc. in all cases the endpoint callback
for the wildcard "*” will be called.

It is also possible to use wildcards as segments. For example “/users/*/address” is a valid
path, with "address” being the endpoint and "users” and "*” segments.
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Endpoint and segment differences

As explained previously, a client can only access REST endpoints. Depending on which
endpoint a client is accessing, it is possible for an URI segment to become a segment and
an endpoint at the same time. In the previous example we registered the endpoint “/api/
sensors/temperature”. If we now additionally register “/api/sensors/temperature/latest”
and “/api/sensors/temperature/average” as endpoints, then "temperature” becomes a
segment for the “latest” and "average” endpoints.

A GET HTTP request to “/api/sensors/temperature/average” would result in the segment
callbacks being called for “api”, "sensors” and "“temperature”. The endpoint callback would
be called for "average”. The endpoint callback for "temperature” will not be called.

A GET HTTP request to “/api/sensors” or "/api” will still deliver a 404 error, as only endpoints
can be accessed ("/api/sensors/temperature”, “/api/sensors/temperature/average” and
“/api/sensors/temperature/latest”).

[ REST Tree root J

[ api (REST segment) J

sensors (REST segment)

'

temperature (REST
endpoint/segment)

N

( latest (REST endpoint) ] [ average (REST endpoint) J
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5.2 Configuration

To use the REST module it is necessary to enable WEBS_USE_ENHANCED FORM HANDLI NG
and configure the emWeb input buffer to be able to store the full HTTP header of
a incoming request. The input buffer is configured using the compile time define
VEBS_| N BUFFER_SI ZE.

The size of the HTTP header depends on the client and depending on the amount of fields
inside the HTTP header (especially large fields which store session token or large cookie
strings). The full HTTP header can become quite large. The HTTP specification does not
define an official limit. In practice 2k is a good choice, 8k is a very safe choice.
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5.3 Example

emWeb User Guide & Reference Manual

REST Module Initialization and simple endpoint callback

Example

The following code initializes the REST module and registers the endpoint “/status”. The

callback will be called when the HTTP client accesses "/status”.

WEBS_REST MODULE_CONFI G Rest Confi g;
WEBS_REST NODE_CONFI G NodeCf g;
<, ..>

r = | P_REST | nit(pRestConfig);
<... check errors ...>

VEBS_MEMSET( &NodeCf g, 0, sizeof (WEBS_REST_NODE_CONFI G));
NodeCf g. cbEndpoi nt = _cbOnEndpoi nt St at us;

NodeCf g. sRest Uri = "/status";
r = | P_REST_Regi st er Node( &NodeCf g) ;
<... check errors ...>

The user callback can be implemented as follows:

static int _cbOnEndpoi nt St at us( WEBS_REST_CONTEXT * pCont ext,
const char * pRequest Header,

unsi gned Request Header Len,
void * pUserContext) {

r = | P_REST_SendCont ent (pContext, "Status - OK");
<. check errors ...>

r = | P_REST_Fl ush(pCont ext);

<. check errors ...>

return O;

REST Module callback with HTTP method detection

The following example shows how to handle different HTTP methods in a callback. The

callback will be called when the HTTP client accesses "“/api/methods”.

static int _cbOnEndpoi nt Met hods( WEBS_REST_CONTEXT * pCont ext,
const char * pRequest Header,

unsi gned Request Header Len,
void * pUserContext) ({
char acBuf[16];
int r;

r = | P_VEBS_UTI L_GCet Request Met hod( pRequest Header ,
Request Header Len,
acBuf
si zeof (acBuf));

if (r <0) {
VWEBS_MEMCPY( acBuf, "UNKNOM', sizeof ("UNKNOM') - 1u);
}
if (r <0) {
| P_REST_Set St at us(pCont ext, | P_HEADER STATUS_400);
r = | P_REST_SendCont ent (pContext, "Error determ ning request nmethod\n");
<... check errors ...>
} else {

i f (VWEBS_STRCMP(acBuf, "GET") == 0) {

_OnCet (pCont ext, pRequest Header, RequestHeaderLen, pUser Context);

} else if (WEBS_STRCMP(acBuf, "POST") == 0) {
_OnPost (pCont ext, pRequest Header, Request Header Len);
} else if (WEBS_STRCMP(acBuf, "PUT") == 0) {
_OnPut ( pCont ext) ;
} else if (WEBS_STRCMP(acBuf, "DELETE"') == 0) {
_OnDel et e( pCont ext) ;
} else {
| P_REST_Set St at us(pCont ext, | P_HEADER STATUS_405);
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r = | P_REST_SendCont ent (pCont ext, "Unsupported net hod\n");

<... check errors ...>
}
}
r = | P_REST_Fl ush(pContext);
<... check errors ...>
return O;
}
<,..>

WEBS_MEMSET( &NodeCf g, 0, si zeof (REST_NODE_CONFI G));
NodeCf g. cbEndpoi nt = _cbOnEndpoi nt Met hods;

NodeCf g. sRest Uri = "/api/ nethods";

r = | P_REST_Regi st er Node( &NodeCf g) ;

Wildcard usage callback

The following sample shows how to register a wildcard callback. The callback will be called
when the HTTP client accesses "/test/*”. Valid examples: “/test/1”, “/test/john”, “/test/42”,
etc.

static int _cbOnEndpoi nt W dcar d( WEBS_REST_CONTEXT * pCont ext,
const char * pRequest Header,
unsi gned Request Header Len,
void * pUserContext) {

/'l pContext->pCurrent Segnent hol d the value of the wildcard
/| accessed by the HTTP client.

/1l So in case of "/test/john" pContext->pCurrentSegnent woul d
/1 point to "john" and pContext->pCurrent Segnent woul d be 4

i f (pContext->CurrentSegmentlLen == 4 &&
WEBS_MEMCMP( pCont ext - >pCurr ent Segnent, "john", 4) == 0) {
r = | P_REST_SendCont ent (pContext, "W/l dcard segment natched 'john'\n");
} else {
r = | P_REST_SendCont ent (pContext, "W/l dcard segment did not match 'john'\n");

}
r = | P_REST_Fl ush(pCont ext);
return O;

}

WEBS_MEMSET( &NodeCf g, 0, si zeof (REST_NODE_CONFI G));
NodeCf g. cbEndpoi nt = _cbOnEndpoi nt Wi dcar d;

NodeCf g. sRest Uri = "[test/*";
r = | P_REST_Regi st er Node( &NodeCf g) ;
<... check errors ...>
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Function

Description

API functions

| P_WEBS_REST I nit()

Initializes the REST API.

| P_WEBS_REST Del ni t ()

Deinitializes the REST API and frees all
allocated resources.

| P_WEBS REST_ Regi st er Node()

Registers REST tree nodes at a given path
with optional handler callbacks.

| P_VWEBS REST Di sabl eNode()

Disables a REST tree node at a given path.

| P_VWEBS REST_Enabl eNode()

Enables a REST tree node at a given path.

| P_VEBS REST_Di sabl ePat h()

Disables all REST tree nodes at a given
path and its children.

| P_WEBS REST Enabl ePat h()

Enables all REST tree nodes at a given
path and its children.

| P_VWEBS REST Del et eNode()

Deletes a REST tree node at a given path
and all its children.

| P_WEBS_REST_Mvdi f yNode()

Modifies an existing REST tree node at a
given path with new handler callbacks or
new user context.

| P_WEBS_REST_Set St at us()

Set the HTTP status to be sent in the
response header.

| P_VEBS REST Set M METype()

Set the MIME Type to be sent in the
response header.

| P_VWEBS REST SendCont ent ()

Send content part of the response.

| P_WEBS_REST_SendMen()

Send REST response data.

| P_WEBS_REST_FI ush()

Flushes the output buffer.

| P VEBS REST PrintTree()

Prints the entire REST tree structure for
debugging.

Data structures

| P_\\EBS_WEBSOCKET AP

Used for interaction between webserver
and a WebSocket implementation.

| P_WEBS_REST_MODULE_CONFI G

Configuration structure for REST module.

| P_WEBS_REST_NODE_CONFI G

Configuration structure for a REST API
node.

| P_WEBS_REST_CONTEXT

Context structure for REST API segment
and endpoint callbacks.

Function definitions

| P_WEBS_REST_SEGVENT_FUNC

Callback function type for handling REST
API segments.

| P_WEBS_REST_ENDPOI NT_FUNC

Callback function type for handling REST
API endpoints.

Defines

| P_WEBS_REST_DI SABLE_NEW NODES

Newly registered nodes start as disabled.

| P_HEADER_STATUS_*

Predefined HTTP status lines.

| P_HEADER_M ME_TYPE_*

Predefined MIME types.
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5.4.1 APIfunctions
5.4.2 IP_WEBS REST Init()

Description
Initializes the REST API.

Prototype
int | P_WEBS_REST_Init (| P_WEBS REST_MODULE_CONFI G * pRest Config);
Parameters
Parameter Description
pRest Conf i g Pointer to a structure of type | P WEBS_REST_MODULE_CONFI G

Return value

=0 Success.
0 Error.

Additional information

A valid WEBS_SYS_API which contains pointer to alloc and free functions must be registered
under pRest Confi g->pSysApi .
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5.4.3 |IP_WEBS_REST Delnit()

Description

Deinitializes the REST API and frees all allocated resources.
Prototype

int | P_WEBS_REST_Del nit(void);

Return value

=0 Success.
0 Error.

Additional information

This function will recursively delete all nodes in the REST tree and free their allocated
memory. After calling this function, | P_WEBS REST Init() must be called again before
using the REST API.
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544 |IP_WEBS REST_ RegisterNode()

Description

Registers REST tree nodes at a given path with optional handler callbacks.

Prototype
int | P_VWEBS_REST_Regi st er Node(| P_WEBS_REST_NODE_CONFI G * pNodeConfi g);
Parameters
Parameter Description
. Pointer to | P_WEBS REST_NCDE_CONFI G structure with node
pNodeConfi g - .
configuration.

Return value

=0 Success.
#0 Error.

Additional information

Values from | P_WEBS REST NODE CONFI G are copied internally, user does not need
to keep the | P_WEBS REST NODE CONFI G struct in memory after the API call. This
function can handle a path with multiple segments. E.g. | P WEBS_REST_Regi st er Node()
with “/users/42/address” will create 3 REST_TREE NODE objects and link them. User
can change existing config for an already added node at any time - call e.qg.
| P_WEBS REST_Regi st er Node() again with different callbacks or add a segment callback,
etc.

Simple wildcard matching is supported. A segment can be added as “*”, this will match
any value passed as a part of the REST URI. Example: | P_WEBS_REST_ Regi st er Node()
with “/users/*/address” can be used to register a callback for any user ID. Partial
matching, or multiple wildcards per segment are not supported. A segment which
is registered as a wildcard can not have other non-wildcard segments. Example:
After | P_WEBS REST Regi st er Node() with “/users/*/address” it is not possible to
call | P_.VWEBS_REST Regi st er Node() with “/users/42/address”. Similarly when adding a
wildcard segment the existing tree nodes will be checked if non-wildcard segments already
exist on the same URI depth and an error will be returned if this is the case.

Segment handler callbacks are added to each node in the path except for the last one. If
a segment handler is NULL, segment handlers from previous calls for the same node are
not changed. The segment handlers are only removed if NULL is passed for the last node
in the path.
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5.4.5 IP_WEBS_REST DisableNode()

Description
Disables a REST tree node at a given path.

Prototype
int | P_VWEBS_REST_Di sabl eNode(const char * sPath);
Parameters
Parameter Description
sPat h Path string for the node to disable (e.g., “/users/42").

Return value

=0 Success.
+#0 Error (node not found).

Additional information

Disabling a node prevents it from being accessed via REST requests. The node remains in
the tree structure but will not process any incoming requests. Child nodes are not affected
by disabling a parent.
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5.4.6 IP_WEBS_REST EnableNode()

Description

Enables a REST tree node at a given path.

Prototype
int | P_VWEBS_REST_Enabl eNode(const char * sPath);
Parameters
Parameter Description
sPat h Path string for the node to enable (e.g., “/users/42").

Return value

=0 Success.
+#0 Error (node not found).

Additional information

Enabling a node allows it to be accessed via REST requests again after it has been disabled.
The node must already exist in the tree. If the node does not exist, this function returns
an error.
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5.4.7 IP_WEBS_REST DisablePath()

Description

Disables all REST tree nodes at a given path and its children.

Prototype
int | P_VWEBS_REST_Di sabl ePat h(const char * sPath);
Parameters
Parameter Description
sPat h Path string for the nodes to disable (e.g., “/users”).

Return value

=0 Success.
=0 Error (path not found).

Additional information

Disabling a path prevents the node and all its children from being accessed via REST
requests. The nodes remain in the tree structure but will not process any incoming requests.
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5.4.8 IP_WEBS_REST EnablePath()

Description

Enables all REST tree nodes at a given path and its children.

Prototype
int | P_VWEBS_REST_Enabl ePat h(const char * sPath);
Parameters
Parameter Description
sPat h Path string for the nodes to enable (e.g., “/users”).

Return value

=0 Success.
=0 Error (path not found).

Additional information

Enabling a path allows the node and all its children to be accessed via REST requests again
after they have been disabled. The nodes must already exist in the tree.
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549 |IP_WEBS REST DeleteNode()

Description

Deletes a REST tree node at a given path and all its children.

Prototype
int | P_VWEBS_REST Del et eNode(const char * sPath);
Parameters
Parameter Description
sPat h Path string for the node to delete (e.g., “/users/42").

Return value

=0 Success.
+#0 Error (node not found).

Additional information

Deleting a node removes it from the tree along with all its children. The parent node’s child
references are updated accordingly. If the root node path /" is provided, the whole tree
is deleted.
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5.4.10 IP_WEBS_REST ModifyNode()

Description

CHAPTER 5

REST API

Modifies an existing REST tree node at a given path with new handler callbacks or new

user context.

Prototype
int | P_VWEBS_REST_Mbdi f yNode(| P_WEBS_REST_NODE_CONFI G * pNodeConfi g);
Parameters
Parameter Description
. Pointer to | P_WEBS REST_NCDE_CONFI G structure with node
pNodeConfi g - .
configuration.

Return value

=0 Success.

+#0 Error (node not found).

Additional information

Unlike | P_VEBS REST Regi st er Node(), this function operates exactly on the end node
specified in pNodeConf i g->sRestUri. It allows to change the callbacks and user context of
an existing node without affecting existing nodes. If the node does not exist, an error is
returned. If a callback or user context in pNodeConfi g is set to NULL, the existing value

will be cleared.
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5.4.11 IP_WEBS REST SetStatus()

Description

Set the HTTP status to be sent in the response header.

Prototype
voi d | P_VEBS_REST_Set St at us( | P_VWEBS_REST_CONTEXT * pSel f,
const char * sStatus);
Parameters
Parameter Description
pSel f Pointer to REST context.
SSt at us HTTP status string. See | P_HEADER STATUS xxx defines.
Passing NULL means using “"200 OK” as default status.
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5.4.12 |P_WEBS_REST SetMIMEType()

Description
Set the MIME Type to be sent in the response header.

Prototype
voi d | P_VEBS_REST_Set M METype( | P_WEBS_REST_CONTEXT * pSel f,
const char * sM neType);
Parameters
Parameter Description
pSel f Pointer to REST context.
SM meTvpe MIME type string. See | P_HEADER M ME_TYPE_xxx defines.
yp Passing NULL means using “text/plain” as default.
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5.4.13 IP_WEBS_ REST_SendContent()

Description

Send content part of the response.

Prototype
int | P_WEBS_REST_SendCont ent ( | P_WEBS_REST_CONTEXT * pSel f,
const char * sContent);
Parameters
Parameter Description
pSel f Pointer to REST context.
sCont ent Content string to send. Must be zero terminated.

Return value

>0 0O.K.
<0 Error.

Additional information
May be called multiple times per response.

On first call the response header will be sent. Set Status and MIME Type before.
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5.4.14 |P_WEBS_REST SendMem()

Description
Send REST response data.

REST API

Prototype
int | P_VEBS REST_SendMen( | P_VWEBS_REST_CONTEXT * pSel f,
const char * pMem
unsi gned Len);
Parameters
Parameter Description
pSel f Pointer to REST context.
pMem Pointer to the data to send.
Len Length of the data.

Return value

>0
<0

0.K.
Error.

Additional information

May be called multiple times per response.

On first call the response header will be sent. Set Status and MIME Type before.
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5.4.15 |P_WEBS_REST Flush()

Description
Flushes the output buffer.

Prototype
int | P_VWEBS_REST_Fl ush(1P_WEBS_REST_CONTEXT * pCont ext);
Parameters

Parameter Description
pCont ext Pointer to REST context.

Return value

1 Data transmitted, connection will be closed.
0 Data transmitted, connection will be kept open after transmission.
-1 Error. Data not transmitted, connection will be closed.
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5.4.16 IP_WEBS_REST PrintTree()

Description
Prints the entire REST tree structure for debugging.

Prototype

void | P_WEBS_REST_PrintTree(void);
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5.4.17 Data structures

5.4.18 IP_WEBS_REST_MODULE_CONFIG

Description

Configuration structure for REST module.

Type definition

typedef struct {

const VEBS_SYS API

us

* pSysApi;
Fl ags;

} 1 P_WEBS_REST MODULE_CONFI G

Structure members

Member Description
pSysApi Pointer to a structure referencing alloc and free functions.
Binary OR combination of the following flags: -
| P_WEBS_REST_DI SABLE_NEW NODES If this flag is set
Fl ags new nodes added via | P_WEBS_REST_Regi st er Node()

are initially disabled and have to be enabled via
| P WEBS REST Enabl eNode()
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5.4.19 |P_WEBS_REST NODE_CONFIG

Description

Configuration structure for a REST API node.

Type definition

typedef struct {
const char * sRestUri;
voi d * pUser Cont ext ;
| P_WEBS_REST_ENDPQOI NT_FUNC * cbEndpoi nt ;
| P_VWEBS_REST_SEGVENT_FUNC * cbSegnent;
} | P_WEBS_REST_NODE_CONFI G,

Structure members

Member Description

Normalized URI, use “*” for wildcard segments. E.g. /users/
*/address

[Optional, can be NULL] User context pointer. The user
context is passed to all callbacks.

sRest Uri

pUser Cont ext

cbEndpoi nt Endpoint callback. E.g. called once for GET /users/5/address

[Optional, can be NULL] Segment callback. E.g. called for
GET /users/5/address called for “/users” and “/users/5”

cbSegnent

Additional information

Values set in this struct are copied internally, it is not necessary to keep the
| P_VWEBS_REST_NODE_CONFI G struct in memory after the API call. It is possible
to change existing config for an already added Node at any time - call e.g.
| P_WEBS_REST_Regi st er Node() again with different callbacks or add a segment callback,
etc.
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5.4.20 IP_WEBS_REST_CONTEXT

Description

Context structure for REST API segment and endpoint callbacks.

Type definition

typedef struct {
voi d * pUser Sessi onCont ext ;
WEBS_QUTPUT * pQut put ;
const char * pCurrent Segnent;

unsi gned Cur rent Segnent Len;
const char * pFul | Segnent;
unsi gned Ful | Segnent Len;

} | P_WEBS_REST_CONTEXT;

Structure members

Member Description

Pointer to a user session context. This is NULL initially and
pUser Sessi onCont ext can be used by the application to store session related
information. It is not used by emWeb internally.

Pointer to a WEBS_QUTPUT. Used to send data back to the
client.

pQut put

Current segment being processed. E.g. for the REST URI %/
pCur r ent Segnent api/user/42/name” when processing the second segment
this will point to “user”, Cur r ent Segnent Len will be 4.

Current Segnent Len Length of current segment being processed.

Full URI of the segment being processed. E.g. for the REST
URI “/api/user/42/name” when processing the second
segment this will point to “/api/user”, Ful | Segnent Len will
be 9.

Ful | Segnent Len Length of all segments processed so far.

pFul | Segnment

Additional information

Values set in this struct are valid only during the execution of segment or endpoint callbacks.
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5.4.21 Function definitions

5.4.22 |P_WEBS_REST _SEGMENT_FUNC

Description

Callback function type for handling REST API segments. This callback is invoked to process
or validate a segment of a REST endpoint path.

Type definition

typedef int (1P_WEBS_REST_SEGVENT_FUNC)

( | P_WEBS_REST_CONTEXT * pCont ext,
const char * pRequest Header,
unsi gned Request Header Len,
voi d * pUser Cont ext) ;
Parameters
Parameter Description
Cont ext Pointer to a | P_WEBS_REST_CONTEXT structure which holds
P information about the REST session.
pRequest Header Pointer to the HTTP request header.
Request Header Len Length of the HTTP request header in bytes.

Pointer to a user context (this is the

| P_WEBS_REST_NODE_CONFI G->pUser Cont ext )
which was used when registering this callback via
| P_WEBS_REST_Regi st er Node() .

pUser Cont ext

Return value

0 Ok, continue processing the request.
1 Stop REST processing. Continue with other emWeb processing.
-1 Not OK, Stop processing.

Additional information

The segment callback (if set and enabled) is called for all segments of a REST URI,
except the last one. E.g. If a segment and endpoint callback is registered for “/api/
sensors/temperature/value” the segment callback(s) will be called 3 times (for “/api/”, “/
api/sensors/” and “/api/sensors/temperature/”). The endpoint callback on the other hand
will only be called for “/api/sensors/temperature/value/”. Each invocation of the segment
callback has the opportunity to stop processing of the request by returning a 1. This can
be useful when it is desired to protect certain api elements from unauthorized access.
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5.4.23 IP_WEBS_REST_ENDPOINT_FUNC

Description

Callback function type for handling REST API endpoints.
Type definition

typedef int (IP_WEBS REST ENDPO NT_FUNC)

( | P_WEBS_REST_CONTEXT * pCont ext,
const char * pRequest Header,
unsi gned Request Header Len,
voi d * pUser Cont ext) ;
Parameters
Parameter Description
Cont ext Pointer to a | P_WEBS_REST_CONTEXT structure which holds
P information about the REST session.
pRequest Header Pointer to the HTTP request header.
Request Header Len Length of the HTTP request header in bytes.

Pointer to a user context (this is the

| P_WEBS_REST_NODE_CONFI G->pUser Cont ext )
which was used when registering this callback via
| P_VWEBS REST_ Regi st er Node() .

pUser Cont ext

Return value

0 Ok, connection handled by this callback.
1 Request not handled, continue with other emWeb processing.
-1 Not OK, (connection) error occurred.

Additional information

The endpoint callback is responsible for delivering content for the REST
request. See functions |P_WEBS REST Set Status(), |P_WEBS REST Set M METype(),
| P_WEBS_REST_SendCont ent () and | P_WEBS_REST_Fl ush().

When the callback decides to send a HTTP error code it should return 0 after sending the
error response. The return value of -1 is reserved to indicate connection errors.
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5.4.24 Defines
5.4.25 |IP_WEBS_REST _DISABLE_NEW _ NODES

Description
Newly registered nodes start as disabled.
Definition

#define | P_WEBS_REST DI SABLE_NEW NODES ~ (1u << 0)
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5.4.26

CHAPTER 5

IP_ HEADER_STATUS_*

Description
Predefined HTTP status lines.

Definition

#define | P_HEADER STATUS 200
#define | P_HEADER STATUS 204
#define | P_HEADER STATUS 400
#define | P_HEADER STATUS 401
#define | P_HEADER STATUS 403
#define | P_HEADER STATUS 404
#define | P_HEADER STATUS 405
#define | P_HEADER STATUS 411
#define | P_HEADER STATUS 413
#define | P_HEADER STATUS 414
#define | P_HEADER STATUS 429
#define | P_HEADER STATUS 500
#define | P_HEADER STATUS 501
#define | P_HEADER STATUS 502
#define | P_HEADER STATUS 503
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5.4.27

IP_ HEADER_MIME_TYPE_*

CHAPTER 5

Description
Predefined MIME types.

Definition

#define | P_HEADER M ME_TYPE_TEXT_PLAIN
#define | P_HEADER M ME_TYPE_TEXT_ HTM.
#define | P_HEADER M ME_TYPE_TEXT_JS

#define | P_HEADER M ME_TYPE_APP_OCTET _STREAM
#define | P_HEADER M ME_TYPE_APP_JSON

#define | P_HEADER M ME_TYPE_I MAGE_JPEG
#define | P_HEADER M ME_TYPE_| MAGE_PNG
#define | P_HEADER M ME_TYPE_| MAGE_ G F
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Dynamic content

emWeb supports different approaches to implement dynamic content in your Web server
application. A Common Gateway Interface (CGI) like interface for static HTML pages with
dynamic elements and virtual files which are completely generated from the application.
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6.1 Common Gateway Interface (CGI)

A Common Gateway Interface (CGI) like interface is used to implement dynamic content in
Web pages. Every Web page will be parsed by the server each time a request is received. The
server searches the Web page for a special tag. In the default configuration, the searched
tag starts with <! —#exec cgi =* and ends with "—>. The tag will be analyzed and the
parameter will be extracted. This parameter specifies a server-side command and will be
given to the user application, which can handle the command. The following screenshot
shows the example page i ndex. ht m

Counter sample X | EI@

<« @ @ 192.168.11.153 wo» =

Counter sample

Reload the page to mcrease the view count.

Current page hit count: 12

Wereems
SEGGER

Back to main page

SEGGER Microcontroller GmbH || www.segger.com (external link)

The HTML source for the page includes the following line:

<!--#exec cgi ="Counter"-->

When the Web page is requested, the server parses the tag and the parameter Count er is
searched for in an array of structures of type WEBS_Cd . The structure includes a string to
identify the command and a pointer to the function which should be called if the parameter
is found.

typedef struct {

const char * sNane; /'l e.g. "Counter"
void (*pf)(WEBS_QUTPUT* pQutput, const char* sParaneters, const char* sVal ue);
} VEBS Cd;

In the example, Count er is a valid parameter and the function _cal | back_ExecCount er
will be called. You need to implement the WEBS_CGE array and the callback functions in
your application.

static const WVEBS CE _aCd|[] = {
{"Counter" , _call back_ExecCounter 1},
{ NULL}

}

_cal | back_ExecCounter () is a simple example of how to use the CGI feature. It returns
a string that includes the value of a variable which is incremented with every call to
_cal I back_ExecCounter().

static void _call back_ExecCounter( WEBS OUTPUT* pQutput,
const char* sParaneters,
const char* sValue ) {
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char ac[80];

WEBS_USE_PARA( sPar anet ers) ;
WEBS_USE_PARA( sVal ue) ;

_Cnt ++;

SEGGER snprintf(ac,
si zeof (ac),
"<br>Current page hit count:
_Cnt);

| P_WEBS_SendString(pQut put, ac);
}

% u"

Common Gateway Interface (CGlI)

If the Web page includes the CGI tag followed by an unknown command (for example,
a typo like COount er instead of Count er in the source code of the Web page) an error

message will be sent to the client.

Counter sample x

<« @  @© 192.16811.153

Counter sample

Reload the page to increase the view count.

Unknown CGI COunter - Ignored

Vereems
SEGGER

Back to main page

SEGGER Microcontroller GmbH || www.segger.com (external link)
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6.1.1 Add new CGI functions to your Web server application

To define new CGI functions, three things have to be done.

1. Add a new command name which should be used as tag to the WEBS_CG structure.
For example: User CQ

static const WVEBS CA _aCd[] = {

{"Counter" , _cal | back_ExecCount er },
{" Get | ndex", _cal | back_ExecGet | ndex },
{"UserCd ", _cal | back_ExecUser Cd },
{NULL, _cal | back_Def aul t Handl er }

}s

2. Implement the new function in your application source code.

static void _call back_ExecUser Cd ( WEBS_OQUTPUT * pQut put,
const char * sParaneters
const char * sValue ) {

/* Add application code here */
}

3. Add the new tag to the source code of your Web page:

<!--#exec cgi="UserCd"-->
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6.2 Virtual files

emWeb supports virtual files. A virtual file is not a real file which is stored in the used file
system. It is a function which is called instead. The function generates the content of a file
and sends it to the client.

The Web server checks the extension of all requested files, the extension . cgi is by default
used for virtual files. To change the extension that is used to detect a virtual file, refer to
| P_VEBS_Set Fi | el nf oCal | back on page 152 for detailed information.

The emWeb Web server comes with an example (Cal | Virtual Fi |l e. ht m) that requests
a virtual file. The sample Web page contains a form with two input test fields, named
Fi r st Name and Last Nane, and a button to transmit the data to the server.

[F=3 HoR )

Virtual file sample X

« Qo @ 192.168.11.153 Search n @9 =

Virtual file sample

First name Last name: Change
Y
SEGGER

Back to main

SEGGER Microcontroller GmbH || www segger com (external link)

When the button on the Web page is pressed, the file Send.cgi is requested. The emWeb
Web server recognizes the extension . cgi , checks if a virtual file with the name Send. cgi is
defined and calls the defined function. The function in the example is _cal | back_SendCd ()
and gets the string FirstName=Foo&LastName=Bar as parameter.

typedef struct {

const char * sNane;

void (*pf)(WEBS_QUTPUT * pQutput, const char * sParaneters);
} WEBS_VFI LES;

In the example, Send. cgi is a valid URI and the function _cal | back_SendCd () will be

called.
static const WEBS VFILES _aVFiles[] = {
{"Send. cgi ", _callback_SendCd 1},
NULL
};

The virtual file Send. cgi gets two parameters. The strings entered in the input fields
Fi r st name and Last Nanme are transmitted with the URI. For example, you enter Foo in the
first name field and Bar for last name and push the button. The browser will transmit the
following string to our Web server:

Send. cgi ?Fi r st Nane=Foo&Last Narme=Bar
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You can parse the string and use it in the way you want to. In the example we parse
the string and output the values on a Web page which is build from the function

_cal l back_Cd _Send() .

/*********************************************************************

Function descri ption:
Sends the header
The virtual

E T O

~

voi d WebsSanpl e_SendPageHeader (VEBS_OUTPUT* pQut put,

of the virtual
files in our sanple application use the sane HTM. | ayout.
The only difference between the virtual
each of themuse an own title/heading.

WebsSanpl e_SendPageHeader

file.

files is the content and that

const char* sNane) {

| P_VEBS_SendString(pQutput, "<!DOCTYPE htm ><ht ml ><head><title>");
| P_VEBS_SendString(pQutput, sNane);

| P_VEBS _SendString(pQutput, "</title>");

| P_VEBS_SendString(pQutput, "</ head><body><header><h2>");

| P_VEBS_SendString(pQutput, sNane);

| P_VEBS_SendString(pQutput, "</ h2></header>");

| P_VEBS_SendString(pQutput, "<div>");

}

/*********************************************************************

Function descri ption:
Sends the footer
The virtual

EE I

/

of the virtual
files in our sanple application use the sane HTM. | ayout.

WebsSanpl e_SendPageFoot er

file.

voi d WebsSanpl e_SendPageFoot er (WEBS_QUTPUT* pQut put) {

| P_VEBS_SendStri ng(pQut put,
| P_VEBS_SendStri ng(pQut put,
| P_VEBS_SendStri ng(pQut put,

"</div><ing src=\"Logo.gif\" alt=\"Segger |ogo\">");
"<footer><p><a href=\"index. ht Ml ">Back to main</a></p>");
"<p>SEGGER M crocontrol l er GrbH ||

<a href=\"http://

www. segger . coml " >www. segger . conk/ a>");

| P_VEBS_SendStri ng(pQut put,
}

"(external

I'i nk) </ p></f oot er ></ body></ ht i >");

/*********************************************************************

*

* _cal | back_Cd _Send
*/

static void _callback_Cd _Send(WEBS_QUTPUT * pCQutput,

int r;

char * pFirstNang;
int Fi r st NaneLen;
char * pLast Nane;
int Last NaneLen;

const

const

/11

/| Header of the page
/11

_SendPageHeader ( pQut put ,
/11

/1 Cont ent

/11

r = | P_VEBS_GCet Par aVal uePt r (sPar anet er s,
r | = | P_VEBS_GCet Par aVal uePt r (sPar anet er s,

if (r 0) {
| P_VEBS_SendStri ng(pQut put,
| P_VEBS_SendMen( pQut put, pFi
| P_VEBS_SendStri ng(pQut put,
| P_VEBS_SendStri ng(pQut put,
| P_VWEBS_SendMen( pQut put ,
| P_VEBS_SendStri ng(pQut put,
} else {
| P_VEBS_SendStri ng(pQut put,
}

/11

/| Footer of the page

/11

_SendPageFoot er (pQut put) ;
}
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const char * sParaneters) {

file sanple");

0, NULL, O, &pFirstName, &FirstNanmelLen);
1, NULL, O, &plLastNane, &LastNanelLen);

"<H2>Fi rst nanme: ");
rst Nane, FirstNanelLen);
"<l H2>"Y

"<H2>Last nane:

Dk

pLast Name, Last NanelLen);

"<l H2>"Y ;

"<br>Error!");
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The output of _cal | back_Cd _Send() should be similar to:

Virtual file sample x

[F=3 HoR )

&« c @ @ 192.168.11.153/Send.cgi?FirstName= John&LastName=Doe

Virtual file sample

First name: John
Last name: Doe

ee QSEG,"C."_‘ |“\ EJ W

Wereesn
SEGGER

Back to main

SEGGER Microcontroller GmbH || www.segger.com (external link)
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6.3 Server-Sent Events (SSE)

Server-Sent Events (SSE) are an HTML5 technology which enables a Web server to push
data to Web pages over HTTP. The Web browser establishes an initial connection, which is
used for the Web server updates.

The emWeb Web server supports SSE to supply the Web browser with dynamic content.
A Web browser can request information via EventSource objects. The idea behind SSE is
that the Web server keeps an connection to Web browser open and sends data via this
connection whenever it is necessary. This means that the Web browser receives data as a
stream without polling. This reduces the HTTP protocol overhead.

To subscribe to an event stream, you have create an EventSource object and pass it the
URL of your stream.

<scri pt>
i f(typeof (Event Source) !== "undefined") {
var source = new Event Source(" SSETi ne. cgi ") ;
sour ce. onnmessage = function(event) {
docunent . get El ement Byl d("Ti ne").innerHTM. = "<H1>" + event.data + "</HLl>";
docunent . get El ement Byl d(" Ti ne") . i nner HTM. +=
"The browser gets the systemtine via a Server-Sent Event (SSE).
<br>No meta refresh (reload) required!";
b
} else {
docunent . get El ement Byl d(" Ti ne").i nner HTM. =
"Sorry, your browser does not support Server-Sent Events (SSE)...";

}

</script>

The source code excerpt above creates a new EventSource object. The EventSource objects
starts immediately listening for events on the given URL SSETi ne. cgi . Everytime when the
Web browser will receive data, the data will be displayed on the Web page.

SSETi ne. cgi is implemented in the supplied emWeb Web server sample application
(Webserver _DynCont ent.c). From the perspective of the Web server it is a virtual file.
Please refer to Virtual files on page 510 for further information about virtual files. The
following excerpt of Webser ver _DynCont ent . ¢ shows the implementation of the virtual file
SSETi e. cgi .

/*********************************************************************

_cal I back_CG3 _SSETi ne

Function description:
Sends the systemtinme to the Web browser every 500 ns.

L I

/

static void _call back_CA _SSETi me( WEBS_CQUTPUT * pQut put,
const char * sParaneters) {

int r;

| P_USE_PARA( sPar anet ers) ;

I

/1l Construct the SSE Header

I

| P_VWEBS_SendHeader Ex( pQut put, NULL, "text/event-strean', 1);
| P_VEBS_SendString(pQutput, "retry: 1000\n");

while(1) {
r = _SendTi me((voi d*)pQut put);
if (r ==0) { /] Data transmtted
CS_Del ay(500) ;
} else {
br eak;
}
}
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}

First step to send data as an event stream is to send the MIME type t ext/ event - st r eamto
the Web browser. The Web browser attempts to reconnect to the Web server ~3 seconds
after a connection is closed. You can change that timeout by sending a line beginning
with retry:, followed by the number of milliseconds to wait before trying to reconnect.
The event stream message is build in _SendTi me() . After sending the data OS_Del ay()
suspends the task for 500ms. _SendTi ne() will be called again after the delay as long as
the connection is open.

/*********************************************************************

_SendTi ne

Function description:
Sends the systemtinme to the Web browser.

Ret urn val ue:
0: Data successfully sent.
-1: Data not sent.
1: Data successfully sent. Connection should be cl osed.

E D S T T T . S N

~

static int _SendTi me(VWEBS_OUTPUT * pQutput) {
int r;

Il

/1 Send inplenmentation specific header to client

Il

| P_VWEBS_SendString(pCQut put, "data: ");

| P_VWEBS_SendString(pCQutput, "Systemtinme: ");

| P_WEBS_SendUnsi gned( pQut put, OS_GetTi ne32(), 10, 0);

| P_VWEBS_SendString(pQutput, "<br>");

| P_VWEBS_SendString(pQutput, "\n\n"); /1 End of the SSE data
r = | P_VEBS_Fl ush(pQut put);

return r;

}

The return value of _SendTine() is checked in _call back CA SSETi nme(). This is
necessary to prove if the data connection is still open. If the connection has been closed by
the client, the endless loop will be left and the Web server will end the Web server child task.

SSE is currently not support by all popular browsers. The following Web browsers support
Server-Sent Events natively.

Browser Supported Notes
Google Chrome Yes Starting with Chrome Ver. 27
MS Internet Explorer No —-
Mozilla Firefox Yes Starting with Firefox Ver. 30
Opera Yes Starting with Ver. 23
Safari Yes Starting with Ver. 5.1

Since the Microsoft Internet Explorer does not support Server-Sent Events, we use the
JavaScript library event sour ce. j s in our samples to make them also usable with Microsoft
Internet Explorer. event source. j s can be downloaded with the following link:
https://github.com/Yaffle/EventSource/

event sour ce. j s uses the MIT license. It can be used and modified according to your needs.
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SSE samples

CHAPTER 6 Server-Sent Events (SSE)

The emWeb Web server comes with some sample Web pages to demonstrate how SSE can
be used to get and visualize data from your target.

File

Description

Shares. ht m

The sample demonstrates the usage of Server-
Sent Events (SSE) and AJAX with the emWeb Web
server. For detailed information about the sample
refer to AJAX on page 78.

SSE | P. htm

Shows some emWeb status information.

SSE_CS. htm

Shows some embOS status information.

SSE Tinme. htm

Shows the system time.

You can find these samples in your shipment under the following direction:

e Shared\IP\IP_FS\FS_RO ht i\
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6.4 AJAX

The emWeb Web server supports AJAX. AJAX is an acronym for Asynchronous JavaScript
and XML. It is the foundation to build responsive and dynamic Web applications, which look
and feel like desktop applications. AJAX is a special way to communicate with a Web server.
In opposite to the old fashioned synchronous way where every data transmission to or from
the server needs a reload of the whole Web page, AJAX works behind the scenes. With
AJAX it is possible to grab the data you want and display it instantly in a Web page. No
page refreshes needed, no waiting, no flickering in the browser. AJAX works on all major
browsers.

AJAX combines some well-known Web techniques like HTML and CSS, JavaScript and
XML. From the perspective of a developer the really interesting part AJAX are the
XMLHttpRequests. An XMLHttpRequest object is an API available to Web browser
scripting languages such as JavaScript and the core component for the asynchronous
communication. The name XMLHttpRequest is a little bit misleading, since XMLHttpRequest
can be used to send and receive any kind of data, not just XML. In most cases the exchanged
data is plain text, HTML or JSON.

To exchange data without a reload of the whole page, you need create an XMLHttpRequest
object. The way to create an XMLHttpRequest object is browser dependent. Therefore, it
make sense to capsule the creation in a JavaScript function, which tries to handle every
browser. An example is listed below:

Il
/1l Create a XM_Htt pRequest.
/1 Tries to handle the different browser inplenentation
Il
function _CreateRequest () {
try {
request = new XM_Htt pRequest();
} catch (tryms) {
try {
request = new ActiveXObject ("Mxm 2. XMLHTTP") ;
} catch (otherMs) {
try {
request = new ActiveXObject ("M crosoft. XM_HTTP");
} catch (failed) {
request = null;
}
}
}

return request;

}

With an XMLHttpRequest object it is easy to exchange data with a Web server. The
XMLHttpRequest object only needs an URI which should be requested from the server and
a callback function, which will be called as soon as data will be received.

I
/'l Request the details fromthe server.
I
function _GetData(itenmName) {
request = _Creat eRequest(); I/l Create an XM.H tpRequest
if (request == null) {
alert("Unable to create request");
return;
}
var url="../GetData.cgi";
request.open("GET", url, true);
request . onr eadyst at echange = _Sanpl eFuncti on;
request.send(null);
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In the example Get Dat a. cgi is a virtual file, which will be requested from the emWeb
Web server and _Sanpl eFunct i on is registered as callback function. For further information
about the implementation of a virtual file, refer to Virtual files on page 72.

After setting the callback function, the request has to be sent. _Sanpl eFuncti on will be
called each time the readyState of the request object changes. To guarantee that the
request is complete and the transmission status is ok, the readyState and HTTP status
should be checked in your callback function.

Il
/'l Request the details fromthe server.
Il
function _Sanpl eFunction() {
if (request.readyState == 4) { // |s the request conplete ?
if (request.status == 200) { // Status OK ?
/1 Do sonmething with the received data.

}
}
}

6.4.1 Simplified AJAX example

The following example will explain how AJAX can be used to send data from your target
to your browser in a very simple way.

This sample sends the current target system time to the browser when the oncl i ck event
has been triggered. This is done by clicking the div area above the text field.

Simple AJAX example X | E@
« > ¢ o (0 192.168.11.132 el b B =
Simple AJAX example

Click here to show the system time

System time: 13248

Wereesn
SEGGER

Back to main

SEGGER Microcontroller GmbH || www.segger.com (external link)

The HTML code contains a <div>-element with a certain ID and a title. The title is important,
as it is the parameter that will be sent via the GET request. The only purpose of the ID is
to make it easier to address the output text field in the JavaScript code.

<div id="click" title="Time">Click here to show the systemtime</div>
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It then sets up the URL by adding the GET parameter. This parameter is the Note:
Si mpl eAJAX. cgi is the virtual file used for this sample. Always make sure to use the same
file name as specified in your C code.

Sending the AJAX request

The following function is most important for this sample application as it sends the AJAX
request.

11

/'l Request the details fromthe server.
11

function _GetDetail s(itenmNanme) {

request = CreateRequest(); ©
if (request == null) {
alert("Unable to create request");
return;
}
var url="../Si npl eAJAX cgi ?text=" + escape(itemNane);
request.open("GET", url, true);
request . onreadyst at echange = _Displ ayDetails; ©

request.send(null); @

O Creating the request

The request will be created via the _Cr eat eRequest () function. Since this function is alike
as in the AJAX example above, please refer to AJAX on page 78 for deeper explanation.

® Setting up the request URL

Now the request URL will be set up. The URL contains the name of the virtual file used for
AJAX, in this example it is Si npl eAJAX. cgi . Then there is the request parameter, in this
example it is the title property of the HTML object, as mentioned before.

©® Opening the request and setting the event property

We open a new GET request with the URL we just created. Now, the callback function has to
be set for the onr eadyst at echange event. This means when the ready state has changed,
the function _Di spl ayDet ai | s will be called.

® Sending the request

The last step is sending the request.

Handling the response text

When the r eady St at e changes, the callback function _Di spl ayDet ai | s will be executed. If
the status is correct, the r esponseText property will be written into the text field element.

I
/1l Checks if the request was successful and updates the text field.
I
function _DisplayDetails() {
if (request.readyState == 4) { // |s the request conplete ?
if (request.status == 200) { // Status OK ?
t ext Box = docunent. get El ement sByTagNane("textarea")[0];
t ext Box. i nner HTML = request. responseText;
}
}
}
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Setting up the onclick event

The last step regarding JavaScript code is to up the oncl i ck events. This is for initializing
the HTML elements by setting up the onC i ck event. When the element is clicked their
corresponding function will be called.

I
[l Initializes the elenents required for the AJAX sanpl e.
I
function _InitPage() {
div = docunent. get El ementByld("click"); ©

div.onclick = function() { @
_GetDetails(this.title);

}
_GetDetails();

}
wi ndow. onl oad = _InitPage; ©
Fetching the HTML object
First we fetch the correct HTML object that should be clickable by its ID.

Setting up the onclick event

We set up the onclick event property with the GetDetail s() function and the HTML
elements’ title as the parameter. Therefore, when the div is clicked, the function will be
executed.

Setting up the onload event

Now we set the onl oad event for the website with the | nit Page() function. This means
once the page is loaded, the function will be executed and therefore the oncl i ck event for
the div element will be set.

C callback routine

Finally, there is a callback routine in the dynamic content C file. This routine sends the
current system time to the browser if the GET parameter matches.

/*********************************************************************
_cal I back_CA _AJAX_Tine

Function description:
Sends the current systemtine to the browser.

L I I

/

static void _call back_CA _AJAX_Ti me( WEBS_QUTPUT* pCQut put,
const char* sParaneters) {

char acPara[ 10];

| P_V\EBS_Get Par aVal ue(sParaneters, 0, NULL, O, acPara, sizeof(acPara)); ©
WEBS_USE_PARA( pQut put) ;

if(strcnp(acPara, "Tine") ==0) { ®
| P_VWEBS_SendString(pCQutput, "Systemtime: ");
| P_VWEBS_SendUnsi gned( pQut put, OS_GetTi ne32(), 10, 0); ©
}
}

Fetch request parameter

First, we have to store the request parameter in a char array.
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® Handle request parameter

Next, we process the request parameter by checking if it equals “"Time”. This parameter is
the ti tl e attribute of the clicked element.

©® Send response text

The last step is to send the correct response text that will then be displayed in the output div.

Virtual files

Using SSE requires a virtual file, which has to be added with its corresponding callback
routine to the virtual file array in the dynamic content file.

/*********************************************************************
_aVFiles

Functi on description
Defines all virtual files used by the web server.

L I I

/
static const WEBS_VFILES _aVFiles[] = {
{"Si npl eAJAX. cgi ", _callback_CA _AJAX Tine },
{ NULL, NULL }
IE
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6.5 Combined use of SSE and AJAX

You can also combine the use of Server-Sent Events (SSE) and AJAX. This will be
demonstrated with some examples, a simplified one and two advanced examples.

6.5.1 Simplified AJAX/SSE sample

The following example will explain how AJAX can be used in conjunction with SSE in a
simple way.

This sample is similar to the SSE_Si npl e example, since it also sends the target system
time and the count of SSE events sent to the browser via Server-Sent Events.

The main difference is, and that is where AJAX comes into place, that you can choose which
information should be displayed. This is done by clicking a certain HTML element and is
handled via the oncl i ck event.

SSE/AJAK - simplified example X | EI@

< C | @ 19216811132 | ®» =

SSE/AJAX - simplified example

Number of SSE events sent: 125

Select data you want to display

s Target system time
e Number of SSE events sent

Ve
SEGGER

SEGGER Microcontroller GmbH || www.segger.com (external link)

As shown above, you simply click on a certain list element to show the desired data.

The HTML code contains a div element used for displaying the data and two list elements
for selecting which data should be shown.

<di v id="output"></div>

<br>
<h3>Sel ect data you want to display</h3>
<ul >
<li id="Time">Target systemtime</li>
<l'i id="NunEvents">Nunmber of SSE events sent</l|i>
</ ul >
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AJAX and SSE callback routines

First, we will take a look at how the callback routines necessary for SSE and AJAX work.
You will find these routines in the dynamic content C file.

The following callback handles the AJAX part of this sample and processes the request
parameter.

/*********************************************************************

_cal l back_CA _AJAX Dat a

Functi on description:
Processes the AJAX data.

E I

/
static void _call back_CA _AJAX Dat a( WEBS_QUTPUT* pCut put

const char* sParaneters) {
char acPar a[ 20] ;

| P_WEBS_GCet Par aVal ue(sParaneters, 0, NULL, O, acPara, sizeof(acPara)); ©
WEBS_USE_PARA( pQut put ) ;

if(strcnp(acPara, "Tine") == 0) { ®
_Di spl aySSECount = 0; ©
| P_VEBS_SendFor natt edStri ng(pQut put,
"<h4>System tinme: %</ h4>",
0S_GetTine32()); O
} else if(strcnp(acPara, "NunEvents") == 0) {
_Di spl aySSECount = 1;
| P_VWEBS_SendFor mat t edSt ri ng( pQut put,
"<h4>Nunber of SSE events sent: %</ h4>",
_NunfSSESent ) ;

O Fetch request parameter

First, we have to store the request parameter in a char array.

® Handle request parameter

Next, we can process the request parameter by checking if it either equals “Ti ne” or
“NunEvent s” . This parameter is the i d attribute of the clicked element.

© Setflag

We also need to set a flag that indicates which data is displayed at the moment. With the
help of this flag, we only send information via SSE that is actually required. The use of this
flag will be explained a bit deeper later on.

® Send response text

The last step is to send the correct response text that will then be displayed in the output div.
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6.5.1.1 C code

Now we will take a look at the callback routine required for SSE.

/*********************************************************************

_SendTi ne

Function description:
Sends the systemtinme and the total nunber of SSE events
to the Wb browser.

Ret urn val ue:
0: Data successfully sent.
-1: Data not sent.
1: Data successfully sent. Connection should be cl osed.

* 0% k% 2k X X kX 2k X %

~

static int _SendSSE(WEBS OUTPUT* pQutput) {
int r;
us2 Tine;

#i fdef _WN32

Time = GetTi ckCount ();

#el se
Time = OS_Get Ti ne32();
#endi f
I
/1 Send inplenmentation specific header to client
I

| P_WEBS_SendString(pCQut put, "data: ");
i f(_DisplaySSECount == 0) { ®

| P_VEBS_SendUnsi gned( pQut put, Tine, 10, 0); // Send systemtine
} else {

| P_VEBS_SendUnsi gned( pQut put, _NunSSESent, 10, 0); // Send nunber of SSE events

}

| P_VEBS_SendStri ng( pQut put, "\r\n");

| P_VEBS_SendStri ng(pQutput, "\n\n"); // End of the SSE data
r = | P_VEBS_Fl ush( pCQut put);

_NunSSESent ++; ©

return r;

}

/*********************************************************************

_cal I back_CA _SSESi npl e

Functi on description:
Sends the SSE dat a.

L I

/

static void _callback_CA _SSE_AJAX_Si npl e( WEBS_OUTPUT* pQut put,
const char* sParaneters) {

int r;

WEBS_USE_PARA( sPar anet ers) ;

11

/'l Construct the SSE Header

Il

| P_VWEBS_SendHeader Ex( pQut put, NULL, "text/event-streant, 1);

| P_VWEBS_SendString(pQutput, "retry: 1000\n");

/1 Normally, the browser attenpts to reconnect to the server

~3 seconds after each connection is closed. W change that tinmeout 1 sec.

for (;5) {
r = _SendSSE(pQutput); ©
if (r ==0) {
/|l Data transmtted, Web browser is still waiting for new data.

#ifdef _WN32
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Sl eep(500);
#el se
CS_Del ay(500);
#endi f
} else { // Even if the data transm ssion was successful,
/1 it could be necessary to close the connection after transm ssion.
break; // This is nornmally the case if the Wb server otherw se
/1 could not process new connections.

O Send the SSE header and SSE data

After constructing the SSE header, we send the actual SSE data via the _SendSSE() helper
function.

® Check flag

By checking the flag set in the AJAX callback routine (see above), we only need to send
the data that is actually required. This is either the target system time or the total count
of all SSE events sent.

(3] Increase counter

After the SSE event has been sent, the counter will be increased.

Virtual files

We also need to add both virtual files with their callbacks to the virtual file array.

/*********************************************************************

_aVFiles

Function description
Defines all virtual files used by the web server.

L

/

static const WEBS VFILES _aVFiles[] ={
{"SSE_Data_Sinple.cgi", _callback_Cd _SSE AJAX Sinple },
{"AJAX Data_Sinple.cgi", _callback_Cd _AJAX Data },
{ NULL, NULL }

I
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6.5.1.2 JavaScript code

The following section will explain how the JavaScript code used in this sample works. The
function _Cr eat eRequest () is identical to the function in the previous AJAX chapters, it will
therefore be skipped. Please refer to AJAX on page 78 for an explanation.

Setting up the onclick event

The first step is to set the function that will be called when the oncl i ck event is triggered
for each list element.

11
/1 Initializes the elenents required for AJAX
11
function _InitPage() {
i El em = docunent. get El enent sByTagName("1i");

for(var i =0; i <liElemlength; i++) { ©
li =liElenfil;

li.onclick = function() {
_GetDetails(this.id); @

}
_GetDetails();

}
}

wi ndow. onl oad = _I nitPage; ©

O lterating through all list elements

We fetch all <li> elements present in the HTML code and iterate through them. This makes
it a lot easier, rather than adding the function manually to each element.

® Setting up the onclick event

For each <li> element we set up the GetDetail s() function. The parameter is the i d
property of the current list element.

© Setting up the onload event

Now we set the onl oad event for the website with the I ni t Page() function. This means
once the page is loaded, the function will be executed and therefore the oncl i ck event for
each list element will be set.

Sending the AJAX request

Il

/'l Request the details fromthe server.
Il

function _GetDetail s(itemNane) {

request = _CreateRequest(); ©
if (request == null) {
alert("Unable to create request");
return;
}
var url="../AJAX Data_Sinple.cgi ?text=" + escape(itenNane); @
request.open("GET", url, true);
request . onr eadyst at echange = _Di spl ayDetails; ©
request.send(null); @
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O Creating the request

The request will be created via the _Cr eat eRequest () function. Since this function is alike
as in the AJAX example above, please refer to AJAX on page 78 for deeper explanation.

® Setting up the request URL

The request URL contains the name of the virtual file used for AJAX, in this example it is
AJAX Dat a_Si npl e. cgi . Then there is the request parameter, in this example being the
i d of the list element.

©® Opening the request and setting the event property

We open a new GET request with the URL we just created. Now, the callback function has to
be set for the onr eadyst at echange event. This means when the ready state has changed,
the function _Di spl ayDet ai | s will be called.

® Sending the request

The last step is sending the request.

Handling the response text

This callback function is called when the onr eadyst at echange event has been triggered.
The div element with the id “ out put " is retrieved from the document. If the request status
is correct, the contents of the div element will be changed to the response text from the
request.

Il
/1l Checks if the request was successful and updates the text field.
Il
function _DisplayDetails() {
if (request.readyState == 4) { // |Is the request conplete ?
if (request.status == 200) { // Status OK ?
t ext Box = docunent. get El emrent Byl d( " out put™);
t ext Box. i nner HTML = request. responseText ;
}
}
}

Processing the SSE data

The last step is to process the data sent to the browser via SSE.

i f (typeof (Event Source) !== "undefined") {

var source = new Event Source("SSE Data_Sinple.cgi"); ©
sour ce. onnmessage = function(event) {
out = docunent. get El ement Byl d( " out put");

i f(out.innerHTM. i ncl udes("Nunber of SSE events sent")) { ®

out.innerHTML = "<h4>Nunber of SSE events sent: " + event.data + "</h4>";
} else {
out.innerHTM. = "<h4>Systemtinme: " + event.data + "</h4>";
}
e
} else {
docunent . get El ement Byl d("out put").innerHTM. = "Sorry, your browser does not
support Server-Sent Events (SSE)...";

}

O Retrieving the event data

We fetch the SSE data by using the Event Sour ce interface with the virtual file we set up
for SSE. In this case it is SSE _Dat a_Si npl e. cgi .
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Note: Be careful not to mix up both virtual files. Make sure you use the virtual file linked
with the SSE callback to process SSE data and not the virtual file used for AJAX.

® HTML manipulation

The output div now contains the response text and depending on which information is
displayed, we can determine which SSE data should be written into the output div.

The SSE data can be accessed with event . dat a. For instance, you could split the data string
if needed, an example would be a comma separated value list. In this example this is not
necessary, since only one value is sent at a time.
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6.5.2 Additional AJAX and SSE samples

The emWeb Web server comes with some advanced sample Web pages to demonstrate how
AJAX can be used to get and visualize data from your target.

File

Description

Pr oduct s. ht m

Simple AJAX sample. The Web page shows pictures
of SEGGER middleware products. On click on one
of the pictures an XMLHTTPRequest is created and
additional product related information is requested
from the emWeb Web server.

Shares. ht m

The sample demonstrates the usage of Server-
Sent Events (SSE) and AJAX with the emWeb Web
server. The displayed stock quotes table is random
data generated by the server and updated every
second via SSE. The graph is updated via AJAX.
Every update of the stock prices table triggers the
graph library to request the last 30 stock prices of
the selected company to redraw the graph. All stock
quotes are fictional. The goal of this example is to
demonstrate how simple it is to visualize any kind
of data with the emWeb Web server. The sample
uses the open source JavaScript library RGraph for
the visualization of the stock quotes. RGraph is an
HTMLS5 charts library, which uses the MIT license.
The latest version of the library can be downloaded
from http://www.rgraph.net/.

All samples are hardware independent and tested with popular Web browsers like Internet

Explorer, Firefox and Chrome.

For further information about AJAX, XMLHttpRequest handling, and data visualization we
recommend one of the many available reference books.
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The emWeb Web server supports both POST and GET actions to receive form data from a
client. POST submits data to be processed to the identified resource. The data is included
in the body of the request. GET is normally only used to requests a resource, but it is also
possible to use GET for actions in Web applications. Data processing on server side might
create a new resource or update existing resources or both.

Every HTML form consists of input items like textfields, buttons, checkboxes, etc. Each of
these input items has a nane tag. When the user places data in these items in the form,
that information is encoded into the form data. Form data is a stream of <nane>=<val ue>
pairs separated by the & character. The value each of the input item is given by the user
is called the value. The <nane>=<val ue> pairs are URL encoded, which means that spaces
are changed into “+” and special characters are encoded into hexadecimal values. Refer to
[RFC 1738] for detailed information about URL encoding. The parsing and decoding of form
data is handled by the emWeb Web server. Thereafter, the server calls a callback function
with the decoded and parsed strings as parameters. The responsibility to implement the
callback function is on the user side.

Valid characters for CGI function names:
A-Z
a-z
0-9

Valid characters for CGI parameter values:

o A-Z

e a-z

e 0-9

e All URL encoded characters
e ._-*()!s
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7.1 Simple form processing sample

The following example shows the handling of the output of HTML forms with your Web server
application. The example Web page For nGET. ht mimplements a form with three inputs, two
text fields and one button.

[E=3 EoR =™

Form sample - Request method "G X |

&« c @ ® 192.168.11.153/?FirstName=John&LastName=Doe Search @O & =

Form sample - Request method "GET"

Please enter your name...

Hello John Doe!
First name: John Last name: Doe Change
>/ SEGGER

Back to main

SEGGER Microcontroller GmbH || www.segger.com (external link)

An excerpt of the HTML code of the Web page as it is added to the server is listed below:

<hr >
<H1>Pl ease enter your nane...</Hl>
<H2>Hel | o <!--#exec cgi ="FirstNanme"--> <!--#exec cgi ="Last Nane"-->! </ H2>
<form acti on="" net hod="CET" >
<l abel for="FirstNanme">First nane: </|abel >
<i nput nane="First Nane" type="text" size="30" maxl engt h="30"
val ue="<!--#exec cgi ="Fi rst Nane"- - >">&nbsp;
<l abel for="LastNane">Last name: </|abel>
<i nput nane="Last Name" type="text" size="30" maxl ength="30"
val ue="<! - - #exec cgi ="Last Nanme" - - >" >&nbsp;
<input type="subnit" val ue="Change">
</forne
<hr >

The action field of the form can specify a resource that the browser should reference when
it sends back filled-in form data. If the action field defines no resource, the current resource
will be requested again.

If you request the Web page from the emWeb Web server and check the source of the page
in your Web browser, the CGI parts “ <! —#exec cgi =" First Nane*—>" and “ <! —#exec
cgi =" Last Nane* —>" will be executed before the page will be transmitted to the server, so
that in the example the values of the value= fields will be empty strings.

The HTML code of the Web page as seen by the Web browser is listed below:

<! DOCTYPE ht m >
<htm >
<head>
<title>Virtual file sanple</title>
<link href="Styl es.css" rel ="styl esheet">
</ head>
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<body>
<header>Virtual file sanpl e</header>
<div class="content">
<form action="Send. cgi " net hod="GET" >
<l abel for="FirstNanme">First nane: </I|abel >
<i nput nanme="First Nane" type="text" size="30" maxl| ength="30"
val ue="">&nbsp;
<l abel for="LastNane">Last nanme: </|abel >
<i nput nane="Last Name" type="text" size="30" maxl| ength="30"
val ue="">&nbsp;
<i nput type="submit" val ue="Change">
</fornp
</ di v>
<ing src="Logo.gif" alt="Segger conpany |ogo" class="Ilogo">
<f oot er >
<p>
<a href="index. ht nf' >
Back to mai n</a></p><p>SEGGER M crocontrol | er GrbH &np; Co. KG |
<a href="http://ww. segger. cont >ww. segger . conx/ a>
<span cl ass="hi nt">(external |ink)</span>
</ p>
</ footer>
</ body>
</htm >

To start form processing, you have to fill in the First Name and the Last Nane field and
click the Send button. In the example, the browser sends a CGET request for the resource
referenced in the form and appends the form data to the resource name as an URL encoded
string. The form data is separated from the resource name by ?. Every <nane>=<val ue>
pair is separated by &.

For example, if you type in the Fi r st Nane field John and Doe in the LastName field and
confirm the input by clicking the Send button, the following string will be transmitted to the
server and shown in the address bar of the browser.

http://192.168. 11. 37/ For nGET. ht n?Fi r st Name=John&Last Name=Doe

Note: If you use PCST as HTTP method, the <nane>=<val ue> pairs are not shown in the
address bar of the browser. The <nane>=<val ue> pairs are in this case included in the entity
body.

The emWeb Web server parses the form data. The <nane> field specifies the name of a CGI
function which should be called to process the <val ue> field. The server checks therefore
if an entry is available in the WEBS_Cd array.

static const WEBS CA _aCd[] = {

{"FirstName", _cal | back_ExecFi r st Nane},
{"Last Nane", _cal | back_ExecLast Nane },
{ NULL}

}i

If an entry can be found, the specified callback function will be called.

The callback function for the parameter FirstName is defined as follow:

/*********************************************************************

*

* Static data

*

ER R R R R R R R R R R R R R R R R R R R R R T
*/
static char _acFirstNanme[12];

/*********************************************************************

*

* _cal | back_First Nanme

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



95 CHAPTER 7 Simple form processing sample

*/

static void _call back_ExecFirst Nange( WEBS_QUTPUT * pQut put,
const char * sParaneters,
const char * sValue ) {

if (sValue == NULL) {
| P_VEBS _SendString(pQutput, _acFirstNane);
} else {

_CopyString(_acFirstNane, sVal ue, sizeof (_acFirstNanme));
}
}

The function returns a string if sVal ue is NULL. If sVal ue is defined, it will be written into a
character array. Because HTTP transmission methods GET and PGST only transmit the value
of filled input fields, the same function can be used to output a stored value of an input field
or to set a new value. The example Web page shows after entering and transmitting the

input the string Hello John Doe above the input fields until you enter and transmit another
name to the server.
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8.1 Basic Authentication

“HTTP/1.0"”, includes the specification for a Basic Access Authentication scheme. The basic
authentication scheme is a non-secure method of filtering unauthorized access to resources
on an HTTP server, because the user name and password are passed over the network as
clear text. It is based on the assumption that the connection between the client and the
server can be regarded as a trusted carrier. As this is not generally true on an open network,
the basic authentication scheme should be used accordingly.

The basic access authentication scheme is described in:

RFC# Description

HTTP Authentication: Basic and Digest Access Authentication
Direct download: ftp://ftp.rfc-editor.org/in-notes/rfc2617.txt

[RFC 2617]

The “basic” authentication scheme is based on the model that the client must authenticate
itself with a user-ID and a password for each realm. The realm value should be considered
an opaque string which can only be compared for equality with other realms on that server.
The server will service the request only if it can validate the user-ID and password for the
protection space of the Request-URI. There are no optional authentication parameters.

Upon receipt of an unauthorized request for a URI within the protection space, the server
should respond with a challenge like the following:

WAV Aut hent i cat e: Basi c real nF" Enbedded Wb server"”

where “ Enbedded Wb server” is the string assigned by the server to identify the protection
space of the Request-URI. To receive authorization, the client sends the user-ID and
password, separated by a single colon (*:”) character, within a Base64 encoded string in
the credentials.

If the user agent wishes to send the user-ID “user” and password “pass”, it would use
the following header field:

Aut hori zation: Basic dXN cj pwYXNz

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



98

CHAPTER 8 Basic Authentication

8.1.1 Basic Authentication example

The client requests a resource for which authentication is required:

GET /conf/Authen. ht m HTTP/ 1. 1
Host: 192.168. 11. 37

The server answers the request with a “401 Unaut hori zed” status page. The header of
the 401 error page includes an additional line WWW-Authenticate. It includes the realm
for which the proper user name and password should be transmitted from the client (for
example, a Web browser).

HTTP/ 1.1 401 Unaut hori zed

Dat e: Mon, 04 Feb 2008 17:00: 44 GV

Server: enm\b

Accept - Ranges: bytes

Cont ent - Lengt h: 695

Connection: close

Cont ent - Type: text/htn

X-Pad: avoi d browser bug

WAV Aut hent i cat e: Basi c real m=" Enbedded Web server"”

<HTM_>

<HEAD><TI TLE>401 Unaut hori zed</ Tl TLE></ HEAD>

<BODY>

<H1>401 Unaut hori zed</ H1>

Browser not authentication-capable or authentication fail ed.<P>
</ BODY>

</ HTML>

The client interprets the header and opens a dialog box to enter the user name and password
combination for the realm of the resource.

Authentication sample X = L= 2
<« X @ ® 19216811153 Search in @ ® =
Basic authentication sample
Login (User: user | Pass: pass)

>\ Authentication Required @
/' SEGG ® http://192.168.11.153 is requesting your username and password. The site says: “Login for

configuration”

Back to main]  UserName: |

SEGGER Mj Password:

OK l | Cancel

Waiting for 192.168.11.153...

Note: The emWeb Web server example always uses the following user name and the
password combination:

e User Name: user
e Password: pass

Enter the proper user name/password combination for the requested realm and confirm
with the OK button. The client encodes the user name/password combination to a Base64
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encoded string and requests the resource again. The request header is enhanced by the
following line: Aut hori zati on: Basic dXN cj pwYXNz

GET /conf/ Aut hen. ht m HTTP/ 1. 1
Host: 192.168. 11. 37
Aut hori zation: Basic dXN cj pwYXNz

The server decodes the user name/password combination and checks if the decoded string
matches to the defined user name/password combination of the realm. If the strings are
identical, the server delivers the page. If the strings are not identical, the server answers
again with a "401 Unauthorized” status page.

HTTP/ 1.1 200 K

Cont ent - Type: text/htmn

Server: enWéb

Expires: THU, 26 OCT 1995 00: 00: 00 GMT
Transf er - Encodi ng: chunked

200
<HTM_>
<HEAD>
<TI TLE>Web server configuration</TITLE>
</ HEAD>
<BODY>
<l-- Content of the page -->
</ BODY>
</ HTM.>
0

Note: If using a real file system like emFile instead of the read-only file system, it is
necessary to create a “ conf” folder which then contains Aut hen. ht m so that the file access
format is the same for both file systems.

2 Configuration of the Basic Authentication

The emWeb Web server checks the access rights of every resource before returning it. The
user can define different realms to separate different parts of the Web server resources. An
array of WEBS_ACCESS CONTROL structures has to be implemented in the user application.
Refer to Structure WEBS_ACCESS_CONTROL on page for detailed information about the
elements of the WEBS_ACCESS _CONTROL structure. If no authentication should be used, the
array includes only one entry for the root path.

WEBS_ACCESS_CONTROL _aAccessControl _Basic[] = {
{ "/™, NULL, NULL, NULL },
NULL , NULL, NULL, NULL

}
To define a realm “ conf ", an additional WEBS_ACCESS CONTRCL entry has to be implemented.

WEBS_ACCESS _CONTROL _aAccessControl _Basic[] = {

{ "/conf/", "Login for configuration", "user:pass", NULL },
{ "/", NULL, NULL, NULL },

NULL , NULL, NULL, NULL

}i

The string “Logi n for configuration” defines the realm. “user: pass” is the user name/
password combination stored in one string.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



100 CHAPTER 8 Digest Authentication

8.2 Digest Authentication

The Digest Authentication uses the same mechanisms used by the Basic Authentication on
page 97 but aims for an improved security level. This is reached by not transferring the
password in plain text. In addition it allows to store the password in the web server in
hashed form instead of plain text as well.

Digest authentication is based on MD5 hashing to prevent the password being sent plain
text. Several variables are known to both sides, transferred in plain text. These known
variables are hashed on their own and then being hashed with the password not transferred
in plain text on each side. Only if both resulting hashes are equal the server allows access
to a protected path.

While MD5 can be brute forced, like many other password based schemes its security is
based on the length of the password used. A longer and good randomized password requires
more time to be brute forced.

Current MD5 brute force tools running on GPUs are said to be able to brute force a password
of 7 characters within 6 minutes. So by adding more characters this will result in much
longer run times, multiplied by the number of valid letters in the password and multiplied
by the number of characters added.

While Digest Authentication is not the most secure way to prevent unauthorized access to
the Web server it can be used to harden the security by combining it with SSL. SSL itself
will secure the connection while Digest Authentication prevents plain text passwords to be
stored on the target.

8.2.1 Configuration of the Digest Authentication

The Digest Authentication is setup similar to the Configuration of the Basic Authentication
on page 99 except that only the username and a hash MD5(Username:Realm:Password)
is stored. Refer to Structure WEBS_ACCESS_CONTROL on page for detailed information
about the elements of the WEBS_ACCESS CONTROL structure.

The following example shows the realm “conf” being added for the following parameters:

e Username: “user”
e Password: “pass”
e Realm: “Login for configuration”

WEBS_ACCESS CONTROL aAccessControl _Digest[] = {
{"/conf/","Login for configuration", "user", "59294bd4737af 087eea5da392cc23c14"},
{ " ,  NULL , NULL , NULL },
{ NULL ,  NULL , NULL , NULL }

be

The Digest Authentication HA1 string can be calculated by using the following example:

char acHA1[ 33];

const char* sUserReal nPass = "User: Login for configuration: Pass";

| P_WEBS_AUTH DI GEST_Cal cHA1( sUser Real nPass, strlen(sUser Real nPass), &acHA1[O0], sizeof(acHAl));
acHAl1[ 32] = O;

Warning

Unlike Basic Authentication the Realm can not be changed without recalculating all
hashes in the table which would require the password to be known.

Digest Authentication can be enabled for the Web server sample applications such
as | P_Webserver _Sanple.c by enabling the WEBS USE AUTH DI GEST define in the
WEBS_Conf . h file.
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The emWeb Web server supports file uploads from the client. For this to be possible a real
file system has to be used and the define VEBS_SUPPORT_UPLOAD has to be defined to “1”.
To enable file upload in your application | P_WEBS_AddUpl oad() has to be called.

From the application side uploading a file in general is the same as for other form data as
described in Form handling on page 91. For file uploading a <f or m»> field with encoding of
type nul ti part/formdata is needed. An upload form field may contain additional input
fields that will be parsed just as if using a non upload formular and can be parsed in your
callback using | P_WEBS_GCet Par aVal ue() or by using | P_VWEBS_GCet Par aVal uePtr ().
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9.1 Simple form upload sample

The following example shows the handling of file uploads with your Web server application.
The example Web page Upl oad. ht mimplements a form with a file upload field.

Select a file: | Browse_ |

Submit Query | Reset |

The HTML code of the Web page as it is added to the server is listed below:

<HTM_>
<BODY>
<CENTER>
<pP>
<form action="Upl oad. cgi " nmet hod="post" enctype="nultipart/formdata">
<p>Sel ect a file: <input nane="Data" type="file">
</ p>
<i nput type="subnit"><input type="reset">
</fornp
</ P>
</ CENTER>
</ BODY>
</ HTML>

The action field of the form can specify a resource that the browser should reference when
it has finished handling the file upload. If the action field defines no resource, the current
resource will be requested again.

To upload a file, you have to select a file by using the browse button and select a file to
upload and click the Send button. In the example, the browser sends a POST request for the
resource referenced in the form and appends the form and file data in an encoded string.

Select a file: |C:\‘I.gif Browse_ I

Submit Query | Reset |

The emWeb Web server parses additional form data passed besides the file to be uploaded.
This works the same as handling form data described in Form handling on page 91. The
action parameter of the <f or > field specifies the name of a virtual file that should be
processed. A callback can then be used to provide an answer page referring the state of the
upload. The example below shows how to check the success of an upload using a virtual
file provided by the WEBS_VFI LES array:

static const WEBS VFILES _aVFiles[] = {
{"Upl oad.cgi", _callback_CAE _UploadFile 1},
{ NULL, NULL }

}

If an entry can be found, the specified callback function will be called.

The callback function for the file Upl oad. cgi is defined as follow:

/*********************************************************************
*
. )
Static data
*

EE IR R SR R I I R R R R I I R I I S I R R I R I R I I R R R R I I R R I Rk I I I S I R S R R S
*/

/*********************************************************************

*

* _cal I back_CA _Upl oadFi |l e
*/
static void _callback_Cd _Upl oadFil e( WEBS_QUTPUT* pQut put
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const char* sParaneters) {
i nt r;
const char * pFil eNane;
i nt Fi | eNaneLen;
const char * pState; /1 Can be 0: Upload fail ed;
/1 1: Upload succeeded; Therefore we do not need to
/1 know the length, it will always be 1.

| P_VWEBS_SendString(pQut put, "<HTM.><BODY>");
-
= | P_WEBS_Get Par aVal uePtr (sParaneters, 0, NULL, 0, &pFileNane, &FileNaneLen);
r | = | P_VEBS_Cet Par aVal uePtr(sParaneters, 1, NULL, O, &pState , NULL);
if (r == 0) {
| P_VWEBS_SendString(pQutput, "Upload of \"");
| P_VWEBS_SendMen( pQut put, pFileNane, FileNaneLen);
if (*pState == "1') {
| P_VEBS_SendString(pQutput, "\" successful!<br>");
| P_VEBS _SendString(pQutput, "<a href=\"");
| P_VWEBS_SendMen( pCQut put, pFileNane, FileNaneLen);
| P_VEBS _SendString(pQutput, "\">Go to ");
| P_VWEBS_SendMen( pQut put, pFileNane, FileNaneLen);
| P_VEBS _SendString(pQutput, "</a><br>");
} else {
| P_VWEBS_SendString(pQutput, "\" not successful!<br>");
}
} else {
| P_VEBS_SendStri ng( pQut put, "Upload not successful!");

}

| P_VEBS_SendStri ng(pQut put, "</BODY></HTM.>");

In addition to the provided form fields from the upload form used two additional entries will
be added to the end of the parameter list available for parsing:

The original filename of the file uploaded
The status of the upload process. This can be 0: Upload failed or 1: Upload succeeded.

The example Web page shows after the upload has been finished.

Upload of "1.gif" successful!
Go to 1.gif

The source of the Web page as seen by the Web browser is listed below:

<HTML><BODY>

Upl oad of "1.gif" successful!<br>
<a href="1.¢gif">G to 1.gif</a><br>
</ BODY></ HTML>
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The emWeb Web server can be used without changing any of the compile time flags.
All compile time configuration flags are preconfigured with valid values, which match the
requirements of most applications.
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10.1 Web server compile time configuration

The emWeb Web server can be used without changing any of the compile time flags.
All compile time configuration flags are preconfigured with valid values, which match the
requirements of most applications.

The following types of configuration macros exist:

Binary switches "B"

Switches can have a value of either 0 or 1, for deactivated and activated respectively.
Actually, anything other than 0 works, but 1 makes it easier to read a configuration file.
These switches can enable or disable a certain functionality or behavior. Switches are the
simplest form of configuration macros.

Numerical values "N"

Numerical values are used somewhere in the source code in place of a humerical constant.
A typical example is the configuration of the sector size of a storage medium.

Alias "A"

A macro which operates like a simple text substitute. An example would be the define U8,
which the preprocessor would replace with unsi gned char.

Function replacements "F"

Macros can basically be treated like regular functions although certain limitations apply, as a
macro is still put into the source code as simple text replacement. Function replacements are
mainly used to add specific functionality to a module which is highly hardware-dependent.
This type of macro is always declared using brackets (and optional parameters).
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10.2 Web server compile time configuration switches

Type

Symbolic name

Default

Description

VEEBS_WARN

Defines a function to output
warnings. In debug configurations
(DEBUG = 1) WEBS_WARN maps to

| P_Warnf _Application().

WEBS_LOG

Defines a function to output logging
messages. In debug configurations
(DEBUG = 1) WEBS_LOG maps to

| P_Logf _Application().

WEBS_| N_BUFFER_SI ZE

256

Defines the size of the input buffer.
The input buffer is used to store the
HTTP client requests. Please refer to
Web server runtime configuration on
page 111 for further information
about the usage.

WEBS_OUT_BUFFER_SI ZE

1460

Defines the size of the output buffer.
The output buffer is used to store
the HTTP response. Please refer to
Web server runtime configuration on
page 111 for further information
about the usage.

WEBS_PARA BUFFER S| ZE

256

Defines the size of the buffer used

to store the parameter/value string
that is given to a virtual file. If
virtual files are not used in your
application, remove the definition
from VEBS_Conf . h to save RAM.
Please refer to Web server runtime
configuration on page 111 for further
information about the usage.

VEEBS_FI LENAVE_BUFFER_SI ZE

64

Defines the size of the buffer used

to store the requested URI/filename
(entire path, including subfolders) to
access on the filesystem. Please refer
to Web server runtime configuration
on page 111 for further information
about the usage.

WEBS_TEMP_BUFFER_SI ZE

512

Defines the size of the TEMP buffer
used internally by the Web server.

WEBS_AUTH_BUFFER_SI ZE

32

Defines the size of the buffer used

to store the authentication string.
Refer to Basic Authentication on

page 97 for detailed information about
authentication.

WEBS_SUPPORT _ABORT

0/1

Defines if handling a request can

be aborted from callbacks using

| P_WEBS_Abort () . Defaults to

0: Not enabled, for source code
shipments and 1: Enabled, for object
shipments. If you do not intend

to use | P_VWEBS Abort () , define
WEBS_SUPPORT_ABCRT to 0.

VEBS_SUPPORT_UPLOAD
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Type Symbolic name Default Description
for object shipments. If you do
not use the upload feature, define
WEBS_SUPPORT_UPLQAD to 0.
N VEBS UPLOAD FI LENAME BUFFER [S5ZE Defines the size of the output buffer.

VEBS_UPLOAD_FI ELDNAME_BUFFER

 B6ZE

Defines the size of the field name
buffer. Optional. Can be used for
storing the field name of an upload
in its own buffer (instead of sharing
the upload file name buffer) when
WEBS_USE_ENHANCED FORM HANDLI NG
is enabled.

WEBS_URI _BUFFER S| ZE

Defines the size of the buffer used to
store the “full URI"” of the accessed
resource. By default this feature is
disabled.

WEBS_MAX_ROOT _PATH_LEN

12

Maximum allowed root path length of
the Web server in multiples of a CPU
native unit (typically int). If the root
path of the Web server is the root of
your media you can comment out this
define or set it to zero. Example: For
the root path “/httpdocs” the define
needs to be set to at least 9. As this is
not a multiple of an int, set it to 12.
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Status message Web pages

The status message Web pages are visualizations of the information transmitted to the client
in the header of the Web server response. Because these visualizations are not required
for the functionality of the Web server, the macros can be empty.

Type

Symbolic name

Default

WEBS_401_PAGE

“<HTML>\ n” '\

“<HEAD>\ n" \

“<TI TLE>401 Unaut hori zed</ TI TLE>\ n" \
“</ HEAD>\ n” \

“<BODY>\n" \

“<H1>401 Unaut horized</Hl>\n" \
“Browser not authentication-capable” \
“or authentication failed.\n” \

“</ BODY>\n" \

“</ HTML>\ n”

VEBS_404_PAGE

“<HTML>\ n” '\

“<HEAD>\ n” \

“<TI TLE>404 Not Found</ TITLE>\n" \
“</ HEAD>\ n" \

“<BODY>\n" \

“<H1>404 Not Found</H1>\n" \

“The requested document was not " \
“found on this server.\n” \

“</ BODY>\n" \

“</ HTML>\ n”

WEBS_501_PAGE

“<HTML>\n" \

“ <HEAD>\ n" \

“<TI TLE>501 Not i npl enented</TlI TLE>\n" \
“</ HEAD>\ n” \

“<BODY>\n" \

“<H1>Command is not inplenmented</H1>\n" \
“</BODY>\n" \

“ </ HTML>\ n”

WEBS_503_PAGE

“<HTML>\ n” \

“<HEAD>\ n” \

“<TI TLE>503 Connection limt reached</TI TLE>\n" \
</ HEAD>\ n“ \

" <BODY>\ n“ \

"<H1>503 Connection limt reached</Hl>\n* \

"The max. nunber of sinultaneous connections to “ \
"this server reached.\n“ \

"<p>Pl ease try again later.</p>\n“ \

"</ BODY>\ n“ \

"</ HTML>\ n“
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10.3 Web server runtime configuration

The input buffer, the output buffer, the parameter buffer, the filename buffer and the
maximum root path length are runtime configurable. Up to version 2.20h compile time
switches WEBS_| N BUFFER S| ZE, WEBS_OUT_BUFFER S| ZE and WEBS_PARA BUFFER S| ZE
were used to configure the sizes of the buffers. These compile time switches along with
new switches like WEBS_MAX_ROOT_PATH_LEN are still available to guarantee compatibility to
previous versions and are used as default values for the buffer sizes in applications where
the runtime configuration function | P_WEBS_Conf i gBuf Si zes() is not called. For further
information, please refer to | P_WEBS_Confi gBuf Si zes on page 121.
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In this chapter, you will find a description of each emWeb function.
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11.1 Overview

The table below lists the available API functions within their respective categories.

Function Description

Main configuration functions

This function registers a FileType hook that
| P_WEBS_AddFi | eTypeHook() can be used to extend or overwrite file
types stored in _aFi | eType[].

This function registers a hook with a
callback that is called before content
(including header) is generated by the web
server.

| P_VEBS_AddPr eCont ent Qut put Hook()

This function registers a hook with a
| P_WEBS AddPr ogr essHook() callback that is called on during several
progression steps when serving a request.

This function registers a hook with a
callback that is called on each request
to pass some information like URI and
METHOD used to the application.

Sets the buffer size used by the Web
server tasks.

| P_VWEBS AddRequest Not i f yHook()

| P_WEBS_Confi gBuf Si zes()

Enables checking if a requested file is

| P_VEBS_Confi gFi ndGZi pFi | es() available gzip compressed.

Configures rules for URIs that end with a
slash '/’

This function sets the root path in the
| P_VEBS_Conf i gRoot Pat h() filesystem used to serve pages relative
from this path.

| P_VEBS Confi gl ndexRul es()

Enables checking if a requested file is

| P_WEBS_Confi gStati cEncodedFi | et ypes( available encoded/compressed.

Sets the the root path in the filesystem

| P_VEBS_Conf i gUpl oadRoot Pat h() used to upload files relative from this path.

| P_VEBS_Count Requi r edNer() Counts the memory required for one

thread.
Generic functions
| P_VEBS_Fl ush() Flushes the output buffer.
| P_\VEBS_ | nit () (I:rglr’glczl)lées the Web server application

Outputs an error message to the

| P_VWEBS OnConnectionLimt () connected client

| P_VWEBS Process() Thread functionality of the web server.
| P_VEBS _ProcessEx() Thread functionality of the web server.
| P_WEBS ProcesslLast () Thread functionality of the web server.

Processes a HTTP request of a client and

| P_VEEBS_ProcesslLast Ex() closes the connection thereafter.

Sends a page from the file system to the

| P_VEBS_Redirect () browser instead of the regular content.

| P_VEBS_Abort () Aborts the currently processed request.

Resets internal variables for a clean start

| P_VEBS_Reset () of the Web Server.
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Function Description

Retrieves a previously stored user context

| P_VEBS_RetrieveUser Cont ext () for the current output session.

Sends a string with placeholders that will
be filled using SEGGER vsnpri nt f Ex().

This function sends a "204 No Content”
response for a captive portal test.

| P_WEBS_SendHeader () Outputs a valid HTML header.
| P_WEBS_SendHeader Ex() Outputs a valid HTML header.

| P_VEBS SendFormattedString()

| P_VEBS Send204NoCont ent ()

Sends a header with a redirection code for
the browser.

| P_VWEBS SendMemn() Sends data to a connected target.

| P VEEBS SendLocat i onHeader ()

Sends a zero-terminated string to a

| P_VEBS_SendStri ng() connected target.

Encodes and sends a zero-terminated

| P_VEBS_SendStri ngEnc() string to a connected target.

| P_VWEBS SendUnsi gned() Sends an unsigned value to the client.

Sets a callback that gets executed when

| P_VEBS Set Error PageCal | back() an error page is sent

Sets a callback that can be used to pass
| P_WEBS_Set Fi | el nf oCal | back() file system information about a requested
file back to the web server.

Sets a callback that can be used to get
| P_VEBS_Set Aut hErr or Cal | back() informed about a failed (basic or digest)
authentication due to wrong credentials.

Sets the string to be sent for the cache-

| P_VEBS_Set Header CacheCont rol () control field in the header.

Lets the web server know that a custom
built header will be sent by the application.

| P_VEBS_ Set Upl oadFi | eSyst emAPI () Sets the FS API to use for file uploads.

| P_VEBS Mar kSendi ngCust onHeader ()

Sets the maximum file size per file that
can be uploaded.

Stores a user context for the current
output session.

| P_VEBS Set Upl oadMaxFi | eSi ze()

| P_VEBS St or eUser Cont ext ()

Sets a callback that is called for each
received HTTP header.

CGil/virtual file related functions

| P_VEBS Set OnHeader Cal | back()

Registers a function table containing
callbacks to check and serve simple virtual
file content that is not further processed
by the Web server.

| P_\EBS_AddVFi | eHook()

Checks if the given filename has the given

| P_VEBS_Conpar eFi | enaneExt () extension

Configures behavior of automatically
sending a header containing a MIME type

| P_WEBS Confi gSendVFi | eHeader () associated to the requested files extension
based on an internal list for a requested
virtual file.

Configures behavior of automatically
sending a header containing a MIME type
associated to the requested files extension
based on an internal list for a requested

| P_WEBS_Confi gSendVFi | eHookHeader ()
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Function

Description

file being served by a registered VFile
hook.

| P_VWEBS DecodeAndCopyStr ()

Checks if a string includes url encoded
characters, decodes the characters and
copies them into destination buffer.

| P_VEBS DecodeString()

Checks if a string includes url encoded
characters, decodes the characters.

| P_VEBS Get DecodedStrLen()

Returns the length of a HTML encoded
string when decoded excluding null
character.

| P_VEBS Get NunPar as()

Returns the number of parameters/value
pairs.

| P_WEBS_Cet Par aVal ue()

Parses a string for valid parameter/value
pairs and writes results in buffer.

| P_VEBS Get Par aVal uePtr ()

Parses a string for valid parameter/

value pairs and returns a pointer to the
requested parameter and the length of the
parameter string without termination.

| P_VEBS Get Connect I nfo()

Retrieves the connect info that has been
passed to the Web Server process function
from the application.

| P_VEBS_Get URI ()

Retrieves the requested URI up to the

"?" char or the “full URI” including "?’
character and all characters up to the next
space.

| P_VEBS UseRawEncodi ng()

Overrides the previously selected encoding
of the Web Server to use RAW encoding.

Custom Authentication related functions

| P_VEBS AUTH I sRequi red()

Gets the status of requiring auth for
the request when using a custom auth
implementation.

| P_VEBS AUTH Set Requi red()

Sets or removes requiring auth for
the request when using a custom auth
implementation.

| P_VEBS Get Pr ot ect edPat h()

Retrieves the protected path that is tried
to access by the current request.

| P_WEBS UseAut hDi gest ()

Use auth digest instead of auth basic for
HTTP authentication.

Basic/Digest Authentication related functions

| P_WEBS_AUTH_DI GEST_Cal cHA1()

Calculates the auth digest MD5 hash
for the HA1 hash value to use in the
VEBS_ACCESS_CONTROL table.

| P_WEBS_AUTH_DI GEST_Get URI ()

Retrieves the URI sent in the client
authorization.

| P_WEBS_Cet Pr ot ect edPat h()

Retrieves the protected path that is tried
to access by the current request.

| P_VEBS UseAut hDi gest ()

Use auth digest instead of auth basic for
HTTP authentication.

METHOD extension related functions

| P_VEBS_METHOD_AddHook ()

Registers a callback to serve special
content upon call of a METHOD.
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Function

Description

| P_WEBS_METHOD AddHook_Si ngl eMet hod()

Registers a callback to serve special
content upon call of a METHOD.

| P_WEBS_METHOD_CopyDat a( )

This function can be called from a METHOD
hook callback to copy the received amount
of data as stated by the “Content-Length”
field of the header.

WebSocket extension related functions

| P_\EBS_WEBSOCKET AddHook()

This function registers a WebSocket
hook that can be used to connect to a
WebSocket implementation.

HEADER extensio

n related functions

| P_WEBS_HEADER AddFi el dHook()

Registers a callback that will be notified if
the registered header field is received.

| P_WEBS_HEADER CopyDat a( )

Copies the requested amount of data from
line with the current header field.

| P_WEBS_HEADER Get Fi ndToken()

Searches the current header line for a
token and copies its value into a buffer.

| P_WEBS_HEADER_Set Cust onFi el ds()

Sets a custom string of header fields to be
included with the next header sent.

Upload related functions

| P_VEBS AddUpl oad()

Adds the upload functionality to the Web
server.

| P_WEBS_ChangeUpl oadMaxFi | eSi ze()

This function allows to change the
maximum file size allowed for the file that
is in upload.

| P_VEBS Get Upl oadFi | enane()

Copies the original filename of an upload
into the given buffer.

| P_VEBS Set Upl oadAPI ()

Sets the upload API of type
VEBS_UPLOAD_API to use.

Utility functions

| P_UTI L_BASE64_Decode()

Performs chunked Base64 encoding
according to RFC 3548.

| P_UTI L_BASE64_Encode()

Performs Base64 encoding according to
RFC 3548.

| P_UTI L_BASE64_EncodeChunk()

Performs chunked Base64 encoding
according to RFC 3548.

| P_VEBS UTI L_Get Header Count ByNane()

Counts the number of occurrences of
a header line by the name of the HTTP
header parameter.

| P_WEBS_UTI L_Get Header Li nel ndexByNarme

earch for a header line by the name of
he HTTP header parameter.

| P_VEBS UTI L_Get Header Li ne()

Returns a line from a HTTP header.

| P_VEBS UTIL_Get Request Met hod()

Extracts the HTTP request method from
the header.
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11.2 IP_WEBS AddFileTypeHook()

Description

This function registers a FileType hook that can be used to extend or overwrite file types
stored in _aFi |l eType[] .

Prototype

voi d | P_VEBS_AddFi | eTypeHook( VEBS_FI LE_TYPE_HOOK * pHook,
const char * sExt,
const char * sContent);

Parameters

Parameter Description

pHook Pointer to a structure of WEBS FI LE_TYPE_HOK.

sExt String containing the extension.

sCont ent String containing the MIME type assigned to the extension.

Additional information

The function can be used to extend or override the basic list of file extension to MIME type
correlations included in the Web server. It might be necessary to extend the this list in case
you want to serve a yet unknown file format. The header sent for this file in case a client
requests it will be generated based on this information.

Refer to Structure WEBS_FI LE_TYPE_HOOK on page for detailed information about the
structure WEBS_FI LE_TYPE_HOCK.

Example

static WEBS_FI LE_TYPE HOOK _Fi | eTypeHook;

int mai n(voi d) {
I
/'l Register *.new files to be treated as binary that wll
/'l be offered to be downl oaded by the browser.
I
| P_WEBS_AddFi | eTypeHook( & Fi | eTypeHook, "new', "application/octet-streant);
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11.3 IP_WEBS AddPreContentOutputHook()

Description

This function registers a hook with a callback that is called before content (including header)
is generated by the web server.

Prototype
voi d | P_VEBS_AddPr eCont ent Qut put Hook( WEBS_PRE_CONTENT_OUTPUT_HOOK * pHook,
| P_VEBS_pf PreCont ent Qut put pf,
VEBS_PRE_OUTPUT_MASK Mask) ;
Parameters
Parameter Description
pHook Pointer to a resource of WVEBS PRE_CONTENT _QUTPUT_HOCK.
pf Callback to execute before content is sent in a response.
Mask of bitwise-OR’d WEBS PRE_QUTPUT _MASK_ * values when
MBSk to execute the callback:
e WEBS_PRE_QUTPUT_MASK_DYNAM C
e WEBS PRE_OUTPUT MASK STATIC

Additional information

This hook can be used to intercept the web server right before sending content to its best
knowledge. As all form data has been processed at this time this can be used to decide if
all form data is valid like for a user:pass combination processed via a form. For example
upon invalid login data it is possible to redirect from within the callback back to the login
page using | P_VEBS Redirect ().

Refer to Structure WEBS _PRE_CONTENT_OUTPUT_HOOK on page for detailed information
about the structure WEBS_PRE_CONTENT_OUTPUT_HOCK.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



119 CHAPTER 11 IP_WEBS_AddProgressHook()

11.4 IP_WEBS AddProgressHook()

Description

This function registers a hook with a callback that is called on during several progression
steps when serving a request.

Prototype

voi d | P_WEBS_AddPr ogr essHook( WEBS_PROGRESS HOOK * pHook,
| P_VEBS_pf Progress pf);

Parameters

Parameter Description
pHook Pointer to a structure of WVEBS PROGRESS HOK.
pf Callback to execute on a request.

Additional information

A progress hook can be used for example to allocate some memory to store data between
form handling callbacks on BEGIN of serving the request. The memory can then be freed
again when finally the END progress is reported and the request is fully progressed.
Additional information

Refer to Structure WEBS_PROGRESS HOOK on page for detailed information about the
structure WVEBS _PROGRESS HOCOK.
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11.5 IP_WEBS AddRequestNotifyHook()

Description

This function registers a hook with a callback that is called on each request to pass some
information like URI and METHOD used to the application.

Prototype

voi d | P_VEBS_AddRequest Not i f yHook ( WEBS_REQUEST_NOTI FY_HOOK * pHook,
| P_VEBS_pf Request Notify pf);

Parameters

Parameter Description
pHook Pointer to a structure of WEBS REQUEST NOTI FY_HOCK.
pf Callback to execute on a request.

Additional information

Refer to Structure WEBS REQUEST _NOTI FY_HOOK on page for detailed information about
the structure WVEBS_REQUEST_NOTI FY_HOOK.
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11.6 IP_WEBS ConfigBufSizes()

Description

Sets the buffer size used by the Web server tasks.

Prototype
voi d | P_VWEBS_Confi gBuf Si zes(const WEBS_BUFFER_SI ZES * pBuffer Si zes);
Parameters
Parameter Description
pBuf f er Si zes Configuration of buffer sizes.

Additional information
The structure WEBS_BUFFER_SI ZES is defined as follow:

t ypedef struct WEBS_BUFFER Sl ZES {
U32 NunByt esl nBuf ;
U32 NunByt esQut Buf ;
U32 NunByt esFi | enameBuf ;
U32 MaxRoot Pat hLen;
U32 NunByt esPar aBuf ;
} WEBS_BUFFER_SI ZES;

Since version 3.00, the buffers used by the Web server are runtime configurable. Earlier
versions of the Web server used compile time switches to define the buffer sizes. If
| P_VWEBS_Confi gBuf Si zes() will not be called, the values of the compile time switches will
be used to configure the buffer sizes.

We recommend at least 256 bytes for the input buffer and 512 bytes for the output buffer.
If virtual files are not used in your application, the parameter buffer and others can be set
to 0 to save RAM.
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11.7 IP_WEBS_ ConfigFindGZipFiles()

Description

Enables checking if a requested file is available gzip compressed.

Prototype
voi d | P_WEBS_Confi gFi nd&Zi pFi | es(const char * sExtension,
i nt Repl acelLast Char) ;
Parameters
Parameter Description

Extension including period letter to add to the end of the URI
sExt ensi on requested. The resulting URI will be tried to open and sent
back gzip compressed.

Replace the last character of the requested URI with the first

Repl acelast Char character of the extension.

Additional information

The browser needs to accept gzip compressed content and will tell the web server if this
is supported.

Only files that do not contain dynamic content can be used. When enabled and allowed by
the browser, a gzip compressed version of the requested file is tried to be opened. If this
fails, the original filename is tried.

Examples:

e URI
URI
e URI

“events.js”; sExt ensi on = “.gz"”; Repl aceLast Char = 0; => “events.js.gz”
“events.js”; sExt ensi on = "z";

z”; Repl aceLast Char = 0; => “events.jsz”
“events.js”; sExt ensi on = “z”; Repl acelLast Char = 1; => “events.jz"
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11.8 IP_WEBS ConfigindexRules()

Description

Configures rules for URIs that end with a slash ’/".

Prototype
voi d | P_VWEBS_Confi gl ndexRul es(const WEBS_| NDEX RULE * pRul es);
Parameters
Parameter Description
pRul es Pointer to NULL entry terminated list of index rules.

Additional information

The index autocomplete is applied based on the given rules. Resources like method hooks
(e.g. for REST API) are handled prioritized and are typically not be affected by these rules.

When not installing rules with this routine, only the root folder URI “/” is autocompleted
to “/index.htm”.

Example

Il

/'l List and order in which URIs ending with a slash '/' are tried
/1 to be autoconpleted. The list has to be NULL termni nated.

Il

/'l Note:
I Pl ease nake sure that if you are using non 8.3 nanmes such as
I "index.htm", Long-File-Nanme (LFN) is supported and enabl ed

I with your filesystem

I

static WEBS_| NDEX AUTCCOMPLETE_| TEM _al ndexAut oconpl ete[] = {
{ "index.htni },
{ "index.htm" },
{ NULL }

e

Il

/'l Rules which index URI's (paths ending on a slash '/') are to be
/1 autoconpleted in which way. Entries include sub-folders.

Il

static WEBS_| NDEX_RULE _al ndexRule[] = {

{ "/" , _alndexAutoconplete },

{ NULL, NULL }

}i

| P_VEBS_Confi gl ndexRul es(_al ndexRul e);
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11.9 IP_WEBS_ ConfigStaticEncodedFiletypes()

Description

Enables checking if a requested file is available encoded/compressed.

Prototype

voi d | P_VEBS_Confi gSt ati cEncodedFi | et ypes
(const WEBS_STATI C_ENCODED_FI LETYPES * pali st);

Parameters
Parameter Description
ali st List of WVEBS_STATI C_ENCODED_FI LETYPES entries. The list
P has to end with a NULLed entry that is used as end marker.

Additional information
Overrides | P_VWEBS_Conf i gFi ndGzZi pFi | es() if used.

The browser provides encoding supported via the “Accept-Encoding” field. Content for a
known encoding can only be delivered if it is offered in the same request.

Only files that do not contain dynamic content can be used. When enabled and allowed by
the browser, an encoded/compressed version of the requested file is tried to be opened.
If this fails, the original filename is tried.

For an example on how to use the members of the WEBS_STATI C_ ENCODED_FI LETYPES
structure, please refer to the example provided for | P_VWEBS_Confi gFi ndGZi pFi l es() .

Example

static const WEBS_STATI C_ENCCDED FI LETYPES _aEncodedContent[] = {
{ "br* , ".br", Oul}, // Brotli
{ "gzip", ".gz", Ou}, /I QP

{ NULL , NULL , Ou} // End of list
¥

| P_VWEBS_Confi gStati cEncodedFi | et ypes(_aEncodedCont ent);
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11.10 IP_WEBS_ConfigRootPath()

Description

This function sets the root path in the filesystem used to serve pages relative from this path.

Prototype
i nt | P_VEBS_Confi gRoot Pat h(const char * sRoot Path);
Parameters

Parameter Description
sRoot Pat h Root path to prepend to URI.

Return value

0 O.K.
1 Error.

Additional information

By default the root path used is the root path of your filesystem. Configuring a root path
can be used to separate the Web server from other services like an FTP server root folder.
A classic use sample would be that all Web pages are stored in the subfolder “/httpdocs”. In
this case you can call | P_WEBS_Conf i gRoot Pat h(*/httpdocs”) to load all Web pages relative
from this folder in your filesystem instead from the root folder of your filesystem.

Other services like an FTP server can be used to grant access to the root folder of your
filesystem to allow access to the /httpdocs subfolder and other files in your filesystem as
well.

The root path can be as long as the maximum root path length configured. If
| P_VWEBS Confi gBuf Si zes() will not be called to set the maximum root path length, the
default WEBS_MAX_ROOT_PATH_LEN will be used.
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11.11 IP_WEBS_ConfigUploadRootPath()

Description

Sets the the root path in the filesystem used to upload files relative from this path.

Prototype
int | P_VEBS_ConfigUpl oadRoot Pat h(const char * sUpl oadRoot Pat h) ;
Parameters

Parameter Description
sUpl oadRoot Pat h Root path to prepend to upload.

Return value

0 O.K.
1 Error.
Additional information

By default uploads are placed in the root folder of your filesystem. Configuring an upload
root path can be used to redirect uploads to another path like an “/upload” folder.

The upload root path can be as long as the maximum path that can be used with the
upload filename defined by WEBS_UPLOAD_ FI LENAME_BUFFER_SI ZE (minus 1 byte for string
termination).
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11.12 IP_WEBS_CountRequiredMem()

Description

Counts the memory required for one thread. This can be used to determine the total
required memory pool size for a configuration.

Prototype
U32 | P_VEBS_Count Requi r edMem({ WVEBS_CONTEXT * pCont ext);
Parameters
Parameter Description
pCont ext Context keeping track of configured settings. Can be NULL.

Return value

Amount of memory required for internals for handling one thread.

Additional information

In addition to the memory requirement calculated for the Web server internals some
additional memory might be required for managing a memory pool.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



128 CHAPTER 11 IP_WEBS_Flush()

11.13 IP_WEBS_Flush()

Description
Flushes the output buffer.

Prototype
int 1 P_WEBS_Fl ush(WEBS_OUTPUT * pQut put);
Parameters
Parameter Description
pQut put Pointer to the WEBS QOUTPUT structure.

Return value

1 Data transmitted, connection will be closed.
0 Data transmitted, connection will be kept open after transmission.
-1 Error. Data not transmitted, connection will be closed.

Additional information

Normally, the stack handles all the data transmission. | P_WEBS _Fl ush() should only be
used in special use cases like implementing Server-Sent Events, where data transmission
should be done immediately.
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11.14 IP_WEBS_Init()

Description

Initializes the Web server application context. Has to be called if | P_WEBS ProcessEx()
and | P_VEBS ProcesslLast Ex() are used for the task handling.

Prototype
void | P_VEBS Init( VEBS_CONTEXT * pCont ext,
const VEEBS_| P_API * pl P_API,
const VEBS_SYS_API * pSYS_API,
const | P_FS_API * pFS_API,
const WEBS_APPL| CATI ON * pApplication);
Parameters
Parameter Description
pCont ext Application specific Web server context.
pl P_API Pointer to a structure holding the IP related API functions.
DSYS_ API Pomtgr to a structure holding the system related API
functions.
Pointer to a structure holding the file system related API
pFS_API .
functions.
pAppl i cation Web server application settings.

Additional information

The parameter pCont ext is a structure holding all the required function pointers to the
routines used to send and receive bytes from/to the client, access the file system, allocate
and free memory, etc.

typedef struct WEBS_ CONTEXT {

const VEBS_| P_API *pl P_API ;

const WEBS SYS API *pSYS_API ;

const | P_FS_API *pFS_API ;

const WEBS_APPLI CATI ON *pAppl i cati on;
voi d *pWebsPar a;
voi d *pUpl oad;

} VEBS_CONTEXT;

WEBS_| P_API includes all functions, which are required for the used IP stack and is defined
as follow:

typedef struct WEBS_| P_API {
| P_VEBS _t Send pf Send;
| P_VEBS _t Recei ve pf Recei ve;
} WEBS | P_API;

typedef int (*IP_WEBS_t Send) (const unsigned char *pData,

i nt | en,

void *pConnectlnfo );
typedef int (*IP_WEBS_t Receive) (const unsigned char *pData,

i nt | en,

void *pConnectlnfo );

The send and receive functions should return the number of bytes successfully sent/received
to/from the client. The pointer pConnect | nf o is passed to the send and receive routines.
It can be used to pass a pointer to a structure containing connection information or to pass
a socket number.
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WEBS_SYS_API includes all functions, which are required to allocate and free memory and
is defined as follow:

typedef struct WEBS_SYS APl {
| P VEBS tAll oc pf Al 'l oc;
| P_VEBS t Free pf Fr ee;

} VEEBS_SYS API;

typedef void *(*IP_VWEBS tAlloc) ( u32 NunmByt esReq ) ;

typedef void (*IP_WEBS tFree) ( void *p);

The alloc function returns a void pointer to the allocated space, or NULL if there is insufficient
memory available.

For details about the parameter pFS_API and the | P_FS_API structure, refer to File system
abstraction layer on page 237. For details about the parameter pApplicati on and the
WEBS_APPLI CATI ON structure, refer to Structure WEBS_APPLI CATI ON on page

The pWebsPara and pUpl oad should not be changed. The stack fills the structures, if
necessary.

| P_WEBS_Init() has to be called if | P_WEBS _ProccessEx() and
| P_WEBS ProcesslLastEx() are wused for the connection handling. Refer to
| P_VWEBS _ProcessEx on page 135 and | P_WEBS ProcesslLast Ex on page 137 for detailed
information.

Example

/* Excerpt from|P_Webserver_Sanple.c */

/*********************************************************************
*
* _WebSer ver Chi | dTask
*
*/
static void _WebServer Chil dTask(void *pContext) {
WEBS_CONTEXT Chi | dCont ext ;

| ong hSock;

int Opt;

hSock = (Il ong) pCont ext ;
Opt =1

set sockopt (hSock, SOL_SOCKET, SO KEEPALIVE, &Opt, sizeof (Opt));
11
/1 Initialize the context of the child task.
11
| P_VEBS | nit(&CchildContext, & Wbs IP_API, & FS API, & Application);
if (_ConnectCnt < MAX_CONNECTI ONS) {
| P_VEBS_ProcessEx(&Chi | dCont ext, pContext, NULL);
} else {
| P_VWEBS_ProcesslLast Ex( &Chi | dCont ext, pContext, NULL);

_cl osesocket (hSock) ;
OS_Ent er Regi on() ;
_AddToConnectCnt (-1);
OS_Term nate(0);
OS_LeaveRegi on();

}

/*********************************************************************
*
* _WebSer ver Par ent Task
*
*/
static void _WebServer Parent Task(voi d) {
struct sockaddr Addr ;
struct sockaddr _in | nAddr;
U32 Ti neout;
| ong hSockLi st en;
| ong hSock;
int AddrlLen;
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int i;

int t;

int to;

WEBS_ | P_API Webs_| P_API;
WEBS_SYS_API Webs_SYS_API ;
WEBS_BUFFER_SI ZES Buf f er Si zes;

Ti meout = | DLE_TI MEQUT;
| P_VEBS_Set Fi |l el nfoCal | back(& pfGetFilelnfo);
/11
/1 Assign file system
/11
_pFS_API = &I P_FS ReadOnly; // To use a a real filesystemlike enFile
/'l replace this line.
Il _pFS_API = &l P_FS_FS; Il Use enfFile
/1 1 P_WEBS_AddUpl oad(); /1 Enabl e upl oad
/11
/'l Configure buffer size.
/11
| P_MEMSET( &Buf f er Si zes, 0, sizeof (BufferSizes));
Buf f er Si zes. NunByt esl nBuf = WEBS | N_BUFFER_SI ZE;
/11
/] Use max. MIU configured for the last interface added m nus worst
/| case | Pv4/ TCP/ VLAN headers. Cal culation for the nmenory pool
/1 is done under assunption of the best case headers with - 40 bytes.
/11
Buf f er Si zes. NunByt esCQut Buf
Buf f er Si zes. NunByt esPar aBuf
Buf f er Si zes. NunByt esFi | enaneBuf
Buf f er Si zes. MaxRoot Pat hLen
/11
/'l Configure the size of the buffers used by the Wbserver child tasks.
/11
| P_VEBS_Conf i gBuf Si zes( &Buf f er Si zes) ;
/11
/'l Gve the stack sone nore nenory to enabl e the dynam cal nenory
/'l allocation for the Web server child tasks
/11
| P_AddMenory(_aPool , sizeof (_aPool));
/11
/'l Get a socket into listening state
/11
hSockLi sten = socket (AF_I NET, SOCK_STREAM 0);
if (hSockListen == SOCKET_ERROR) {
while(1); // This should never happen!

| P_TCP_Get MTU(_| Faceld) - 72;
VEBS_PARA_BUFFER Sl ZE;
VEBS_FI LENAVE_BUFFER Sl ZE;
VEBS_MAX_ROOT_PATH_LEN;

}
menset (& nAddr, 0, sizeof (InAddr));

I nAddr.sin_famly = AF_I NET;
I nAddr . si n_port = htons(80);
I nAddr . si n_addr. s_addr = | NADDR_ANY;

bi nd( hSockLi sten, (struct sockaddr *)&l nAddr, sizeof (lInAddr));
Ii sten(hSockLi sten, BACK LOG);
Il
/1 Loop once per client and create a thread for the actual server
Il
do {
Next :
Il
/1 WAt for an incom ng connection
Il
hSock = 0;
Addr Len = sizeof (Addr);
if ((hSock = accept (hSockLi sten, &Addr, &AddrlLen)) == SOCKET_ERROR) ({
conti nue; /'l Error
}
/11
/'l Create server thread to handl e connection.
/1 1f connection limt is reached, keep trying for sone tinme before giving up
// and outputting an error nessage
Il
t0 = OS_Cet Ti me32() + 1000;
do {
if (_ConnectCnt < MAX_CONNECTI ONS) {
for (i =0; i < MAX_CONNECTIONS; i++) {
Us r;
r = OS_|sTask(& aWebTasks[i]);
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if (r ==0) {
set sockopt (hSock, SOL_SOCKET, SO _RCVTI MEQO, &Ti neout, sizeof (Timeout));
OS_CREATETASK_EX( & aWebTasks[i], "Webserver Child", _WebServerChil dTask,

TASK_PRI O VEBS_CHI LD, _aWebStacks[i], (void *)hSock);

_AddToConnect Cnt (1) ;
got o Next;

}

}

}
11

/1 Check time out

/11

t = OS_CGetTi me32();

if ((t -t0) >0) {
| P_VWEBS_OnConnectionLi mt(_Send, _Recv, (void*)hSock);
_cl osesocket (hSock) ;
br eak;

}
OS_Del ay(10);
} while(1);
} while(1);
}
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11.15 IP_WEBS_OnConnectionLimit()

Description

Outputs an error message to the connected client.

Prototype
voi d | P_VWEBS_OnConnecti onLi mt (1 P_WEBS_t Send pf Send,
| P_VEBS_t Recei ve pf Recei ve,
voi d * pConnect | nfo);
Parameters
Parameter Description
pf Send Pointer to the function used to send.
pf Recei ve Pointer to the function used to receive.
pConnect I nfo Pointer to the connection info (typically the socket).

Additional information

This function is typically called by the application if the connection limit is reached. Modern
browsers open multiple connections to a web page when retrieving different elements
(images files, css, scripts included with the main html file). While this does speed up
web page display for browsers it can pose issues for embedded devices which have
limited resources. Refer to | P_WEBS Process() and | P_WEBS ProcesslLast () for further
information.

Example
Pseudo code:
/1

/1 Call 1P_WEBS Process() or |IP_WEBS ProcessLast() if nultiple or just
/1l one nore connection is avail able

I
do {
i f (NumAvai |l abl eConnections > 1) {
| P_WEBS_Process();
return;
} else if (NumAvail abl eConnections == 1) {
| P_VWEBS_ProcessLast();
return;
}
Del ay();
} while (!Tinmeout)
I
/'l No connection avail able even after waiting => Qutput error nessage
I

| P_WEBS_OnConnectionLimt();
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11.16 IP_WEBS_ Process|()

Description

Thread functionality of the web server. Returns when the connection has been handled or
an error occurred.

Prototype
int | P_VEBS_Process( | P_VEBS_t Send pf Send,
| P_VEBS_t Recei ve pf Recei ve,
voi d * pConnect | nf o,
const | P_FS_API * pFS_API,
const WEBS_APPL| CATI ON * pApplication);
Parameters
Parameter Description
Pointer to the function to be used by the server to send data
pf Send .
to the client.
. Pointer to the function to be used by the server to receive
pf Recei ve :
data from the client.
pConnect I nfo Connection info (typically socket handle).
pFS_API API for file system operations.
pAppl i cation Web Server application settings.

Return value
=1 Connection detached.
=0 O.K.
<0 Error.

Additional information

A connection detached return value means that an additional functionality like WebSockets
has been enabled and the connection context has been dispatched to another resource and
should therefore not be closed by the web server thread.

The following types are used as function pointers to the routines used to send and receive
bytes from/to the client:

typedef int (*IP_WEBS t Send) ( const unsigned char * pData,

i nt | en,

voi d * pConnectlnfo );
typedef int (*IP_WEBS tReceive) ( const unsigned char * pData,

i nt | en,

voi d * pConnectlnfo );

The send and receive functions should return the number of bytes successfully sent/received
to/from the client. The pointer pConnect | nf o is passed to the send and receive routines.
It can be used to pass a pointer to a structure containing connection information or to
pass a socket nhumber. For details about the parameter pFS_API and the | P_VWEBS_FS_API
structure, refer to File system abstraction layer chapter. For details about the parameter
pAppl i cati on and the WEBS_APPLI CATI ON structure, refer to Structure WEBS_APPLI| CATI ON
on page

Refer to | P_VEBS ProcessLast on page 136 and |P_WEBS OnConnectionLinit on
page 133 for further information.
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11.17 IP_WEBS_ProcessEx()

Description

Thread functionality of the web server. Returns when the connection has been handled or
an error occurred.

Prototype
int | P_VEBS_ProcessEx( WEBS_CONTEXT * pCont ext,
voi d * pConnect | nf o,
const char * sRoot Pat h) ;
Parameters
Parameter Description
pCont ext Context keeping track of configured settings.
pConnect I nfo Connection info (typical socket handle).
SRoot Pat h String WI,Fh the root path to use for HTML pages. Example: %/
httpdocs”.

Return value

1 Connection detached.
0 0.K.
0 Error.

AL

Additional information

| P_WEBS_Pr ocessEx() is a more flexible version of | P_WEBS_Pr ocess() and should be used
instead. The parameter pCont ext is a structure holding all the required function pointers
to the routines used to send and receive bytes from/to the client, access the file system,
allocate and free memory, etc.

It has to be initialized before usage. Refer to | P_VWEBS | ni t () for further information.

Refer to | P_WEBS ProcessLastEx() and |P_WEBS OnConnectionLimt() for further
information about the thread handling of the Web server.

A connection detached return value means that an additional functionality like WebSockets
has been enabled and the connection context has been dispatched to another resource and
should therefore not be closed by the web server thread.
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11.18 IP_WEBS ProcesslLast()

Description

Thread functionality of the web server.

Prototype
int | P_VEBS_ProcesslLast ( | P_VEBS_t Send pf Send,
| P_VEBS_t Recei ve pf Recei ve,
voi d * pConnect | nf o,
const | P_FS_API * pFS_API,
const WEBS_APPL| CATI ON * pApplication);
Parameters
Parameter Description
pf Send Function pointer to socket send routine.
pf Recei ve Function pointer to socket receive routine.
pConnect I nfo Connection info (typical socket handle).
pFS_API API for file system operations.
pAppl i cation Web Server application settings.

Return value

1 Connection detached.
0 0.K.
0 Error.

<
Additional information

This is typically called for the last available connection. In contrast to | P_VWEBS_Pr ocess(),
this function closes the connection as soon as the command is completed in order to not
block the last connection longer than necessary and avoid Connection-limit errors.

A connection detached return value means that an additional functionality like WebSockets
has been enabled and the connection context has been dispatched to another resource and
should therefore not be closed by the web server thread.

The following types are used as function pointers to the routines used to send and receive
bytes from/to the client:

typedef int (*IP_WEBS t Send) (const unsigned char * pbDat a,
i nt | en,
voi d * pConnectlnfo);

typedef int (*IP_WEBS tReceive) (const unsigned char * pData,
i nt | en,
voi d * pConnectlnfo);

The send and receive functions should return the number of bytes successfully sent/
received to/from the client. The pointer pConnectInfo is passed to the send and
receive routines. It can be used to pass a pointer to a structure containing connection
information or to pass a socket number. For details about the parameter pFS_API and
the | P_WEBS FS APl structure, refer to File system abstraction layer on page 237. For
details about the parameter pAppl i cati on and the WEBS_APPLI CATI ON structure, refer to
Structure WEBS_APPLI CATI ON on page . Refer to | P_WEBS_Pr ocess on page 134 and
| P_VWEBS_OnConnectionLi nit on page 133 for further information.
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11.19 IP_WEBS_ProcessLastEx()

Description

Processes a HTTP request of a client and closes the connection thereafter.

Prototype
int | P_VEBS_ProcessLast Ex( WEBS_CONTEXT * pCont ext,
voi d * pConnect | nf o,
const char * sRoot Pat h) ;
Parameters
Parameter Description
pCont ext Context keeping track of configured settings.
pConnect I nfo Connection info (typical socket handle).
SRoot Pat h String WI,Fh the root path to use for HTML pages. Example: %/
httpdocs”.

Return value

1 Connection detached.
0 0.K.
0 Error.

AL

Additional information

Thread functionality of the web server. This is typically called for the last available
connection. | P_VWEBS ProcesslLast Ex() is a more flexible version of | P_WEBS Process()
and should be used instead. In contrast to | P_VWEBS _Process(), this function closes the
connection as soon as the command is completed in order to not block the last connection
longer than necessary and avoid connection-limit errors.

The parameter pCont ext is a structure holding all the required function pointers to the
routines used to send and receive bytes from/to the client, access the file system, allocate
and free memory, etc.:

It has to be initialized before usage. Refer to | P_VWEBS | ni t () for further information.

Refer to | P_WEBS ProcessLastEx() and |P_WEBS OnConnectionLimt() for further
information about the thread handling of the Web server.

A connection detached return value means that an additional functionality like WebSockets
has been enabled and the connection context has been dispatched to another resource and
should therefore not be closed by the web server thread.
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11.20 IP_WEBS_ Redirect()

Description

Sends a page from the file system to the browser instead of the regular content. This
way a redirect depending on a result can be realized. The MIME type will be determined
automatically from the file name or can be overridden.

Prototype
int | P_WEBS Redirect ( WEBS_QUTPUT * pQut put ,

const char * sFi | eName,

const char * sM METype) ;
Parameters

Parameter Description
pQut put Out context of the connection.
. FileName of the file to redirect to. Will be used for MIME type
sFi | eNane i,
recognition for header.

sM METype MIME type to be used in header. May be NULL.

Return value

<0 Error
=0 0.K.

Additional information

The function shall only be called if no other data has been sent out before. The page that
will be sent is parsed for CGIs the same way as it would be parsed when being directly
being accessed by the browser. However the URL accessed by the browser will remain the
same and the browser will show the same URL as address.

Example

/*********************************************************************

*

* _CA _Redirect
*/
static void _CA _Redirect (VWEBS_OUTPUT *pCutput, const char *sParaneters) ({
| P_VWEBS_Redirect (pQutput, "/index.htnf, NULL); // Redirect back to index

}
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11.21 IP_WEBS_Abort()

Description

Aborts the currently processed request.

Prototype
void | P_WEBS_Abort (VEBS_OUTPUT * pQut put,
| P_VWEBS_ABORT_TYPE  Abort Type);

Parameters

Parameter Description
pQut put Connection context.

Abor t Tvpe Type of abort from | P_WEBS_ABORT_TYPE other than

yp | P_VEBS_ABORT_TYPE_NONE .

Additional information
For this API to be available the define WEBS_SUPPORT_ABCRT has to be enabled.

This function can be called at any time. The abort however will happen only on specific
checkpoints while handling the request.

The checkpoints handling an abort are:

e After the progress hook callback set with | P_WEBS AddPr ogr essHook() has been
executed, except for status WEBS PROGRESS STATUS END.

e After the header field hook callback set with | P_WEBS HEADER AddFi el dHook() has
been executed.
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11.22 IP_WEBS_ Reset()

Description

Resets internal variables for a clean start of the Web Server.

Prototype
void | P_WEBS_Reset (voi d);

Additional information

As the Web Server is not directly connected to the IP stack itself it can not register to the
IP stacks de-initialize process. Once the stack has been de-initialized this routine shall be
called before re-initializing the IP stack and using the Web Server again.
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11.23 IP_WEBS_ RetrieveUserContext()

Description

Retrieves a previously stored user context for the current output session.

Prototype
void *I P_VWEBS_Retri eveUser Cont ext (VEBS_OUTPUT * pQut put);
Parameters
Parameter Description
pQut put Out context of the connection.

Return value

Pointer to the previously stored user context or NULL.

Additional information

A user context retrieved will not reset the stored context. The user stored context remains
valid until either set to NULL by the user or the connection being closed.

In case a browser reuses an already opened connection the user context is not reset. This
can be used to identify a connection reuse or to exchange data within the same connection.
It is user responsibility to make sure that the user context is set back to NULL by the last
callback if this behavior is not desired.
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11.24 IP_WEBS_SendFormattedString()

Description
Sends a string with placeholders that will be filled using SEGGER vsnpri nt f Ex() .

Prototype
int | P_VEBS SendFormattedString( WEBS_OQUTPUT * pQut put,
const char * sFormat,
)

Parameters

Parameter Description
pQut put Connection context.
sFor mat Formatted string that might contain placeholders.

Return value

Number of characters (without termination) that would have been stored if the buffer had
been large enough.

Additional information

Allows sending a string containing placeholders without the need to have the final string
created into a temporary buffer in the application. The output buffer is used directly which
saves a buffer and avoids unnecessary copy operations from the application to the output
buffer.

It is crucial to call | P_WEBS_Fl ush() after using this function to write out data stored in the
internal buffer temporarily using this function
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11.25 IP_WEBS_ Send204NoContent()

Description

This function sends a “204 No Content” response for a captive portal test.

Prototype
int | P_VEBS_Send204NoCont ent (VNEBS_COUTPUT * pQut put) ;
Parameters

Parameter Description
pQut put Out context of the connection.

Return value
0 - 204 sent.

Additional information

The function can be used to send a “204 No Content” response as answer to a captive
portal test. A captive portal test is a test if the internet can be reached, for example when
using a WiFi connection. For this a known domain that serves the resource “domain.tld/
generat e_204" is accessed. If the request succeeds, this means there is internet access.

If a captive portal test fails, this means there is no or very poor internet connectivity and
the WiFi client might switch to another network automatically to test if it has better internet
access.

Implementing a captive portal test on an embedded device might be necessary if you run
a WiFi AccessPoint on the target to prevent the WiFi client to disconnect from a network
that has no internet access.

Typically the captive portal page served by the web server is used together with distributing
the targets IP address as primary DNS server via a DHCP server on the AP/target and
accepting and faking all DNS answers to resolve to the target itself. This way all HTTP(S)
connections will end being served the web pages from the target. This is often used with
hotel WiFi networks to provide a login page.
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11.26 IP_WEBS_SendHeader()

Description
Outputs a valid HTML header.

Prototype
int | P_VEBS_SendHeader ( WEBS_QUTPUT * pQut put,
const char * sFi | eNaneg,
const char * sM METype) ;
Parameters
Parameter Description
pQut put Out context of the connection.
: String containing the file name including extension to be
sFi | eNamre written to the header.
sM METype :\(-/:IJLI\(/)IEeEjype to be used in header. If set, sFi | eNane will be

Return value

0 0.K., header sent.

Additional information

This function can be wused in case automatically generating and sending
a header has been switched off using |P_WEBS ConfigSendVFi | eHeader() or
| P_VWEBS_Confi gSendVFi | eHookHeader (). Typically this is the first function you call from
your callback generating content for a virtual file or a VFile hook registered callback
providing content before you send any other data.

Depending on the MIME type used the browser may wait for new data forever if the
connection is not closed after all data has been transferred. For example “application/octet-
stream” will leave the browser waiting forever if transfer size is not sent in the header.
Therefore, | P_VWEBS_SendHeader () informs the Web server to close the connection after
sending the data.

A typical header may look as follows:

HTTP/ 1.1 200 K

Content - Type: image/gif

Server: enmNet

Expires: 1 JAN 1995 00: 00: 00 GVl
Tr ansf er - Encodi ng: chunked
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11.27 IP_WEBS_SendHeaderEx()

Description
Outputs a valid HTML header.

Prototype
int | P_VEBS_SendHeader Ex( WEBS_QUTPUT * pQut put,
const char * sFi | eName,
const char * sM METype,
us RegKeepCon) ;
Parameters
Parameter Description
pQut put Out context of the connection.
SFi | eName Str_lng containing the file name including extension to be
written to the header.
sM METype !VIIME type to be used in header. If set, sFi | eNane will be
ignored.
e 1: If possible, keep connection open after data
ReqKeepCon transmission.
e 0: Close connection, after data transmission.

Return value

0 0.K., header sent, Connection will be kept open after transmission.
1 0.K., header sent, Connection will be closed after transmission.

Additional information

This function can be wused in case automatically generating and sending
a header has been switched off using |P_WEBS Confi gSendVFil eHeader () or
| P_VEBS_Conf i gSendVFi | eHookHeader (). Typically this is the first function you call from
your callback generating content for a virtual file or a VFile hook registered callback
providing content before you send any other data.

Depending on the MIME type used the browser may wait for new data forever if the
connection is not closed after all data has been transferred. For example “application/octet-
stream” will leave the browser waiting forever if transfer size is not sent in the header.
Therefore, | P_WEBS_SendHeader Ex() informs the Web server to close the connection after
sending the data.
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11.28 IP_WEBS_SendLocationHeader()

Description

Sends a header with a redirection code for the browser.

Prototype
voi d | P_VWEBS_SendLocat i onHeader ( WEBS_OQUTPUT * pQut put,
const char * sURI,
const char * sCodeDesc);
Parameters
Parameter Description
pQut put Out context of the connection.
sURI URI where to redirect the browser.
Any code and description that supports the “Location:
<URI>" field like:
sCodeDesc e 301 Moved Permanently”
e "302 Found”
e "303 See Other”

Additional information

A redirect like 303 can be used to forward the user to the same page after POST data has
been submitted, resulting in no resending of the POST data upon a refresh of the page.
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11.29 IP_WEBS_SendMem()

Description

Sends data to a connected target.

Prototype
int | P_WEBS_SendMen( WEBS_QUTPUT * pQut put ,
const char * s,
unsi gned NunmByt es) ;
Parameters
Parameter Description
pQut put Pointer to the WEBS_QOUTPUT structure.
s Pointer to a memory location that should be transmitted.
NunByt es Number of bytes that should be sent.

Return value

0 O.K.
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11.30 IP_WEBS_SendString()

Description

Sends a zero-terminated string to a connected target.

Prototype
int | P_WEBS_SendStri ng( WEBS_QUTPUT * pQut put ,
const char * 8);
Parameters
Parameter Description
pQut put Pointer to the WEBS_QOUTPUT structure.
s Pointer to a string that should be transmitted.

Return value

0 O.K.
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11.31 IP_WEBS_SendStringEnc()

Description

Encodes and sends a zero-terminated string to a connected target.

Prototype
int | P_VEBS_SendStri ngEnc( WEBS_QUTPUT * pQut put,
const char * s);
Parameters
Parameter Description
pQut put Pointer to the WEBS_QOUTPUT structure.
s Pointer to a string that should be transmitted.

Return value
0 O.K.

Additional information

This function encodes the string s with URL encoding, which means that spaces are changed
into “+” and special characters are encoded to hexadecimal values. Refer to [RFC 1738]
for detailed information about URL encoding.
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11.32 IP_WEBS_SendUnsigned()

Description

Sends an unsigned value to the client.

Prototype
int | P_VWEBS_SendUnsi gned( WEBS_COUTPUT * pCQut put,

unsi gned v,

unsi gned Base,

i nt NunDi gits);
Parameters

Parameter Description
pQut put Pointer to the WEBS QOUTPUT structure.
v Value that should be sent.
Base Numerical base of the value v.
. Number of digits that should be sent. 0 can be used as a
NunmDi gi ts -
wildcard.

Return value

0 O.K.
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11.33 IP_WEBS_SetErrorPageCallback()

Description

Sets a callback that gets executed when an error page is sent.

Prototype
voi d | P_WEBS_Set Err or PageCal | back( | P_WEBS_pf SendEr r or Page pf,
voi d * pConfig);
Parameters
Parameter Description
pf Pointer to a callback function to send an error page.
pConfi g Reserved for future API extension. Use NULL.

Additional information

If the callback returns with VVEBS NO ERROR PAGE SENT, the default content of the
WEBS XXX PAGE define will be sent.

Custom error pages are only supported if the browser supports at least HTTP/1.1 for
chunked encoding, for HTTP/1.0 only RAW encoding is available and the default content of
the VEBS_XXX_PAGE define will be sent.
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11.34 IP_WEBS_SetFileInfoCallback()

Description

Sets a callback that can be used to pass file system information about a requested file back
to the web server.

Prototype
void | P_WEBS_Set Fi | el nf oCal | back(1 P_WEBS_pf Get Fi |l el nfo pf);
Parameters
Parameter Description
pf Pointer to a callback function.

Additional information

The function can be used to change the default behavior of the Web server. If the file
info callback function is set, the Web server calls it to retrieve the file information. The
file information are used to decide how to handle the file and to build the HTML header.
By default (no file info callback function is set), the Web server parses every file with
the extension .htm to check if dynamic content is included; all requested files with the
extension .cgi are recognized as virtual files. Beside of that, the Web server sends by
default the expiration date of a Web site in the HTML header. The default expiration date
(THU, 01 JAN 1995 00:00:00 GMT) is in the past, so that the requested Webpage will
never be cached. This is a reasonable default for Web pages with dynamic content. If the
callback function returns 0 for DateExp, the expiration date will not be included in the
header. For static Webpages, it is possible to add the optional “Last-Modified” header field.
The “Last-Modified” header field is not part of the header by default. Refer to Structure
| P_VWEBS FI LE | NFO for detailed information about the structure | P_VEBS FI LE | NFO.

Example

static void _GetFilelnfo(const char * sFilename, |P_VWEBS FILE INFO * pFilelnfo){
int v;
I
/'l .cgi files are virtual, everything else is not
I
v = | P_VWEBS_Conpar eFi | enaneExt (sFi | ename, ".cgi");
pFilelnfo->IsVirtual =v ? 0 : 1;
I
/1 .htmfiles contain dynam c content, everything else is not
I
v = | P_VWEBS_Conpar eFi | enaneExt (sFi | ename, ".htni);
pFi | el nfo->Al | owbynContent = v ? 0 : 1,
I
/1 1If fileis a virtual file or includes dynam c content,
/'l get current tine and date stanp as file tine
I
pFi | el nfo->Dat eLast Mod = _Get Ti neDate() ;
if (pFilelnfo->IsVirtual || pFilelnfo->AlowbynContent) {
I
/1 Set last-nodified and expiration tinme and date
I
pFi | el nf o- >Dat eExp = GetTineDate(); // If
"Expi res" HTTP header field should

/'l be transmitted, set expiration date.
} else {
pFi | el nf o- >Dat eExp = OxEE210000; // Expiration far away (01 Jan 2099)
/1 if content is static
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11.35 IP_WEBS_SetAuthErrorCallback()

Description

Sets a callback that can be used to get informed about a failed (basic or digest)
authentication due to wrong credentials.

Prototype
voi d | P_VEBS_Set Aut hError Cal | back( 1 P_WEBS_pf Aut hFai | ed pf);
Parameters

Parameter Description
pf Pointer to a callback function.
Example

static void _pfAuthFail ed( WEBS_AUTH FAI LED | NFO* plnfo) {
| P_Logf Application("Authentication failed when attenpting to login to %.
Doing a 5s delay.", plnfo->pPath);

I

/1 For Basic Authentication, show the credentials the user tried to login wth.

I

if (plnfo->acUserPass != NULL) {
| P_Logf Application("Used credentials: %", plnfo->acUserPass);

}
CS_Del ay(5000) ;
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11.36 IP_WEBS_SetHeaderCacheControl()

Description

Sets the string to be sent for the cache-control field in the header. The field itself has to be
part of the string, e.g.: “Cache-Control: no-cache

Prototype
voi d | P_WEBS_Set Header CacheCont rol (const char * sCacheControl);
Parameters

Parameter Description

sCacheContr ol

Cache control field content.
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11.37 IP_WEBS_MarkSendingCustomHeader()

Description

Lets the web server know that a custom built header will be sent by the application.

Prototype
voi d | P_VWEBS_Mar kSendi ngCust onHeader (V\EBS_QUTPUT * pQut put,
voi d *p);
Parameters
Parameter Description
pQut put Out context of the connection.
p Reserved for future API extension.

Additional information

After calling this routine the very first output to the connection before any other content is
expected to be an HTTP conform header that at least contains the minimal response line
such as “"HTTP/1.1 200 OK

". The response code of course does not have to be 200 and the description can vary upon
your use case as well. Sending the custom header can be done using regular sendstring
API such as | P_VEBS_SendString() .

By using this API the connection also gets marked to be closed when done (nhot kept open
for additional requests on this connection).
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11.38 IP_WEBS_ SetUploadFileSystemAPI()

Description
Sets the FS API to use for file uploads.

Prototype
voi d | P_VEBS_Set Upl oadFi | eSyst emAPI (const | P_FS_API * pFS_API);
Parameters
Parameter Description
pFS_API FS API of type | P_FS_API to use.

Additional information

Using different file system APIs for files to serve and files being uploaded can become handy
as it allows serving static pages from a read only file system while using a writeable file
system for uploads like a new firmware image.
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11.39 IP_WEBS_ SetUploadMaxFileSize()

Description

Sets the maximum file size per file that can be uploaded.

Prototype
voi d | P_WEBS_Set Upl oadMaxFi | eSi ze(U32 MaxFil eSi ze);
Parameters
Parameter Description
MaxFi | eSi ze Maximum number of bytes per uploaded file.
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11.40 IP_WEBS_ StoreUserContext()

Description

Stores a user context for the current output session. The user context can be used to
exchange data between CGI callbacks of the same connection.

Prototype
voi d | P_VEBS_St or eUser Cont ext (VEEBS_CQUTPUT * pQut put,
voi d * pContext);
Parameters
Parameter Description
pQut put Out context of the connection.
pCont ext User context to store.

Additional information

Sometimes it might be necessary to exchange information between several callbacks that
will be called one after another when a Web page is processed or form data is submitted.
The user can use this mechanism to store data into the current connection context in one
callback and retrieve the data from another callback of the same connection. Callbacks such
as CGIs will be called in the order they are referenced by the Web page. Therefore the order
of their accesses is known and can be used in dynamic memory allocation.

Examples

A sample using pseudo code is shown below.

[ % Kk kK ok ok ke kK K K ok ok R K ok ok kR K ok ok kR K ok ok kR K ok ok ok R K ok ok ok kR K ok ok ok kK K ok ok kK

_Cad_1

Not es
This is the first call back accessed for the operation requested
by the browser. This is a perfect place to allocate sone nenory.

* ok ok ok % ¥ F

/
static void _CA _1(WEBS_QUTPUT *pQutput, const char *sParaneters, const char *sVal ue)
{

char *s;

s = (char*)OS_mal | oc(13); /1 Alocate menory for data as
/1 data has to renmin valid outside
/1 of this routine.
strcpy(s, "Hello world!"); /1 Fill with data
| P_VEBS_St or eUser Cont ext (pQut put, (void*)s); // Store pointer to text for other
/'l callback to access.
}

[ % Kk kK ok ok ke kK K K ok ok kK K ok ok kR K ok ok o R K ok ok ok kR K ok ok ok kK ok ok ok kR K ok ok ok kK K ok ok kK

Rec i)

Not es
This is the last call back accessed for the operation requested
by the browser. This is a perfect place to free the previously
al | ocat ed nenory.

EE T

~

static void _CA _2(WEBS_QUTPUT *pQutput, const char *sParaneters, const char *sVal ue)
{

char *s;

s = (char*) | P_WEBS_Retri eveUser Context (pQutput); // Retrieve previously stored

/'l data.
printf("%", s); /] CQutput data.
| P_VEBS_St or eUser Cont ext (pQut put, NULL); /1 Invalidate user context.
Cs free((void*)s); /'l Free allocated nenory.
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CHAPTER 11

IP_WEBS_SetOnHeaderCallback()

11.41 IP_WEBS_SetOnHeaderCallback()

Description

Sets a callback that is called for each received HTTP header.

Prototype
voi d | P_VEBS_Set OnHeader Cal | back(| P_WEBS_HTTP_REQUEST_FUNC * pf OnHeader);
Parameters
Parameter Description
Pointer to the function that shall be called on each HTTP
pf OnHeader request
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11.42 IP_WEBS_AddVFileHook()

Description

Registers a function table containing callbacks to check and serve simple virtual file content
that is not further processed by the Web server.

Prototype
voi d | P_VEBS_AddVFi | eHook( WEBS_VFI LE_HOOK * pHook,
WEBS_VFI LE_APPLI CATI ON * pVFi | eApp,
us For ceEncodi ng) ;
Parameters
Parameter Description
pHook Pointer to a structure of WEBS VFI LE_HOK.
pVFi | eApp Pointer to a structure of WEBS_VFI LE_APPLI CATI ON.
When set to HTTP_ENCODI NG_RAWchunked encoding will not
For ceEncodi ng be used. Necessary for some implementations such as UPnP.
Further options might be added later.

Additional information

The function can be used to serve simple dynamically generated content for a requested file
name that is simply sent back as generated by the application and is not further processed
by the Web server.

Refer to Structure WEBS_VFI LE_HOOK on page for detailed information about the
structure VEBS_VFI LE_HOOK. Refer to Structure WEBS_VFI LE_APPLI CATI ON on page
for detailed information about the structure WEBS_VFI LE_APPLI CATI ON.

Example

/* Excerpt from|P_Webserver_UPnP_Sanple.c */

/*********************************************************************

*

_UPnP_Cener at eSend_upnp_xmni

Function description
Send the content for the requested file using the call back provided.

Par anet ers

pCont ext | n - Send context of the connection processed for
forwarding it to the call back used for output.
pf - Function pointer to the callback that has to be
for sending the content of the VFile.
pCont ext Qut - Qut context of the connection processed.
pDat a - Pointer to the data that will be sent
NunByt es - Number of bytes to send frompData. |If NunBytes
is passed as 0 the send function will run a strlen()

on pData expecting a string.

Not es
(1) The data does not need to be sent in one call of the callback
routine. The data can be sent in blocks of data and will be
flushed out automatically at |east once returning fromthis
routine.

E I D S R B I T . N R S B I S R R .

/
static void _UPnP_GCenerat eSend_upnp_xm (void * pContextln,
void (*pf) (void * pContextCut, const char * pData, unsigned NunmBytes))

{
char ac[128];
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pf (pContextln, "<?xm version=\"1.0\"?>\r\n"
"<root xm ns=\"urn:schemas-upnp-org: device-1-0\">\r\n"
"<specVersion>\r\n"
"<mj or >1</ maj or>\r\n"
"<m nor >0</ m nor>\r\n"
"</specVersion>\r\n", 0);

}

/* Excerpt from|P_Webserver_UPnP_Sanple.c */
I

/'l UPnP webserver VFile hook

I

static WEBS_VFI LE_HOOK _UPnP_VFi | eHook

/* Excerpt from|P_Webserver_UPnP_Sanple.c */

/*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*************************

*

_UPnP_CheckVFi | e

Function description
Check if we have content that we can deliver for the requested
file using the VFile hook system

Par anet er s
sFi | eNane - Nane of the file that is requested
pl ndex - Pointer to a variable that has to be filled with

the index of the entry found in case of using a
fil ename<=>content |ist.

Alternative all conparisons can be done using the
filenanme. In this case the index is neaningless
and does not need to be returned by this routine.

Ret urn val ue
0 - We do not have content to send for this filenane,
fall back to the typical nethods for retrieving
a file fromthe Wb server.
1 - W have content that can be sent using the VFile
hook system

E I S T R I B I S B S . N . N

/
static int _UPnP_CheckVFile(const char * sFileNane, unsigned * plndex) {
unsi gned i

I
/'l Generated VFiles
I
if (strcnp(sFileNanme, "/upnp.xm") == 0) {
return 1
}
I
/1 Static VFiles
I
for (i = 0; i < SEGGER _COUNTOF(_VFileList); i++) {
if (strcnp(sFileNanme, _VFileList[i].sFileNane) == 0) {
*plndex = i;
return 1
}
}

return O

}

/*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*'k*************************

_UPnP_SendVFi |l e

Function description
Send the content for the requested file using the call back provided

E I I

Par anet ers
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pCont ext | n - Send context of the connection processed for
forwarding it to the call back used for output.
| ndex - Index of the entry of a fil ename<=>content Ii st
if used. Alternative all conparisons can be done
using the filenane. In this case the index is
meani ngl ess. |If using a fil ename<=>content |ist
this is faster than searching again.
sFi | eNane - Nanme of the file that is requested. In case of
working with the Index this is neaningless.
pf - Function pointer to the callback that has to be
for sending the content of the VFile.
pCont ext Qut - Qut context of the connection processed.
pDat a - Pointer to the data that will be sent
NunByt es - Nunber of bytes to send frompData. |If NunBytes

on pData expecting a string.

E I I R S T R N R N N N I

/

static void _UPnP_SendVFil e( void* pContextln,
unsi gned | ndex,

const char* sFil eNane,

is passed as 0 the send function will run a strlen()

void (*pf) ( void* pContextQut, const char* pData, unsigned NunBytes ))

{

(voi d) sFi | eNan®;

11

/'l Cenerated VFiles

11

if (strcnp(sFileNanme, "/upnp.xm") == 0) {
_UPnP_Gener at eSend_upnp_xm (pContextIn, pf);
return;

}

11

/'l Static VFiles

11

pf (pContextln, _VFileList[Index].pData, _VFileList[lndex].NunBytes);

}

static WEBS_VFI LE_APPLI CATI ON _UPnP_VFi |l eAPI = {
_UPnP_CheckVFi |l e,
_UPnP_SendVFi |l e

Ji 5
/* Excerpt from|P_Webserver_UPnP_Sanple.c */

/*********************************************************************

*

2 Mai nTask

=

voi d Mai nTask(void);

voi d Mai nTask(void) {
/1
/1l Activate UPnP with VFile hook for needed XML files
/1

| P_WEBS_AddVFi | eHook( & UPnP_VFi | eHook, & UPnP_VFileAPl, HTTP_ENCODI NG RAW ;

}
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11.43 IP_WEBS_CompareFilenameExt()

Description
Checks if the given filename has the given extension

Prototype

char | P_WEBS_Conpar eFi | enaneExt (const char * sFil enane,
const char * sExt);

Parameters
Parameter Description
sFi | enane Null-terminated filename, such as “Index.html”.
sExt Null-terminated filename extension with dot, such as “.html”.

Return value

=0 Match.
0 Mismatch.

Additional information

The test is case-sensitive, meaning:

| P_VEBS_Conpar eFi | enaneExt ("I ndex. htm ", ".htm") ---> Match

| P_VEBS_Conpar eFi | enaneExt ("I ndex. htnf, ".htm") ---> Msmatch
| P_VEBS_Conpar eFi | enaneExt ("I ndex. HTM.", ".htm ") ---> Msmatch
| P_VEBS_Conpar eFi | enaneExt ("I ndex. htm ", ".HTM.") ---> Msmatch
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11.44 IP_WEBS_ConfigSendVFileHeader()

Description

Configures behavior of automatically sending a header containing a MIME type associated
to the requested files extension based on an internal list for a requested virtual file.

Prototype
voi d | P_VWEBS_Confi gSendVFi | eHeader (U8 OnCOff) ;
Parameters
Parameter Description
Default: On.
e 0: Off, header will not be automatically generated and
o sent
e 1: On, header will be automatically generated.

Additional information

In case you decide not to let the Web server generate a header with the best content
believed to be known you will either have to completely send a header on your own or
sending a header using the function | P_VWEBS_SendHeader () . Sending a header has to be
done before sending any other content.
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11.45 IP_WEBS_ConfigSendVFileHookHeader()

Description

Configures behavior of automatically sending a header containing a MIME type associated
to the requested files extension based on an internal list for a requested file being served
by a registered VFile hook.

Prototype
voi d | P_VEBS_Confi gSendVFi | eHookHeader (U8 OnCff) ;
Parameters
Parameter Description
Default: On.
NG f e 0: Off, header will not be automatically generated and
sent.
e 1: On, header will be automatically generated.

Additional information

In case you decide not to let the Web server generate a header with the best content
believed to be known you will either have to completely send a header on your own or
sending a header using the function | P_VWEBS_SendHeader () . Sending a header has to be
done before sending any other content.
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11.46 IP_WEBS_DecodeAndCopyStr()

Description

Checks if a string includes url encoded characters, decodes the characters and copies them

into destination buffer.

Prototype
voi d | P_VWEBS_DecodeAndCopySt r ( char * pDest,
i nt Dest Len,
const char * pSrc,
i nt SrclLen);
Parameters
Parameter Description
pDest Buffer to store the decoded string.
Dest Len Size of the destination buffer.
pSrc Source string that should be decoded.
SrclLen Size of the source string.

Additional information

Destination string is 0-terminated. Source and destination buffer can be identical.

pSrc SrclLen pDest Dest Len
“FirstName=]%F6rg” 16 “FirstName=]o6rg” 15
“FirstName=John” 14 “FirstName=John” 15
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11.47 IP_WEBS_DecodeString()

Description

Checks if a string includes url encoded characters, decodes the characters.

Prototype
int | P_VWEBS DecodeString(const char * s);
Parameters
Parameter Description
S Pointer to a zero-terminated string.

Return value

<0 Error.
=0 String does not include url encoded characters. No change.
>0 Length of the decoded string excluding the terminating null character.
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11.48 IP_WEBS GetDecodedStrLen()

Description

Returns the length of a HTML encoded string when decoded excluding null character.

Prototype
int | P_VWEBS_Get DecodedStrLen(const char * s,
int Len);
Parameters
Parameter Description
S Pointer to a string.
Len Length of the source string excluding terminating null
character.
Return value
<0 Error.
>0 Length of decoded string excluding the terminating null character.
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11.49 IP_WEBS_GetNumParas()

Description

Returns the number of parameters/value pairs.

Prototype

int | P_VWEBS_GCet NunPar as(const char * sParaneters);

Parameters

Parameter Description

Null-terminated parameter string, such as

sParameters “Var1l=Val1&Var2=Val2”.

Return value

=-1 No parameter/value pair / error in parameter string detected
>0 Number of parameter/value pairs

Additional information

Parameters are separated from values by a “=". If a string includes more as one parameter/
value pair, the parameter/value pairs are separated by a “&"”. For example, if the virtual
file Send.cgi gets two parameters, the string should be similar to the following: “Send.cgi?
FirstName=Foo&LastName=Bar".

sParameter is in this case FirstName=Foo&LastName=Bar. If vyou call
| P_WEBS Get NunPar as() with this string, the return value will be 2.
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11.50 IP_WEBS_ GetParaValue()

Description

Parses a string for valid parameter/value pairs and writes results in buffer.

Prototype
int | P_VEBS_Cet ParaVal ue(const char * sBuffer,
i nt Par aNum
char * sPara,
int Par aLenl n,
char * sVal ue,
int Val ueLenl n);
Parameters
Parameter Description
sBuf fer Zero-terminated string that should be parsed.
Par aNum Zero-based index of the parameter/value pairs.
sPar a Buffer to store the parameter name (optional, can be NULL).
Size of the buffer to store the parameter (0 if sPar a is
Par aLenl n
NULL).
sVal ue Buffer to store the value (optional, can be NULL).
Val ueLenl n Size of the buffer to store the value (0 if sVval ue is NULL).

Return value

=0 OK
>0 Error

Additional information

A valid string is in the following format:

<Par anD>=<Val ue0>&<Par anil>=<Val uel>& ... <Paramm>=<Val uen>

If the parameter value string is FirstName=John&LastName=Doo and parameter 0 should
be copied, sPara will be FirstName and sVal ue John. If parameter 1 should be copied,
sPar a will be LastName and sVal ue Doo.
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11.51 IP_WEBS_GetParaValuePtr()

Description

Parses a string for valid parameter/value pairs and returns a pointer to the requested
parameter and the length of the parameter string without termination.

Prototype

int | P_WEBS_Cet ParaVal uePtr(const char * sBuffer,
i nt Par aNum
const char ** ppPara,
i nt * pParalen,
const char ** ppVal ue,
i nt * pVal ueLen);

Parameters
Parameter Description
Zero-terminated parameter/value string that should be
sBuf fer
parsed.
Par aNum Zero-based index of the parameter/value pairs.
Par a Pointer to the pointer locating the start of the requested
PP parameter name. (Optional, can be NULL.)
Par alen Pointer to a buffer to store the length of the parameter name
P without termination. (Optional, can be NULL.)
val ue Pointer to the pointer locating the start of the requested
PP parameter value. (Optional, can be NULL.)
val ueLen Pointer to a buffer to store the length of the parameter value
P without termination. (Optional, can be NULL.)

Return value

=0 OK
>0 Error

Additional information

A valid string is in the following format:

<Par anD>=<Val ue0>&<Par anil>=<Val uel>& ... <Paramm>=<Val uen>

This function can be used in case you simply want to check or use the parameters passed
by the client without modifying them. Depending on your application this might save you
a lot of stack that otherwise would have to be wasted for copying the same data that is
already perfectly present to another location. This saves execution time as of course the
data will not have to be copied.

Example

/* Excerpt from|P_Webserver_Sanple.c */

[ KKk kK Kk ok kK K Kk ok kKR K R R ko R Rk kK R R R ok kK R R R R Rk R Rk ok Rk R Rk R Rk Rk ok kK

*

* _cal | back_Cd _Send
*
/
static void _callback_Cd _Send(WEBS_OUTPUT * pQutput, const char * sParaneters) {
int r;
const char * pFirstNaneg;

int Fi r st NaneLen;
const char * plLast Nane;
int Last NaneLen;
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| P_VEBS_SendString(pQutput, "<HTM.><HEAD><TITLE>Virtual file exanple</TITLE></HEAD>");
| P_VEBS_SendString(pQutput, "<style type=\"text/css\"> \

H1, H1, H2, H4 { color: white; font-famly: Helvetica; } \

PRE { color: white; margin-left: 2% ; font-size=150% \

BODY{ paddi ng: Opx; margi n: Opx; text-align:center;
sans-serif; background: #6699CC url (bg. png) repeat-x;

font-famly: Verdana, Hel vetica,
font-size:11px; color:white } \

A:link { font-weight:bold; color:white; text-decoration:none; } \
A:visited { font-weight:bold; color:silver; text-decoration:none; } \
A:focus { font-weight:bold; color:white; text-decoration:underline; } \
A:hover { font-weight:bold; color:silver; text-decoration:none; } \
A:active { font-weight:bold; color:white; text-decoration:underline; }\

</style>");

| P_VEBS_SendString(pQut put, "<BODY><CENTER><HR><H1>Virtual file exanpl e</ Hl><HR></

CENTER><BR><BR><BR>") ;

r = | P_WEBS Get ParaVal uePtr(sParanmeters, 0, NULL, 0, &pFirstNane, &FirstNanelLen);
r | = | P_WEBS Get ParaVal uePtr(sParaneters, 1, NULL, 0, &plLastNane, &Last NaneLen);
if (r ==0) {

| P_VEBS_SendString(pQutput, "First nane: ");

| P_VWEBS_SendMen( pQut put, pFirstNane, FirstNanelLen);
| P_VEBS_SendString(pQutput, "<BR>Last nane: ");
| P_VEBS_SendMen( pQut put, pLastNane, Last NaneLen);

} else {
| P_VEBS_SendString(pQutput, "<BR>Error!");

| P_VEBS_SendString(pQut put, "<BR><BR><BR>");

| P_VEBS_SendString(pQut put, "<HR><CENTER><A HREF=\"i ndex. ht M ">Back to nmai n</ A></
CENTER><I MG SRC=\"l ogo. gi f\" ALT=\"Segger | ogo\">&nnbsp; &bsp; SEGGER M crocontrol | er
GrbH &anp; Co. KG &nbsp; &nbsp; <A HREF=\"ht t p: // www. segger . com " >www. segger . conk/ A></

BODY></ HTML>") ;
}
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11.52 IP_WEBS_GetConnectinfo()

Description

Retrieves the connect info that has been passed to the Web Server process function from
the application.

Prototype
voi d *|1 P_WEBS_GCet Connect | nf o( WEBS_OUTPUT * pCQut put);
Parameters
Parameter Description
pQut put Out context of the connection.

Return value

Connection info passed to process function.
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11.53 IP_WEBS_GetURI()

Description

Retrieves the requested URI up to the "?’ char or the “full URI” including '?’ character and
all characters up to the next space.

Prototype
char *I P_WEBS_Get URI (WEBS_OUTPUT * pQut put,
char Get Ful | URI);
Parameters
Parameter Description
pQut put Out context of the connection.

Switch to select between URI and “full URI”. URI contains the
resource address up to any delimiter such as “?”. The “full
Get Ful | URI URI” contains the complete resource address accessed up to
the next whitespace after the resource address including “?”
and following characters. 0: URI. 1: “full URI".

Return value

Pointer to URI or “full URI”. NULL in case “full URI"” was requested but no buffer was available
to store the “full URI".

Additional information

To support storing the “full URI” the define WVEBS_URI _ BUFFER_SI ZE needs to be set. If it is
not set or its size is too small, requesting the “full URI” will always return NULL.
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11.54 IP_WEBS_UseRawEncoding()

Description

Overrides the previously selected encoding of the Web Server to use RAW encoding. This
also means closing the connection after answering the request.

Prototype

voi d | P_WEBS_UseRawEncodi ng( WEBS_OUTPUT * pCQut put);

Parameters

Parameter Description

pQut put Out context of the connection.
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11.55 IP_WEBS AUTH_IsRequired()

Description

Gets the status of requiring auth for the request when using a custom auth implementation.

Prototype
voi d *1 P_VWEBS_AUTH_I| sRequi r ed( WEBS_QUTPUT * pQut put);
Parameters
Parameter Description
pQut put Connection context.

Return value

= NULL Request/resource is NOT protected.
# NULL Request/resource IS protected.
Additional information

In case no WEBS_ACCESS CONTROL table has been installed, a non NULL return value returns
the pointer set by the application using | P_WEBS AUTH_Set Requi red() .

In case a regular WEBS_ACCESS CONTROL table has been installed, the return value may
point to an internal dummy list or an entry of the WEBS_ACCESS CONTROL table installed by
the application and is not meant to be used at all.

For further information please refer to | P_WEBS_AUTH_Set Requi red() .
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11.56 IP_WEBS AUTH_SetRequired()

Description

Sets or removes requiring auth for the request when using a custom auth implementation.

Prototype
voi d | P_VWEBS_AUTH_Set Requi r ed( WEBS_QUTPUT * pQut put,
voi d *p),
Parameters
Parameter Description
pQut put Connection context.

Sets or removes requiring auth for the request. Can be
used to pass along information that can be accessed using
p | P_WEBS_AUTH_I sRequi red() .

e = NULL: No auth required for the request.

e # NULL: Further auth by the client is required.

Additional information

This function can be used to implement application based custom handling of HTTP client
auth.

It can be called at any time to change the auth requirement for a request before the internal
status WEBS_PROGRESS STATUS HEADER PARSED is reached.

Please be aware that when using a custom implementation and therefore not
installing a WEBS_ACCESS_CONTROL list, some (older) API that relies on it such as
| P_WEBS Get Prot ect edPat h() does not return correct results as the auth handling has
now become the responsibility of the application.

A typical implementation could be to wuse a progress callback registered
using | P_VEBS_AddPr ogressHook() to first examine the URI requested on status
WEBS PROCRESS STATUS METHOD URI _VER PARSED. If this shall be a protected path, call
this function with p # NULL .

"

Then in a header field hook callback registered for "“Authorization: using
| P_VWEBS_HEADER_AddFi el dHook() , the auth data provided can be evaluated. In case of
valid credentials, then call this function with p = NULL to indicate that the resource no longer
needs to be protected for this request. Testing if the resource has been declared protected
at all earlier, can be checked by using | P_WVEBS _AUTH | sRequi red() .

In case of not having seen the header field “Authorization: ”, a 401 response shall
be sent to the client from the application to let it know that it needs to present
credentials. Testing if the resource has been declared protected earlier can be checked
by using | P WEBS_AUTH | sRequi red() . After sending the 401 response, further handling
of the request should be aborted using | P_WEBS_Abort () with | P_WEBS_ABORT_TYPE_(K
. Sending the 401 response and aborting further processing can be implemented using
a progress callback registered using | P_WEBS_AddPr ogr essHook( ), reacting to the status
WEBS_PROGRESS STATUS HEADER PARSED .
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11.57 IP_WEBS AUTH_DIGEST CalcHAL()

Description

Calculates the auth digest MD5 hash for the HA1l hash value to use in the
WEBS_ACCESS_CONTRQOL table.

Prototype
void | P_WEBS_AUTH_DI GEST_Cal cHA1(const char * plnput,
unsi gned | nput Len,
char * pBuffer,
unsi gned Buf f er Si ze) ;
Parameters
Parameter Description
pl nput Input string of “User:realm:Pass”.
| nput Len Length of input string without termination.
Buf f er Pointer to buffer that is at least 32 bytes to hold the
P unterminated ASCII MD5 hash.
Buf fer Si ze 32 bytes or more.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



181 CHAPTER 11 IP_WEBS_AUTH_DIGEST_GetURI()

11.58 IP_WEBS AUTH_DIGEST GetURI()

Description

Retrieves the URI sent in the client authorization.

Prototype
voi d | P_VWEBS_AUTH DI GEST_Get URI (\EBS_OUTPUT * pQut put,
WEBS_AUTH_DI GEST_QUTPUT * pDi gest Qut put,
char * pBuffer,
unsi gned * pNunByt es) ;
Parameters
Parameter Description
pQut put Connection context.
pDi gest Qut put Auth digest context.
pBuf f er Where to store the URI.
pNunByt es Size of buffer. Number of characters stored.

Additional information

This function is only valid to be used from an auth digest callback and can be used if no
new nonce is to be generated (which means the client has sent an authorization line) to
retrieve this field value for a look up e.g. in a nonce cache.
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IP_WEBS_GetProtectedPath()

11.59 IP_WEBS_GetProtectedPath()

Description

Retrieves the protected path that is tried to access by the current request.

Prototype
char *1 P_WEBS_Get Pr ot ect edPat h( WEBS_COUTPUT * pQut put);
Parameters

Parameter Description
pQut put Output context.

Return value

No protected path is accessed: NULL. Protected path is accessed : Path string.
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11.60 IP_WEBS UseAuthDigest()

Description
Use auth digest instead of auth basic for HTTP authentication.

Prototype
voi d | P_VEBS_UseAut hDi gest (const WEBS_AUTH DI GEST_APP_API * pAPI);
Parameters
Parameter Description
pPAPI Auth digest application API to use.

Additional information
Refer to Structure WEBS_AUTH DI GEST_APP_API on page for more information.
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11.61 IP_WEBS METHOD AddHook()

Description

Registers a callback to serve special content upon call of a METHOD.

Prototype
voi d | P_WEBS_METHOD AddHook( WEBS_METHOD_HOOK * pHook,
| P_VEBS_pf Met hod pf,
const char * sURI);
Parameters
Parameter Description
pHook Pointer to a structure of WEBS METHOD HOCK.
pf Callback function for special METHOD implementation.
SUR Location that will execute the registered METHOD hook
instead of handling it like a typical web site.

Additional information

The function can be used to implement Web applications that need to make use of
METHODs in a special way such as REST (REpresentational State Transfer) that
uses GET and POST in a different way they are typically used by a Web server. Refer to
Structure VVEBS_METHOD _HOOK on page for detailed information about the structure
WEBS_METHOD HOOK. Refer to Callback | P_VEBS pf Met hod on page for detailed
information about the callback parameters of | P_WEBS_pf Met hod.

Typically one URI on the server is used to serve such a special need and this function allows
redefining METHODs for a specific URI for such cases. Locations within this URI such as
/URI/1 in case / URI has been defined for the hook are served by the hook as well. In
case further hooks are placed inside paths of other hooks the hook with the deepest path
matching the requested URI will be used.

Example

/* Excerpt from Wbserver_DynContent.c */

/*********************************************************************

*

k _REST cb
*
* Function description
* Cal | back for denonstrational REST inplenentation using a METHCD
* hook. As there is no clearly defined standard for REST this
* i npl enentation shall act as sanple and starting point on how
* REST support coul d be inplenented by you.
*
* Paraneters
* pCont ext - Context for incomng data
* pQut put - Context for outgoing data
* shet hod - String containing used METHOD
* sAccept - NULL or string containing value of "Accept" field of HTTP header
* sContent Type - NULL or string containing value of "Content-Type" field of
k HTTP header
* sResource - String containing UR that was accessed
* Cont ent Len - 0 or length of data submtted by client
*
* Return val ue
* 0 - OK
* O her - Error
*/
static int _REST cb( voi d *pCont ext ,
WEBS_QUTPUT *pCQut put,

const char *sMet hod,

const char *sAccept,

const char *sCont ent Type,
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const char *sResour ce,
u32 ContentlLen ) {
int Len;
char acAccept[128];
char acCont ent Type[ 32] ;

/11
/1 Strings |ocated at sAccept and sContent Type need to be copied to
/] another |ocation before calling any other Wb Server APl as they
/1 will be overwitten.
/11
if (sAccept) {
_CopysString(acAccept, sAccept, sizeof(acAccept));
}
if (sContentType) {
_CopysString(acCont ent Type, sContent Type, sizeof (acContentType));
}
/11
/1 Send inplenmentation specific header to client
/11
| P_VEBS_SendHeader (pQut put, NULL, "application/REST");
/11
// Qutput information about the METHOD used by the client
/11
I P_VEBS_SendStri ng(pQut put, "METHOD: ");
| P_VEBS_SendString(pQut put, sMethod);
| P_VEBS_SendString(pQutput, "\n");
/11
/] Qutput information about which URI has been accessed by the client
/11
| P_VEBS_SendString(pQutput, "URI: ");
| P_VEBS_SendString(pQut put, sResource);
| P_VEBS_SendString(pQutput, "\n");
/11
/1 Qutput information about "Accept" field given in header sent by client, if any
/11
if (sAccept) {
I P_VEBS_SendString(pQut put, "Accept: ");
| P_VEBS_SendStri ng(pQut put, acAccept);
| P_VEBS_SendString(pQutput, "\n");
}
/11
// Qutput information about "Content-Type" field given in header sent by
// client, if any
/11
if (sContentType) {
| P_VEBS_SendString(pQutput, "Content-Type: ");
| P_VEBS_SendStri ng(pQut put, acContentType);
}
/11
/] Qutput content sent by client, or content previously sent by client that has
/'l been saved
/11

if ((_acRestContent[0] || ContentlLen) && sContentType) ({
| P_VEBS_SendString(pQutput, "\n");

}

if (_acRestContent[0] || ContentlLen) {
| P_VEBS_SendString(pQutput, "Content:\n");

}

if (ContentlLen) {

/11

/1 Update saved content

/11

Len = SEGGER M N(si zeof (_acRest Content) - 1, Contentlen);

| P_WEBS_METHOD CopyDat a( pCont ext, _acRestContent, Len);

_acRest Content[Len] = 0;
}
if (_acRestContent[0]) {

| P_VEBS_SendSt ri ng(pCQut put, _acRestContent);

}

return O;

}

/*********************************************************************

*

* Mai nTask
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*/
voi d Mai nTask(void);
voi d Mai nTask(void) {
/11
/'l Register URI "http://<ip> REST" for denobnstrational REST inplenentation
/11
| P_WEBS_METHOD_AddHook( & Met hodHook, _REST_chb, "/REST");

}
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11.62 IP_WEBS _METHOD AddHook_SingleMethod ()

Description

Registers a callback to serve special content upon call of a METHOD.

Prototype
voi d | P_WEBS_METHOD AddHook_Si ngl eMet hod( WEBS_METHOD_HOOK * pHook,
| P_WEBS_pf Method  pf,
const char * sURI,
const char * sMet hod) ;
Parameters
Parameter Description
pHook Pointer to a structure of WEBS METHOD HOCK.
pf Callback function for special METHOD implementation.
SURI Location that will execute the registered METHOD hook
instead of handling it like a typical web site.
<Met hod Pointer to a string with a single METHOD to register such as
“DELETE".

Additional information

Same as | P_VWEBS_METHOD AddHook() but registers only on a single METHOD such as
“DELETE” instead of forwarding all METHODSs to a registered hook URI. This allows serving
a page regularly using the standard GET/POST while at the same time making available
special handling with other METHODs on the same URI.

Single METHOD hooks override generic METHOD hooks. This means that it is possible to
register a generic hook using | P_VWEBS_METHOD AddHook() for all “other” METHODs and
only register another hook to be executed upon for example "DELETE".
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11.63 IP_WEBS METHOD_CopyData()

Description

This function can be called from a METHOD hook callback to copy the received amount of
data as stated by the “Content-Length” field of the header.

Prototype
int | P_VWEBS METHOD CopyDat a(void * pCont ext,
voi d * pBuffer,
unsi gned NunmByt es) ;
Parameters
Parameter Description
pCont ext METHOD context for incoming data.
pBuf f er Buffer to store data into.
NunByt es Number of bytes to read.

Return value

<0 Error
=0 Connection closed
>0 Number of bytes read

Additional information

The function can be used to implement Web applications that need to make use of
METHODs in a special way such as REST (REpresentational State Transfer) that
uses GET and POST in a different way they are typically used by a Web server. Refer to
Structure VVEBS_METHOD _HOOK on page for detailed information about the structure
WEBS_METHOD HOOK. Refer to Callback | P_VEBS pf Met hod on page for detailed
information about the callback parameters of | P_WEBS_pf Met hod.

Typically one URI on the server is used to serve such a special need and this function allows
redefining METHODs for a specific URI for such cases. Locations within this URI such as
/URI/1 in case / URI has been defined for the hook are served by the hook as well. In
case further hooks are placed inside paths of other hooks the hook with the deepest path
matching the requested URI will be used.
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11.64 IP_WEBS WEBSOCKET AddHook()

Description

This function registers a WebSocket hook that can be used to
implementation.

connect to a WebSocket

Prototype
voi d | P_WEBS_WEBSOCKET AddHook ( WEBS_WEBSOCKET _HOOK  * pHook,
const | P_WEBS _WEBSOCKET_APl * pAPI,
const char * sURI,
const char * sProto);
Parameters
Parameter Description
pHook Pointer to a structure of WVEBS WEBSOCKET _HOCK.
pAPI Web Server WebSocket API layer to use.
Resource to register for WebSocket usage instead of
sURI . . . .
handling it like a typical website.
WebSocket protocol name. If no sub protocol is desired, use
sProto . .
an empty string. Not optional!

Additional information

This function is only meant to register an URI for using it with the WebSocket protocol. A

WebSocket stack is required for handling the protocol itself.
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11.65 IP_WEBS HEADER AddFieldHook()

Description

Registers a callback that will be notified if the registered header field is received.

Prototype
voi d | P_WEBS_HEADER AddFi el dHook( VEBS_OUTPUT * pQut put,
VEBS_HEADER FI ELD HOOK * pHook,
| P_VEBS_pf Header Fi el d pf,
const char * sField);
Parameters
Parameter Description
pQut put Connection context.
pHook Pointer to a structure of WEBS HEADER FI ELD HOOK.
f Callback function that gets notified if the registered header
P field is received.
sField Header field to catch, e.g.: “Cookie: ".

Additional information

This function can be used to notify a callback for example if an HTTP cookie is received via
the header field “"Cookie: ”. Multiple hooks can be registered to the same context but each
header is only allowed to be registered once. Hooks need to be registered for each new
request again. Use | P_WEBS_AddPr ogr essHook() if unsure when a request begins/ends.
Other callback mechanism can be used as well.

The callback pf can return either VEBS_OK to remove the current line with the header field
from the input buffer or return with WEBS_HEADER_FI ELD_UNTOUCHED if, and only if, the line
has not been modified by reading it form the input buffer or something else. In case of
WEBS_HEADER FI ELD_UNTOUCHED the line will then be processed as it would normally by
the server.

“Reading” also includes calls to | P_VEBS_HEADER Get Fi ndToken() and
| P_WEBS_HEADER_ CopyDat a() . If either has been used the callback should return VEBS_CK.
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11.66 IP_WEBS HEADER CopyData()

Description

Copies the requested amount of data from line with the current header field.

Prototype

int | P_VWEBS HEADER CopyDat a(const WEBS_OUTPUT * pCQut put,
voi d * pBuffer,
unsi gned Buf ferSi ze,

unsi gned * pNunByt esLeft);

Parameters
Parameter Description
pQut put Connection context.
pBuf f er Buffer where to store data from input buffer into.
Buf ferSi ze Buffer size.
Where to store the number of bytes left to read from the
PRNunBytesLeft current line. Can be NULL.

Return value

<0 Error.
>0 Number of bytes read.

Additional information

This function can be called multiple times until pNunByt esLeft tells you that the end of
the line has been reached.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



192

CHAPTER 11 IP_WEBS_HEADER_GetFindToken()

11.67 IP_WEBS HEADER GetFindToken()

Description

Searches the current header line for a token and copies its value into a buffer.

Prototype
int | P_VWEBS HEADER Get Fi ndToken(const WEBS_OUTPUT * pQut put,
const char * sToken,
i nt TokenLen,
char * pBuffer,
i nt Buf f er Si ze) ;
Parameters
Parameter Description
pQut put Connection context.
sToken Token to find in current header line e.g. “pagecnt”.
TokenLen Length of token to find without string termination.
Buffer where to store the value if the token is found. The
pBuf f er value is not automatically string terminated. Can be NULL to
check for a token and its length.
Buf fer Si ze Size of buffer at pVal Buf fer .

Return value

<0 Token not found.

=20 Token found, length of value (0 if token without value “HttpOnly;"). If pBuf f er

is not big enough,

returned.

Additional information

This function is meant to

the copy is aborted but the length of the value if it would fit is

be used from an | P_VWEBS HEADER AddFi el dHook() callback

once a header field to catch has been found. This function is an alternative to using
| P_WEBS HEADER CopyDat a() as it allows to copy only the token you are looking for instead
of copying the whole line from the input buffer. It does not only allow to process a single
token with less memory but also allows to check for tokens more easily.

emWeb User Guide & Reference Manual

© 2010-2026 SEGGER Microcontroller GmbH



193 CHAPTER 11 IP_WEBS_HEADER_SetCustomFields()

11.68 IP_WEBS HEADER_SetCustomFields()

Description

Sets a custom string of header fields to be included with the next header sent.

Prototype
voi d | P_WEBS_HEADER Set Cust onFi el ds( WEBS_OQUTPUT * pQut put,
const char * sAddFi el ds);
Parameters
Parameter Description
pQut put Connection context.

String with additional header fields. The pointer has

to remain valid until the request has been completely
sAddFi el ds processed (or at least the header has been sent). Use

| P_VEBS_AddPr ogr essHook() to get notified about the END
event of the request.

Additional information

This function can be used to set custom header fields to be sent like a "Set-Cookie:” header
field to create an HTTP cookie.

Remark on usage for cookies: Only one cookie token=value pair can be set in one “Set-
Cookie” line. To add multiple token=value pairs you have to add multiple “Set-Cookie” lines.
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11.69 IP_WEBS AddUpload()

Description
Adds the upload functionality to the Web server

Prototype
int | P_VEBS_AddUpl oad(voi d);

Return value

1 Upload added.
0 Upload not added. (WEBS_SUPPORT _UPLQAD = 0)

Additional information

A real file system like emFile is required to upload files. Calling this function has no effect
if the compile time switch WEBS_SUPPORT_UPLQAD is not defined to 1. In library versions of
the Web server WEBS_SUPPORT_UPLQAD is always defined to 1.
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11.70 IP_WEBS_ChangeUploadMaxFileSize()

Description

This function allows to change the maximum file size allowed for the file that is in upload.

Prototype
voi d | P_VWEBS_ChangeUpl oadMaxFi | eSi ze( WEBS_QUTPUT * pQut put,
u32 MaxFi | eSi ze) ;
Parameters
Parameter Description
pQut put Connection context.
MaxFi | eSi ze Maximum number of bytes to accept for the file upload.

Additional information

This function is only valid to be called from the | P_VEBS pf Mbdi f yTenpFi | enane callback.
It can be used after peeking on the file name that is uploaded and identifying its extension
to limit the maximum upload size before actually receiving the data. This can be used to
prevent large image uploads for avatars and other things that do not make sense for the
application.
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11.71 IP_WEBS_GetUploadFilename()

Description

Copies the original filename of an upload into the given buffer.

Prototype
unsi gned | P_WEBS_GCet Upl oadFi | enane( WEBS_QUTPUT * pQut put,
char * pBuffer,
u32 Buf f er Si ze) ;
Parameters
Parameter Description
pQut put Connection context.
pBuf f er Buffer where to store the filename.
Buf fer Si ze Size of destination buffer.

Return value

Number of characters copied including string termination: > 0 Error : = 0

Additional information
This function is only valid to be called from the | P_VEBS_pf Modi f yTenpFi | enane callback.
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11.72 IP_WEBS_SetUploadAPI()

Description
Sets the upload API of type WVEBS UPLOAD API to use.

Prototype
voi d | P_VWEBS_Set Upl oadAPI (const WEBS_UPLOAD APl * pAPI);
Parameters
Parameter Description
pPAPI Pointer to upload API.
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11.73 IP_UTIL_BASE64 Decode()

Description
Performs chunked Base64 encoding according to RFC 3548 .

Prototype

int | P_UTIL_BASE64_Decode(const U3 * pSrc,
i nt SrclLen,
U8 * pDest,
int * pDestlen);

Parameters
Parameter Description
pSrc Pointer to the data to decode.
SrclLen Number of bytes to decode.
Pointer to the destination buffer. Can be the same as pSrc
pDest . :
for in-place decoding.
Pointer to the destination buffer size. Has to be a
Dest Len minimum of 3 bytes to be able to decode one whole
P Base64 word. Stores the number of bytes used in the
destination buffer.

Return value

=20 Number of source bytes decoded. Check the returned number of bytes against
your SrcLen parameter. If less than SrclLen is returned this means that the
destination buffer was full but at least one Base64 word was decoded to pDest .

<0 Error, destination buffer too small to decode at least one Base64 word or less
than one Base64 word (4 bytes) available to decode.

Additional information

For more information, refer to http://tools.ietf.org/html/rfc3548 and http://tools.ietf.org/
html/rfc2440.
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11.74 IP_UTIL_BASE64 Encode()

Description

Performs Base64 encoding according to RFC 3548 .

Prototype

int | P_UTIL_BASE64_Encode(const U3 * pSrc,

i nt SrclLen,
U8 * pDest,
int * pDestlen);

Parameters
Parameter Description
pSrc Pointer to the data to encode.
SrclLen Number of bytes to encode.
pDest Pointer to the destination buffer.
Pointer to the destination buffer size. Stores the
pDestLen number of bytes used in the destination buffer.

Return value

=20 Number of source bytes encoded. Check the returned number of bytes against
your SrcLen parameter. If less than SrclLen is returned this means that the
destination buffer was full but at least one Base64 word was stored at pDest .
<0 Error, destination buffer too small to store at least one Base64 word.

Additional information

For more information, refer to http://tools.ietf.org/html/rfc3548 and http://tools.ietf.org/

html/rfc2440.
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11.75 IP_UTIL_BASE64 EncodeChunk()

Description

Performs chunked Base64 encoding according to RFC 3548 .

Prototype
int | P_UTIL_BASE64_EncodeChunk( | P_UTI L_BASE64_CONTEXT * pCont ext,
const U8 * pSrc,
i nt SrclLen,
us * pDest,
i nt * pDest Len,
char | sLast Chunk) ;
Parameters
Parameter Description
Cont ext Context holding continue information between chunks.
P Needs to be initialized with zero by application.
pSrc Pointer to the data to encode.
SrclLen Number of bytes to encode.
pDest Pointer to the destination buffer.
Dest Len Pointer to the destination buffer size. Stores the
P number of bytes used in the destination buffer.
Is this the last chunk of the data to encode ?
e = 0: Further chunks will follow, carry over
less than 3 bytes from the input into the next chunk that will
| sLast Chunk
be encoded.
e # 0: Last chunk, store all bytes left, even
if not a multiple of 3.

Return value

=20 Number of source bytes encoded. If this is not the last chunk, a further call
is required for more input or to finalize. Check the returned number of bytes
against your SrcLen parameter. If less than SrclLen is returned this means that
the destination buffer was full but at least one Base64 word was stored at pDest

<0 Error, destination buffer too small to store at least one Base64 word.

Additional information

For more information, refer to http://tools.ietf.org/html/rfc3548 and http://tools.ietf.org/

html/rfc2440.
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11.75.1 IP_WEBS_UTIL_ GetHeaderCountByName()

Description
Counts the number of occurrences of a header line by the name of the HTTP header
parameter.
Prototype
int | P_VWEBS_UTI L_Get Header Count ByNane( const char * sPar amNane,
const char * pHeader,
unsi gned Header Len) ;
Parameters
Parameter Description
sPar amName Name of the header parameter to search for.
pHeader Pointer to the start of the header buffer.
Header Len Length of the header buffer in bytes.

Return value

Number of occurrences found.
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11.75.2 IP_WEBS _UTIL_GetHeaderLinelndexByName()

Description

Search for a header line by the name of the HTTP header parameter.

Prototype
int | P_VWEBS_UTI L_Get Header Li nel ndexByNane( const char * sPar anmNane,
const char * pHeader,
unsi gned Header Len,
i nt occurrence,
const char ** ppLineStart,
unsi gned * pLineLen);
Parameters
Parameter Description
sPar amName Name of the header parameter to search for.
pHeader Pointer to the start of the header buffer.
Header Len Length of the header buffer in bytes.
occurrence Occurrence of the header line to search for (0..n).
ppLi neSt art Pointer to pointer where to save the start of the line.
pLi neLen Pointer to a variable where to save length of the line.

Return value

1 Not found.
0 Index of line found.

vVl
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11.75.3 IP_WEBS_UTIL_GetHeaderLine()

Description

Returns a line from a HTTP header.

Prototype
int | P_VWEBS_UTI L_Get Header Li ne(const char * pHeader,

unsi gned Header Len,

unsi gned Li nel ndex,

const char ** ppLineStart,

unsi gned * pLineLen);

Parameters
Parameter Description

pHeader Pointer to the start of the header buffer.
Header Len Length of the header buffer in bytes.
Li nel ndex Index of the line to return (0..n).
ppLi neStart Pointer to pointer where to save the start of the line.
pLi neLen Pointer to a variable where to save length of the line.

Return value

=0 Line found, the pointer to the start is saved inside the pointer pointed to by
ppLi neStart.
*0 Error.
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11.75.4 IP_WEBS_UTIL_ GetRequestMethod()

Description
Extracts the HTTP request method from the header.

Prototype
int | P_VWEBS UTIL_Get Request Met hod(const char * pHeader,
unsi gned Header Len,
char * pBuf,
unsi gned Buf Si ze) ;
Parameters
Parameter Description
pHeader Pointer to the start of the header buffer.
Header Len Length of the header buffer in bytes.
pBuf Buffer to store the method string.
Buf Si ze Size of the destination buffer.

Return value

=0 Ok, Method found and saved to pBuf .
<0 Invalid parameters, method not found or buffer too small.
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12.1 Overview

CHAPTER 12 Overview

Structure / Callback

Description

VEEBS_CG

Used to store the CGI command names
and the pointer to the proper callback
functions.

WEBS_ACCESS_CONTRCL

Used to store information for the HTTP
Basic/Digest Authentication scheme.

WEBS_APPLI CATI ON

Used to store application-specific
parameters.

| P_WEBS_FI LE_I NFO

Used to store file-specific parameters.

VEBS_VFI LE_APPLI CATI ON

Used to check if the application can
provide content for a simple VFile.

WEBS_VFI LE_HOOK

Used to send application generated
content from the application upon request
of a specific file name.

VEBS_FI LE_TYPE

Used to extend or overwrite the file
extension to MIME type correlation.

WEBS_FI LE_TYPE_HOOK

Used to extend or overwrite the file
extension to MIME type correlation.

VEBS _METHOD_HOOK

Used to extend the usage of METHODs in
the Web server for a given URI.

VEBS_PRE_CONTENT _OUTPUT _HOOK

Used to intercept the Web server before
content is generated and sent.

WEBS_USER_AUTH_| NFO

Returns information about user
authentication events.

WEBS_AUTH_FAI LED_| NFO

Used to pass information to a callback
registered to be informed about an
unsuccessful authentication attempt.

WEBS _PROGRESS_HOOK

Used to get notified of the current
progression of the requests served.

VEBS_PROGRESS_| NFO

Used to pass information to a callback
registered to be notified about the
progression.

VEBS_REQUEST _NOTI FY_HOOK

Used to get notified of incoming requests
to the Web server.

WEBS_REQUEST_NOTI FY_I NFO

Used to pass information to a callback
registered to be notified upon a request to
the Web server.

WEBS_AUTH DI GEST_APP_API

Used to interact with the application when
Digest Authentication is used.

VEBS_| NDEX_AUTOCOVPLETE_| TEM

List item to autocomplete an index request
(URI ending with a slash ’/’).

VEBS_| NDEX_RULE

Rule for handling an index request (URI
ending with a slash /’).

| P_W\EBS_ABORT_TYPE

Abort types for an early out of the web
server processing.

emWeb User Guide & Reference Manual

© 2010-2026 SEGGER Microcontroller GmbH



207 CHAPTER 12 WEBS_CGI

12.2 WEBS CGl

Description

Used to store the CGI command names and the pointer to the proper callback functions.

Type definition

typedef struct {

const char * sNane;
typedef void ( * pf( (VWEBS_QOUTPUT * pCut put,
const char * sParaneters,
const char * sVal ue);
} WEBS_Cd ;

Structure members

Member Description
sNane Name of the CGI command.

pf Pointer to a callback function.

Additional information

Refer to Common Gateway Interface (CGI) on page 69 for detailed information about the
use of this structure.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



208

CHAPTER 12 WEBS_ACCESS_CONTROL

12.3 WEBS_ACCESS_CONTROL

Description

Used to store information for the HTTP Basic/Digest Authentication scheme.

Type definition

typedef struct {
const char * sPath;
const char * sRealm
const char * sUserPass;

const char * sCredenti al sHash;

} WEBS_ACCESS_CONTRCOL;

Structure members

Member Description
sPat h A string which defines the path of the resources.
SReal m A string which defines the realm which requires
authentication. Optional, can be NULL.
A string containing the user name[/password] combination.
e Basic auth: “User:Pass”.
sUser Pass

e Digest auth: “User”.
e Optional, can be NULL.

sCredenti al sHash

A string containing the Digest credentials hash.
e Basic auth: Not used.

e Digest auth: MD5("User:Realm:Pass”).

e Optional, can be NULL.

Additional information

If sReal m is initialized with NULL, sUserPass is not interpreted by the Web server.
Refer to Basic Authentication on page 97 for detailed information about the HTTP Basic
Authentication scheme and Digest Authentication on page 100 about the HTTP Digest

Authentication scheme.
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12.4 WEBS_APPLICATION

Description

Used to store application-specific parameters.

Type definition

typedef struct {

const WEBS_Cd * paCd ;
WEBS_ACCESS_CONTROL * paAccess;
typedef void ( * pf Handl ePar anet er ( (WEBS_QUTPUT * pQut put,
const char * sPar a,
const char * sVal ue);
const WEBS_VFILES * paVFil es;
} VEBS_APPLI CATI ON;
Structure Members
Member Description
paCd Pointer to an array of structures of type WEBS_Cd .
paAccess Pointer to an array of structures of type WVEBS_ACCESS CONTROL.
pf Handl ePar anet er | Fallback callback in case paCd is NULL.
paVFi | es Pointer to an array of structures of type VEBS_VFI LES.
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12.5 IP_WEBS_FILE_INFO

Description

Used to store file-specific parameters.

Type definition

typedef struct {

const | P_FS_API * pFS_API;

u32 Dat eLast Mod;

u32 Dat eExp;

us I sVirtual;

us Al | owDynCont ent ;

} | P_VEBS_FI LE_I NFO

Structure members

Member Description

pFS_API Allows override of FS API to use for a file.

Dat eLast Mbd The fjgte"when the_ file has been last modified. Used for “Last
modified” header field.

Dat eExp The datg of the expiration of the validity. Used for “Expires
header field.

, Flag to indicate if a file is virtual or not. Valid values are O for
I sVirtual

non-virtual, 1 for virtual files.

Al | owDynCont ent

Flag to indicate if a file should be parsed for dynamic content
or not. 0 means that the file should not be parsed for
dynamic content, 1 means that the file should be parsed

for dynamic content. Guard to avoid unnecessary parsing of
static files.

emWeb User Guide & Reference Manual

© 2010-2026 SEGGER Microcontroller GmbH



211 CHAPTER 12 WEBS_VFILE_APPLICATION

12.6 WEBS_VFILE_APPLICATION

Description

Used to check if the application can provide content for a simple VFile.
Type definition

t ypedef struct WEBS_VFI LE_APPLI CATI ON {
int (*pfCheckVFile)(const char* sFileNanme, unsigned* plndex);
voi d (*pfSendVFile) (void* pContextln,
unsi gned | ndex,
const char* sFil eNane,
void (*pf) (void* pContextQut,
const char* pbDat a,
unsi gned NunmBytes));
} VEBS_VFI LE_APPLI CATI ON;

Structure Members

Member Description
Pointer to a callback for checking if content for a requested file name

pf CheckVFi e can be served.
Pointer to a callback for actually sending the content for the
requested file name using the provided callback pf . In case

of SendVFi | e NumBytes is passed with ‘0’ the callback expects to find a string and

will automatically run strlen() to find out the length of the string
internally. In case NumBytes is not passed >0’ only NumBytes from
the start of pDat a will be sent.
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12.7 WEBS_VFILE_HOOK

Description

Used to send application generated content from the application upon request of a specific
file name.

Type definition

typedef struct {
struct WEBS_VFI LE_HOOK * pNext ;
WEBS_VFI LE_APPLI CATI ON * pVFi | eApp;
us For ceEncodi ng;
} VEBS_VFI LE_HOCK;

Structure members

Member Description

pNext Internal use.
pVFi | eApp Pointer to an element of type WEBS_VFI LE_APPLI CATI ON.

Encoding to use.

e HTTP_ENCODI NG_RAW

e HTTP_ENCODI NG CHUNKED

e HITP_ENCCODI NG FROM CONTEXT

For ceEncodi ng

Additional information

Refer to WEBS_VFI LE_HOOK on page 212 for detailed information about the structure
WEBS_VFI LE_HOOK. Refer to WEBS_VFI LE_APPLI CATI ON on page 211 for detailed information
about the structure WEBS_VFI LE_APPLI CATI ON.
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12.8 WEBS FILE_TYPE

Descripti

on

Used to extend or overwrite the file extension to MIME type correlation.

Type definition

typedef struct {

const char * sExt;
const char * sContent;
} WEBS_FI LE_TYPE;

Structure members

Member Description
sExt String containing the extension without leading dot.
sCont ent String containing the MIME type associated to the extension.
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12.9 WEBS FILE_TYPE_HOOK

Description

Used to extend or overwrite the file extension to MIME type correlation.

Type definition

typedef struct {
struct WEBS FI LE_TYPE HOOK * pNext;
VWEBS_FI LE_TYPE Fi | eType;
} WEBS_FI LE_TYPE_HOOK;

Structure Members

Member Description

Pointer to the previously registered element of
VEBS_FI LE_TYPE_HOOK.

Fi l eType Element of Structure VEBS_FI LE_TYPE.

pNext

Additional information

Refer to WEBS_FI LE_TYPE on page 213 for detailed information about the structure
WEBS_FI LE_TYPE.
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12.10 WEBS_METHOD_ HOOK

Description
Used to extend the usage of METHODs in the Web server for a given URI.
Type definition

typedef struct {
struct WEBS_METHOD HOOK * pNext ;
*

const char sURI ;
const char * sMet hod;
| P_WEBS_pf Met hod pf ;
} VEBS_METHOD HOCK;
Structure Members
Member Description
pNext Pointer to the previously registered element of WEBS_VETHOD HOCK.
sUR URI registered for METHODs callback.
sMet hod Pointer to a string with a single METHOD to register.
f Pointer to callback handling the requested method of type Callback
P | P_VEBS_pf Met hod.
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12.11 WEBS_PRE_CONTENT _OUTPUT_HOOK

Description
Used to intercept the Web server before content is generated and sent.

Type definition

typedef struct {
struct WEBS_PRE_CONTENT_OUTPUT_HOCK * pNext ;
| P_VEBS_pf Pr eCont ent Qut put pf;
VEBS_PRE_QOUTPUT_MASK Mask;
} WVEBS_PRE_CONTENT_QUTPUT_HOCK;

Structure Members

Member Description
Next Pointer to the previously registered element of
P VEBS_PRE_CONTENT_OUTPUT _HOCK.
pf Pointer to callback of type Callback | P_WEBS pf Pr eCont ent Qut put .
Mask of bitwise-OR’d WEBS_PRE_QUTPUT_MASK_* values when to
Mask
execute the callback.
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12.12 WEBS_USER_AUTH_INFO

Description
Returns information about user authentication events. Currently only successful auth.

attempts are reported.

Type definition

typedef struct {
const WEBS_ACCESS _CONTRCL * pAccess;

WEBS_USER_AUTH_EVENT
} VEBS_USER AUTH_| NFQ

Structure members

Event ;

Member

Description

pAccess

Pointer to the access control list entry that the user
authenticated against. Can be NULL if not for a successful
authentication attempt.

Event

Authorization event that has happened.
e \VEBS USER AUTH EVENT_ SUCCESS
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12.13 WEBS_AUTH_FAILED_INFO

Description

Used to pass information to a callback registered to be informed about an unsuccessful
authentication attempt.

Type definition

typedef struct {
const WVEBS_ACCESS CONTROL * pNeedsAut h;
const char * acUser Pass;
const char * pPat h;

} WEBS_AUTH_FAI LED | NFO

Structure members

Member Description
pNeedsAut h Pointer to VEBS ACCESS CONTRCL entry.
acUser Pass String containing user:pass combination from request.
pPat h Contains URI path.
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12.14 WEBS_PROGRESS_HOOK

Description
Used to get notified of the current progression of the requests served.

Type definition

typedef struct {

struct WEBS_PROGRESS HOOK * pNext;
| P_VEBS_pf Progress pf ;
} WEBS_PROGRESS_ HOCK;

Structure Members

Member

Description

pNext

Pointer to the previously registered element of WEBS PROGRESS HOCK.

pf

Pointer to callback handling the requested method of type Callback
| P_VEBS pf Progress.
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12.15 WEBS_PROGRESS_INFO

Description

Used to pass information to a callback registered to be notified about the progression.
Type definition

typedef struct WEBS_PROGRESS | NFO {
VEBS_QUTPUT *pQut put ;
WEBS PROGRESS _STATUS St at us;
uni on {
WEBS_USER_AUTH_| NFO User Aut h;
} Dat a;
} WEBS_PROGRESS | NFO,

Structure Members

Member Description

pQut put Connection context.

Current progression status:
- VEBS_PROGRESS _STATUS BEG N
- VEBS_PROGRESS _STATUS_METHOD _URI _VER PARSED

Status - VEEBS_PROGRESS_STATUS_HEADER_PARSED

- VEBS_PROGRESS _STATUS_USER_AUTH

- VEBS_PROGRESS_STATUS_END

Contains additional information for the state if available. At the
Dat a moment only WEBS_PROGRESS STATUS USER_AUTH has additional

information. For this status please refer to WEBS_USER_AUTH_| NFO for
the additional information available.
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12.16 WEBS_REQUEST NOTIFY_HOOK

Description

Used to get notified of incoming requests to the Web server.
Type definition
typedef struct {

struct WEBS_REQUEST_NOTI FY_HOOK * pNext ;

| P_VEBS_pf Request Notify pf;
} VEEBS_REQUEST_NOTI FY_HOOK;

Structure Members

Member Description
Next Pointer to the previously registered element of
P VEBS_REQUEST_NOTI FY_HOOK.
f Pointer to callback handling the requested method of type Callback
P | P_VWEBS pf Request Notify.
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CHAPTER 12 WEBS_REQUEST_NOTIFY_INFO

12.17 WEBS_REQUEST_NOTIFY_INFO

Description

Used to pass information to a callback registered to be notified upon a request to the Web

Server.

Type definition

typedef struct {

const char
WEBS_QUTPUT * pQut put ;

us

* sUri;

Met hod;

} WEBS_REQUEST_NOTI FY_I NFO

Structure members

Member Description
sUri Pointer to string containing the requested location.
pCut put Connection context.
HTTP METHOD used in the request:
Vet hod e NMETHOD GET

e METHOD_HEAD
e METHOD_POST
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12.18 WEBS_AUTH_DIGEST APP_API

Description

Used to interact with the application when Digest Authentication is used.
Type definition

typedef struct {
voi d (*pf St oreNonce) (WEBS_OUTPUT* pQut put,
VEBS_AUTH DI GEST_OUTPUT* pDi gest Qut put ,
void (*pfStore)(

VEBS_OUTPUT* pQut put,

VEBS_AUTH DI GEST_OUTPUT* pDi gest Qut put,
const char* pNonce,

unsi gned NoncelLen),

i nt Generat eNew) ;
} WEBS_AUTH DI GEST_APP_API ;

Structure Members

Member Description
pQut put Connection context.
pDi gest Cut put Digest Authentication context.
of Stor e Callback executed from the p_f St or eNonce callback to store a
nonce known by the application.
- pQut put Connection context.
- pDi gest Qut put Digest Authentication context.
- pNonce Pointer to buffer containing the nonce to store.
- NonceLen Length of nonce to store without string termination.

= 0: Use old nonce or lookup nonce in an user implemented
nonce cache. Nonce timeouts can be implemented by simply
Gener at eNew generating anew nonce once a timeout is reached.

# 0: Force generating a new nonce for a 401 response to
send to the client.

emWeb User Guide & Reference Manual © 2010-2026 SEGGER Microcontroller GmbH



224

CHAPTER 12 WEBS_INDEX_AUTOCOMPLETE_ITEM

12.19 WEBS_INDEX_AUTOCOMPLETE_ITEM

Description

List item to autocomplete an index request (URI ending with a slash ’/’). Used as an array
of items with a NULL entry terminating the list.

Type definition

typedef struct {
const char * sPath;

} VEBS_| NDEX_AUTOCOWVPLETE_| TEM

Structure members

Member

Description

sPat h

Path to add after the slash.
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12.20 WEBS_INDEX RULE

Description

Rule for handling an index request (URI ending with a slash ’/"). Used as an array of items
with a NULL entry terminating the list.

Type definition

typedef struct {

const char * sURI;

const WEBS_| NDEX_AUTOCOVPLETE | TEM * pAut oconpl et e;
} VEBS_| NDEX_RULE;

Structure members

Member Description
String with URI this rule applies to (including sub-folders).
sURI Do not use the trailing slash, e.g. “/sub/folder” but use the

root slash “/".

Pointer to NULL entry terminated array of index
autocomplete items.

pAut oconpl et e
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12.21 IP_WEBS_ABORT TYPE

Description

Abort types for an early out of the web server processing.

Type definition

typedef enum {
| P_WEBS_ABORT_TYPE_NONE,
| P_VWEBS_ABORT_TYPE_CX,

| P_WEBS_ABORT TYPE_ERRCR

} | P_\EBS_ABORT TYPE;

Enumeration constants

Constant

Description

| P_VWEBS ABORT_TYPE_NONEDefault, continue processing.

| P_WEBS_ABORT_TYPE_OK

Abort processing, mark connection to be closed but return
with O.K.

| P_WEBS_ABORT_TYPE_ERR

C%bort processing, send an error if no content has been sent
y

the application yet and return with error.
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Description

CHAPTER 12

IP. WEBS_WEBSOCKET API

Used for interaction between webserver and a WebSocket implementation.

Type definition

typedef struct {
typedef int (

typedef void (

} | P_EBS_WEBSOCKET _API ;

Structure Members

* pf Gener at eAccept Key( (VWEBS_CQOUTPUT * pQut put,

voi d * pSecWebSocket Key,

i nt SecWebSocket KeyLen,
voi d * pBuffer,

i nt Buf f er Si ze) ;

* pf Di spat chConnecti on( (WEBS_OUTPUT * pQut put,

voi d * pConnection);

Member

Description

pf Gener at eAccept Key

Callback used to generate the accept key that needs to be
sent back for a WebSocket connection to be established.

| P_VWEBSCCKET_Gener at eAccept Key() can be used by the
callback.

Input/output buffer is the same. If this is not supported by
your calculation callback the input buffer needs to be saved
by your callback.

- pQut put

Webserver connection context.

- pSecWebSocket Key

Location of the received WebSocket key.

- Sec\WebSocket KeyLen

Length of the received key.

- pBuf f er

Output buffer for the generated response key.

- BufferSize

Size of the output buffer for the response key.

pf Di spat chConnecti on

Callback used to dispatch the connection handle from the
Web server to another resource. Once the callback returns
the transport connection (e.g. socket handle) no longer
belongs to the webserver.

- pCut put

Webserver connection context.

- pConnecti on

Connection handle of the transport medium (e.g. socket
handle).
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13.1 Overview

Callback Description
Callback used to extend the usage of
| P_WEBS pf Met hod METHODs in the Web server for a given
URI.

Called to get notified of the current

| P_VEBS_pf Pr ogr ess progression of the requests served.

Called before content is generated and
| P_VEBS_pf PreCont ent Qut put sent by the Web server in regular cases
like VFiles and files from a filesystem.

| P_WEBS pf Request Notify Called upon a request to the Web server.

Called upon a failed authentication

| P_WEBS_pf Aut hFai | ed attempt.

Callback function type for receiving the full

| P_VEBS_HTTP_REQUEST_FUNC HTTP request header.
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13.2 IP_WEBS_pfMethod

Description
Callback used to extend the usage of METHODSs in the Web server for a given URI.

Type definition

typedef int ( * | P_VEBS_ pf Met hod( (void * pCont ext,
WEBS_OUTPUT * pQut put,
const char * sMet hod,
const char * sAccept,
const char * sCont ent Type,
const char * sResour ce,
u32 Cont ent Len) ;
Parameters
Parameter Description
Cont ext METHOD context for incoming data used with
P | P_VEBS METHOD * routines.
pQut put Output context for | P_WEBS_* routines.
sMet hod String containing METHOD requested by client.
sAccept String containing value of Accept field of header sent by

client. May be NULL in case there was no such field.

String containing value of Content-Type field of header sent
by client. May be NULL in case there was no such field.

sCont ent Type

sResource String containing URI that was accessed.
Length of data submitted by client that can be read. 0 in
Cont ent Len /
case no data was sent by client.
Warning

Strings located at sAccept and sCont ent Type need to be copied to another location
before calling any other Web Server API as they will be overwritten.
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13.3 IP_WEBS_pfProgress

Description
Called to get notified of the current progression of the requests served.

Type definition
typedef void ( * | P_VEBS pf Progress((WEBS_PROGRESS | NFO * pl nfo);

Parameters
Parameter Description
Pointer to structure containing information about
pl nfo the current request being handled of type Structure
VEBS_PROGRESS_| NFO.
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13.4 IP_WEBS pfPreContentOutput

Description

Called before content is generated and sent by the Web server in regular cases like VFiles

and files from a filesystem.

Type definition

typedef int ( * | P_WEBS_pf

Parameters

Pr eCont ent Qut put ( (VEBS_OUTPUT * pQut put);

Parameter

Description

pQut put

Output context for | P_VWEBS_* routines.
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13.5 IP_WEBS pfRequestNotify

Description

Called upon a request to the Web server.

Type definition
typedef void ( * | P_VEBS_pf Request Noti fy( (WEBS_REQUEST_NOTI FY_I NFO * pl nfo);

Parameters
Parameter Description
Pointer to structure containing information about
pl nfo the current request being handled of type Structure
VEBS_REQUEST_NOTI FY_I NFO.
Warning

Data located in pl nf o needs to be copied to another location if they shall be used
outside of the callback as they will be overwritten.
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13.6 IP_WEBS_pfAuthFailed

Description

Called upon a failed authentication attempt.

Type definition
typedef void ( * | P_WEBS_pf Aut hFai | ed( (WEBS_AUTH_FAI LED | NFO * pl nfo);

Parameters
Parameter Description
Pointer to structure containing information about
pl nfo the current request being handled of type Structure
VEBS_AUTH_FAI LED_| NFO.
Warning

Data located in pl nf o needs to be copied to another location if they shall be used
outside of the callback as they will be overwritten.
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13.7 IP_WEBS_HTTP_REQUEST_FUNC

Description

Callback function type for receiving the full HTTP request header.

Type definition

typedef int (1P_WEBS HTTP_REQUEST FUNC) ( WEBS_OUTPUT * pQut put ,
const char * pHTTPHeader,
unsi gned Header Len) ;
Parameters
Parameter Description
pCont ext Pointer to a WEBS_QUTPUT structure.
pHTTPHeader Pointer to the HTTP request header.
Header Len Length of the HTTP request header in bytes.

Return value

0 Request handled by this callback.
1 Request not handled, continue with other processing.
-1 Request not handled, error occurred.
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14.1 File system abstraction layer

This section provides a description of the file system abstraction layer used by emNet
applications which require access to a data storage medium. The file system abstraction
layer is supplied with the emNet web server and the emNet FTP server.

Three file system abstraction layer implementations are available:

File name Description

Mapping of the emNet file system
IP_FS enfFile.c abstraction layer functions to emFile
functions.

Implementation of a read-only file system.

I P_FS_ReadOnly. ¢ Typically used in a web server application.

Mapping of the emNet file system
| P_FS_Linux.c abstraction layer functions to Linux file I/O
functions.

Mapping of the emNet file system
IP_FS Wn32.c abstraction layer functions to Windows file
I/O functions.
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CHAPTER 14

File system abstraction layer function table

14.2 File system abstraction layer function table

emNet uses a function table to call the appropriate file system function.

Data structure

typedef struct {

}

Il

/'l Read only file operations.
/1l even the sinplest one.

These

11
void * (*pfOpenFile) ( const char
const char
i nt (*pfC oseFile) ( voi d
i nt (*pf ReadAt) ( voi d
voi d
u32
u32
| ong (*pf Get Len) ( voi d
11
/1 Directory query operations.
11
voi d (*pf For EachDi r Entry) (
voi d (*pf GetDirEntryFi | eNane) (
u32 (*pfGetDirEntryFil eSi ze) (
i nt (*pfGetDirEntryFil eTi ne) (
u32 (*pfGetDirEntryAttributes) (
11
Il Wite file operations.
11
void * (*pfCreate) ( const char
void * (*pfDeleteFile) ( const char
i nt (*pf RenaneFile) ( const char
const char
i nt (*pfWiteAt) ( void
voi d
u32
u32
11
/] Additional directory operations
11
i nt (*pf MKDi r) (const char
i nt (*pf RVDI 1) (const char
11
/] Additional operations
11
i nt (*pf | sFol der) (const char
i nt (*pf Move) (const char
const char
i nt (*pf For EachDi r Ent r yEX) (
| P_FS_API ;
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*

*

*

have to be present on ANY file system

sFi | enane,
sOpenFl ags ) ;
hFile );

hFi | e,
pBuf f er,

Pos,

NunmBytes );

* hFile );

* 0% kX ok

voi d
char
voi d

* pCont ext,
* sDir,
(*pf) (void * pContext,
void * pFileEntry));
* pFileEntry,
* sFi |l eNane,
Si zeOf Buffer );
* pFileEntry,
* pFileSizeH gh );
* pFileEntry );
* pFileEntry );

const

voi d
char
u32

voi d
u32

voi d
voi d

sFi l eNane );

E I I T

sFi |l enane );
sd dFi | enane,
sNewFi | enane ) ;
hFi | e,

pBuf f er,

Pos,

NumBytes );

sDi r Nane) ;
sDi r Nane) ;

sPat h) ;
sd dFi | enane,

sNewFi | enane) ;
voi d * pContext,
const char * sDir,
void (*pf) (void * pContext,
void * pFileEntry));
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Elements of IP_FS_API

CHAPTER 14 File system abstraction layer function table

Function

Description

Read only file system functions (required)

Pointer to a function that creates/opens a

pf CpenFi | e file and returns the handle of these file.
pf Cl oseFil e Pointer to a function that closes a file.
pf ReadAt Pointer to a function that reads a file.
of Get Len Pointer to a function that returns the

length of a file.

Directory query operations

pf For EachDi r Entry

Pointer to a function which is called
for each directory entry. Obsolete. Use
pf For EachDi r Ent r yEx instead.

pf Get Di r Ent r yFi | eNane

Pointer to a function that returns the name
of a file entry.

pfGetDirEntryFil eSi ze

Pointer to a function that returns the size
of a file.

pf GetDi rEntryFi |l eTi me

Pointer to a function that returns the
timestamp of a file.

pf GetDi r EntryAttri butes

Pointer to a function that returns the
attributes of a directory entry.

Write file operations

pf Creat e

Pointer to a function that creates a file.

pfDel eteFil e

Pointer to a function that deletes a file.

pf RenaneFi | e

Pointer to a function that renames a file.

pf WiteAt Pointer to a function that writes a file.
Additional directory operations (optional)

¢ MKDI T Pointer to a function that creates a
P directory.

f RVDI 1 Pointer to a function that deletes a
P directory.

Additional operations (optional)

£ 1 sFol der Pointer to a function that checks if a path
P is a folder.
of Move Pointer to a function that moves a file or

directory.

pf For EachDi r Ent r yEX

Pointer to a function which is called for
each directory entry.

emWeb User Guide & Reference Manual

© 2010-2026 SEGGER Microcontroller GmbH



240 CHAPTER 14

14.2.1 emFile interface

File system abstraction layer function table

The emNet web server and FTP server are shipped with an interface to emFile, SEGGER's
file system for embedded applications. It is a good example how to use a real file system

with the emNet web server / FTP server.

/* Excerpt fromIP_FS FS.c */

const IP_FS APl IP_FS FS = {
/1
/'l Read only file operations.
/1
_FS Open,
_Cl ose,
_ReadAt,
_Cet Len,
/1
/1 Sinmple directory operations.
/1
_ForEachDirEntry_Cbsol ete
_GetDirEntryFi | eNane,
_GetDirEntryFil eSi ze,
_GetDirEntryFil eTi ne,
_GetDirEntryAttributes,
/1

/1l Simple wite type file operations.

/1
_Create,
_DeleteFile,
_RenaneFi | e,
_WiteAt,
/1
/1 Additional directory operations
/1
_MKDir,
_RVDir,
/1
/1 Additional operations
/1
_| sFol der,
_Move,
_ForEachDirEntry
b

The emFile interface is used in all SEGGER Eval Packages.
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14.2.2 Read-only file system

The emNet web server and FTP server are shipped with a very basic implementation of
a read-only file system. It is a good solution if you use emNet without a real file system
like emFile.

/* Excerpt fromFS RO c */

const | P_WEBS FS APl | P_FS ReadOnly = {
/1
/'l Read only file operations.
/1
_FS RO _FS_Open,
_FS RO d ose,
_FS RO ReadAt,
_FS RO Get Len,
/1
/1 Sinmple directory operations.
/1
NULL,
NULL,
NULL,
NULL,
NULL,
/1
/1l Simple wite type file operations.
/1
NULL,
NULL,
NULL,
NULL,
/1
/1 Additional directory operations
/1
NULL,
NULL,
/1
/1 Additional operations
/1
NULL,
NULL,
NULL

I 7
The read-only file system can be used in the example applications. It is sufficient, if the

server should only deliver predefined files which are hardcoded in the sources of your
application. It is used by default with the emNet Web server example application.
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14.2.3 Using the read-only file system

The read-only file system relies on an array of directory entries. A directory entry consists
of a file name, a pointer to the data and an entry for the file size in bytes. This array of
directory entries will be searched if a client requests a page.

/* Excerpt fromIP_FS. h */

typedef struct {
const char* sPath;
const unsigned char* pDat a;
unsi gned int Fil eSi ze;

} I P_FS_READ ONLY_FI LE_ENTRY;

/* Excerpt fromI|P_FS ReadOnly.c */

#i ncl ude "BG ound. h"
/'l png page, required for every sanple page
#i ncl ude "favi con. h"
/1 ico file, required for every sanple page
#i ncl ude "Error404. h" /'l HTML page
<...>

static const | P_FS READ ONLY_FILE ENTRY _aFile[] = {

/* file name file array current size */
/* _______________________________ */
{ "/Error404. htnt',error404_file, ERROR404_SIZE },
{ "/favicon.ico", favicon_file, FAVICO\ SIZE },
{ "/ BG ound.png", bground_file, BGROUND SIZE 1},
<...>

¥

The example source files can easily be replaced. To build new contents for the readonly file
system the following steps are required:

1. Copy the file which should be included in the read-only file system into the folder: I P
\IP_FS\FS RO ht i \
2. Run GenFiles.py. The new files are created in the folder:

| P_FS_RO

4. Add the new source code file (for example, exanpl e.c) into your project. To add
the new file to your read-only file system, you have to add the new file to the
| P_FS READ ONLY_FI LE ENTRY array _aFil e[] and include the generated header file
(for example, exanpl e. h) in | P_FS ReadOnly. c.

The expanded definition of _aFi | e[] should look like:

#i ncl ude "BG ound. h" /'l png page, required for every sanple page
#i ncl ude "favicon. h" /1 ico file, required for every sanple page
#i ncl ude "Error404. h" /'l HTM. page

#i ncl ude "exanpl e. h" /* NEW HTM. page */

static const | P_FS READ ONLY_FILE _ENTRY _aFile[] = {
[* file nanme file array current size */
/* _______________________________ */
{ "/Error404. htnt',error404_file, ERROR404_SIZE },
{ "/favicon.ico", favicon_file, FAVICON SIZE 1},
{ "/ BG ound.png", bground_file, BGROUND_SIZE 1},
{ "/example.htnm, exanple_file, EXAMPLE SIZE },
<

}s

5. Recompile your application.
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14.2.4 Windows file system interface

The emNet web server and FTP server is shipped with an implementation.

const IP_FS APl IP_FS Wn32 = {
I
/'l Read only file operations.
I
_IP_FS_W N32_CQCpen,
_IP_FS WN32_d ose,
_IP_FS W N32_ReadAt,
_IP_FS W N32_Get Len,
I
/1 Sinple directory operations.
I
NULL,
_IP_FS WN32_Cet Di r EntryFi | eName,
_IP_FS WN32_CetDirEntryFil eSi ze,
_IP_FS WN32_CetDirEntryFil eTi me,
_IP_FS WN32_CetDirEntryAttri butes,
I
/1 Sinple wite type file operations.
I
_IP_FS WN32_Create,
_IP_FS WN32_Del eteFile,
I P_FS WN32_RenaneFil e,
_IP_FS WN32_WiteAt,
I
/1 Additional directory operations
I
_IP_FS W N32_MakeDi r,
I P_FS WN32_RenoveDir
I
/1 Additional operations
I
_|IP_FS WN32_IsFol der,
_IP_FS_W N32_Move,
_IP_FS WN32_ForEachDirEntry

I 7

The Windows file system interface is supplied with the FTP and the Web server add-on
packages. It is used by default with the emNet FTP server application.
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